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Preface

Infrastructure Security Conference 2002 (InfraSec 2002) was created to promote
security research and the development of practical solutions in the security of
infrastructures — both government and commercial — such as the effective prevention
of, detection of, reporting of, response to and recovery from security incidents. The
conference, sponsored by the Datacard Group and Hewlett-Packard Laboratories, was
held on October 1-3, 2002. Organizational support was provided by the Center for
Cryptography, Computer and Network Security Center at the University of Wisconsin-
Milwaukee.

Organizing a conference is a major undertaking requiring the efforts of many
individuals. The Conference President, Graham Higgins (Datacard Group), oversaw
al arrangements for the conference, and the Genera Chair, Susan Thompson
(Datacard Group), oversaw the local organization and registration. Local
arrangements were directed by Jan Ward (Hewlett-Packard Laboratories) and Jamie
Wilson (Datacard Group). Financial arrangements were managed by Natalie Churchill
(Hewlett-Packard Laboratories). We wish to thank the organizers, without whose
support this conference would not have been possible.

This conference program included two keynote speakers. Bob Evans (Office of the
e-Envoy) and Vic Maconachy (Department of Defense). The program committee
considered 44 submissions of which 23 papers were accepted. Each submitted paper
was reviewed by a minimum of three referees. These proceedings contain revised
versions of the accepted papers. Revisions were not checked and the authors bear full
responsibility for the content of their papers.

We thank all the authors who submitted to the conference, without which it would
not have been successful. Our thanks to the program committee and al reviewers.

July 2002 George Davida, Yair Frankel, Owen Rees
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Biometric Authentication in Infrastructure
Security

John Armington, Purdy Ho, Paul Koznek, and Richard Martinez

Hewlett Packard Company
{john_armington, purdy.ho, paul koznek, richard martinez}@hp.com

Abstract. This paper will identify and recommend biometric technolo-
gies that provide strong authentication, convenient usability, and versa-
tility, in order to meet the demand of enterprise infrastructure security
systems. We aim at validating suitability for one or more mainstream
applications. Finger scan technology is mature and widely available. The
combination of a finger scan and smart card gives true dual-factor au-
thentication that provides a greater degree of security and simplifies au-
thentication for end users while preserving privacy. Speaker Verification
is the most natural biometric technology to use with voice-based sys-
tems. It takes advantage of the ubiquitous voice-grade telephone chan-
nel. The combination of speaker verification and token technology can
provide convenient and secure access to voice portal applications. We
also discuss cultural, legal, and privacy issues based on religious objec-
tions, health concerns, legal restrictions, and regulations on the use of
biometric technology.

1 Introduction to Biometric Authentication

For many years, the use of biometrics to identify a person or verify one’s iden-
tity was mainly used in government installations and Hollywood movies. With
the introduction of lower cost biometric devices the technology is moving into
mainstream use. MIT Technology Review Magazine recently listed biometrics as
one of the “top ten emerging technologies that will change the world” [T].

Biometric authentication works at the human to machine interface, as one
component of a system built of secure and trusted components. To work, it must
1) verify that the biometric came from the person at the time of verification and
2) that it matches a trusted record of that person’s biometric [2].

Biometrics is used to best advantage as one factor in a multi-factor authen-
tication system. It is one of four possible factors that include: what you know
(password/PIN); what you have (smartcard/ token card); where you are (GPS
locator); and what you are (biometrics). To increase security, many system de-
signers require authentication from two or more of these factors. For example
the ATM requires a difficult-to-duplicate card and a secret PIN.

G. Davida, Y. Frankel and O. Rees (Eds.): InfraSec 2002, LNCS 2437, pp. 1-[I8] 2002.
© Springer-Verlag Berlin Heidelberg 2002



2 J. Armington et al.

1.1 Definition and Classes of Biometrics

A working definition for Biometrics given by Dr. Jim Wayman is “The auto-
matic identification or identity verification of living, human individuals based
on behavioral and physiological characteristics.”

Biometrics can be separated into two primary classes, behavioral and physi-
ological. Behavioral biometrics measure habituated actions that are difficult to
mimic, such as voice, gait, and signature, while physiological biometrics measure
more static physical properties, such as fingerprints, and patterns on the iris or
retina. Behavioral biometrics is more difficult to use because it can vary over
time, while physiological biometrics typically require more intrusive measure-
ments.

1.2 The Market

An excellent and well-respected source of information on the market for bio-
metrics is the International Biometric Group’s Market Report [3]. Among the
Report’s top findings are the following:

— Biometric revenues are expected to grow from $399m in 2000 to $1.9b by
2005.

— Revenues attributable to large-scale public sector biometric usage, currently
70% of the biometric market, will drop to under 30% by 2005.

— Finger-scan and biometric middleware will emerge as two critical technolo-
gies for the desktop, together comprising approximately 40% of the biometric
market by 2005.

Although there are currently more than 200 vendors of biometric hardware or
software, finger and face make up the majority of the market.

The biometrics industry has had constant growth for the past several years
while the average cost of biometric devices has declined, according to Dr. Jim
Wayman. Today, many fingerprint readers may be found for under $100. Like
other technology sectors, the biometrics industry has been hard hit by the eco-
nomic downturn of 2001 and has seen several vendors go out of business.

1.3 Standards

Although forensic biometric standards such as AFIS (Automated Fingerprint
Identification Standards) have existed for decades, recent adoption of biometric
standards by mainstream industry standards organizations, and the emergence
of organizations dedicated to the commercial biometrics industry such as the
BioAPI Consortium [4] and the IBIA (International Biometrics Industry As-
sociation) [5] are evidence that the industry is maturing. BioAPI is intended
to create a standard interface between biometric sensing devices and software,
allowing some degree of interchangeability between devices. Most of the bio-
metrics industry now participates in the BioAPI standard. Microsoft, a notable
exception, has adopted a proprietary biometric API [6].
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The ANSI standard X9.84 is developed by a subcommittee of the X9 finan-
cial industry working group and addresses secure transmission and storage of
biometric data in addition to standard file and record formats to ensure au-
thentication interoperability. The CBEFF (Common Biometric Exchange File
Format) project, initiated by NIST and the US Government’s Biometric Con-
sortium has ties to both the X9.84 and the BioAPI efforts. The Organization for
the Advancement of Structured Information Standards, OASIS [7], has recently
formed the XCBF Technical Committee to set standards for XML encoding of
biometric data.

1.4 Testing

Because vendors tend to over-rate the performance of their technologies, often
quoting test results that favor their products, independent test results and an
understanding of testing methods and criteria should be taken into consideration
when developing a biometric system. Independent testing laboratories involved
in biometric device testing include the Biometrics Working Group (BWG) of the
National Institute of Standards and Technology (NIST) Laboratories, and the
National Physical Laboratory (UK) for the Communications Electronics Security
Group (CESG).

The Center for Mathematics and Scientific Computing, National Physical
Laboratory for the Communications Electronics Security Group (CESG) com-
pleted a broad-based independent test of multiple biometric technologies in
March 2001. Seven biometric systems were selected for testing. These systems
include 2 fingerprint systems (one using optical fingerprint capture, the other us-
ing a chip sensor), a face recognition system, a hand recognition system, an iris
verification system, a vein recognition system, and a speaker (voice) verification
system. All tests were conducted in a normal office environment.

For each system tested, a DET (Detection Error Tradeoff) curve was plotted
to show the performance relative to different detection thresholds. The prob-
ability of False Rejection (FR) and the probability of False Acceptance (FA)
were computed empirically for each threshold. A range of detection thresholds
was swept over the curves. Each point on the curve represents the FR and the
FA of a particular threshold. By adjusting the threshold, the tradeoff between
FR and FA can be achieved and thus the performance of the system can be
influenced. In general, the system is adjusted to have a low FA rate, e.g. if the
decision threshold is raised, the FA rate will decrease, and vice versa. A common
statistic quoted by vendors is called the Equal Error Rate, or EER, which is sim-
ply that point at which the FA rate equals the FR rate, but has little meaning
without the other points on the curve. It is also important to consider how the
test accounts for those who cannot use the system, called the Failure to Enroll
rate. Are these counted in the FR rate, or simply ignored? How does a system
accommodate these exceptions? The iris scan system showed significantly su-
perior performance over all other types in this test. Unfortunately, because the
threshold could not be varied, it was impossible to form a true DET curve. For
the full report, see [].
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1.5 Attacks and Countermeasures

Security technology must always be concerned with subversion via false repre-
sentation of digital information or data streams, commonly known as ‘spoofing’,
and biometric security systems must pay particular attention to such concerns.
Once a biometric has been converted to a stream of bits, it could be inserted
into a legitimate system or manipulated to subvert the system’s purpose. Bio-
metric authentication of remote users by remote devices is especially susceptible
to such attack by unscrupulous persons wishing to impersonate a legitimate
user. A well-designed system will take advantage of digital signatures, tamper
resistant packaging, and other techniques known in the security industry to in-
crease trustworthiness of the overall system. Trust placed in a poorly designed
system may lead to security breaches that are difficult or impossible to detect.
Standards being developed by the Trusted Computing Platform Association, or
TCPA hold promise for enabling solutions to these trust issues in the very near
future by providing a means for computing devices from smartcards, to PCs to
servers, to measure and communicate their level of trustworthiness [4]. Specific
attacks and countermeasures will be addressed by technology below.

2 Technologies

This section addresses four specific technologies investigated: Speaker Verifica-
tion (voice biometrics), face recognition, finger scan, and iris scan.

2.1 Speaker Verification

Voice applications are becoming mainstream today thanks to technologies like
VoiceXML and voice portal services. While these enabling technologies are ma-
turing, security has not kept pace; with most voice systems today either not
secured at all or secured using traditional touch-tone static passwords, which are
subject to eavesdrop and can easily be stolen, thus leaving room for improve-
ment. Voice is the most natural way of communicating over the phone channels,
so speaker verification is better suited to integrate into the phone network than
many other authentication technologies. Speaker verification can provide secure
access to a voice portal that uses automatic speech recognition (ASR) to al-
low users to talk directly to sensitive systems completely hands-free using any
telephone.

The task of speaker verification [T0JTT] is to determine a binary decision of
whether or not an unknown utterance is spoken by the person of the claimed
identity. Speaker verification can be implemented by three different approaches:

— Text-dependent/fixed-phrase
— Text-independent /unconstrained
— Text-dependent /prompted-phrase
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which are rated below based on security, convenience, and implementation com-
plexity.

Text-dependent/fixed-phrase: Users have to utter exactly the same
phrase they did during enrollment and the system matches the two utterances.
Advantages include simple enrollment and verification processes, and a lower
error rate than the other two approaches, in general. However, this approach
is subject to attack by replay of recorded speech or a template stolen from the
database, and also requires memorization of a passphrase. An example of this
kind of system is developed by Nuance [12], which verifies speakers by having
them to say their phone numbers.

Text-independent /unconstrained: It verifies the speaker without knowl-
edge of what is being said. Verification is based on specific acoustic features of
the vocal tract; users can say anything they want, giving it an advantage in
convenience. Also, there is no recorded passphrase that can be stolen from a
database. Disadvantages are that it requires more training data and the veri-
fication is more computationally intensive. It is also subject to a pre-recorded
speech attack. Systems developed by Ensigma [I3] and Persay [14] are using this
approach.

Text-dependent /prompted-phrase: Users are prompted to repeat a one-
time passcode (OTP) or passphrase in real time, such that they don’t need
to remember passwords. The ASR module matches the passphrase with the
utterance from the user, while the SV module verifies the user’s voice. This
approach ensures that the user is accessing in real time, countering the attack
by replay of recorded speech and a stolen template. This approach can also
be extensible to dual-factor authentication by providing a secure out-of-band
prompting mechanismi. However, the major drawback is that a more complex
infrastructure and a longer enrollment are required. VeriVoice’s system [I7] uses
in-band OTP prompting.

Attacks and Countermeasures. Nevertheless, the above approaches share
a vulnerability to a new technology known as text-to-speech voice cloning
(TTSVC)[18I19)], a highly sophisticated technique of synthesizing the speech
using a person’s voice and prosodic features, which will likely become more
commonplace over time. With this TTSVC system, impostors can hack the
text-dependent/ fixed-phrase system by synthesizing the “passphrase”; they can
hack the text-dependent/ prompted-phrase system by synthesizing the prompted
phrase. In the text-independent/ unconstrained case, the whole conversation can
be synthesized.

! Many schemes are available today for implementing one-time passcodes. These range
from public domain schemes such as S/Key [15] and SASL [16], proprietary schemes
using hardware tokens such as RSA Security™ and ActivCard™ .

2 Qut-of-band prompting leverages the trust implicit in a second communication chan-
nel to add authentication strength, e.g. Prompting via token-card leverages trust in
the registration and provisioning process of the token card, and trusts that only the
authorized user holds the unique token card.
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Usability. A dual-factor authentication system combining the text-dependent/
prompted-phrase approach and the out-of-band OTP prompting can effectively
counteract the TTSVC attacks and provide high-level security and convenience
to use over any phone channel. Users do not have to remember a PIN because
the OTP is prompted for them. This also ensures real-time access and prevents
impostors from using pre-recorded speech. The use of speaker verification is an
effective countermeasure against the use of a stolen OTP by an unsophisticated
attacker. Successful attack would require both obtaining the OTP and speaking
it in the user’s voice.

2.2 Face Recognition

Over the past 20 years numerous face recognition papers have been published
in the computer vision community; a survey can be found in [20]. Due to recent
events, automatic face recognition systems received a lot of media attention and
became very popular in military and aviation security. The two main commercial
face recognition system makers: Viisage [21] and Visionics [22], both claimed that
their systems could pick out terrorists and criminals from a scene as long as they
are in the law enforcement database.

The Viisage system was used in the Super Bowl 2000. An image of each spec-
tator was taken at a checkpoint and compared to the law enforcement database
of known criminals and terrorists. Its system based on an algorithm called Eigen-
face [23], which was developed in the MIT Media Lab. This algorithm works ex-
tremely well on frontal faces. The Visionics surveillance system used in Tampa,
FL works different from the Viisage system. An algorithm called Local Feature
Analysis (LFA) [24], developed by its CEO is used. Visionics [25] claimed that
LFA is better than Eigenface because it is relatively less sensitive to changes in
expression, including blinking, frowning, and smiling.

Attacks and Countermeasures. Current face recognition technology is not
adequate for unmonitored authentication systems, because there is no reliable
way to test for “Liveness”. Many systems cannot distinguish between a person
and a photograph of that person. Visionics counters such attacks by detecting
the characteristics of a photograph, such as rectangular borders, and tests for
“Liveness” by a multiple frame/ video challenge response system; it asks the
user to blink or smile, but not both at the same time. These tests can deter
the imposture by photos, but the system can still be spoofed by videos in which
a person can blink and smile. Face recognition based on matching 3D head
models can recognize faces under a variety of viewing angles and improve the
performance of surveillance systems, but it can be spoofed by a plastic 3D human
head model. Thus, other biometric technology, such as finger scan, which has a
more effective “liveness” test (described in Section [23)), is more suitable for
unmonitored authentication.
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Usability. Visionics claimed that [25] for head rotation less than 10-15 degrees,
there is no degradation in performance. From 15 to 35 degrees, the face recog-
nition discrimination power decreases. Face rotations beyond 35 degrees do not
match well to frontal faces with its current LFA technology. There are also 3
major drawbacks of this system: 1. Glare on eyeglasses that obstruct the eyes.
2. Long hair obscuring the central part of the face. 3. Poor lighting would cause
the face to be overexposed and low contrast. Also, these systems are mostly
capable of recognizing frontal faces, which might be adequate in low to medium
level access control applications where users are consistent from session to ses-
sion. However, in surveillance applications where users are often not aware of
the task, it is important for the system to handle faces rotated in depth. Other
challenges included the difficulty to create a database that contains all the ter-
rorists. Thus face recognition might not be a feasible solution for surveillance
purpose.

Nevertheless, face recognition is the most non-intrusive and the easiest-to-
enroll biometric method for identification. It is also considered to be one of the
physical characteristics that is constantly exposed to the public. Thus, capturing
face images, as opposed to scanning fingers/ irises, will not violate the Bill of
Rights and will not infringe privacy. Therefore, face recognition systems are good
for providing simple and convenient ways of identifying users in low to medium
security applications.

2.3 Finger Scan

One of the more mature, well understood, and most widely accepted biometric
authentication technologies, finger scan compares a real-time image of a person’s
fingerprint to a previously enrolled image to decide if the person is who he/she
claims to be. Actually the images are neither stored nor compared; they are
reduced to a set of minutia points that typically represent the relative position
of endings and bifurcations (splits) of the papillary ridges (the lines which make
up a fingerprint).

Fingerprints patterns are based on DNA, therefore monozygotic siblings
(identical twins) will have very nearly identical fingerprints. However, state-of-
the-art systems are able to distinguish between them in most cases [26].

Attacks and Countermeasures. There are several ways to defeat finger scan
systems, including template replay, last login, adhesive tape and fingerprint repli-
cas. A recent replica attack using gelatin, A.K.A. the Gummy attack [27], was
used to circumvent a variety of optical and capacitive devices. Since gelatin is
similar in electrical characteristics to human skin, some devices could not differ-
entiate between the enrolled fingerprint and the gummy replica. Some vendors
incorporate countermeasures to alleviate the possibility of these attacks. A newer
type of silicon device is now available that reads the subdermal layer of skin by
radiating a small electrical signal injected into the finger. Other vendors utilize
”liveness tests” taking several readings of a fingerprint to detect minute differ-
ences. If the readings are exactly the same for each scan, the fingerprint is most



8 J. Armington et al.

likely a static replica. Some systems, such as those used in military applications,
incorporate a duress mode, in which a hostage user will present a different finger
to make the system appear to work normally but will send a silent signal to a
monitoring station [2§]. Additional attacks and countermeasures, not specific to
finger scan, are mentioned in section [T.5]

Usability. Combining finger scan with a smartcard-based public key infrastruc-
ture (PKI) [29] can enhance the overall security framework by:

— Providing stronger authentication than either a smartcard or biometric so-
lution alone.

— Eliminating PINs and passwords that can be compromised or forgotten.

— Enhancing the user experience with a simpler interface that can be used
consistently for multiple applications (single sign-on solution).

High trust access control for today’s high-value information systems requires
strong authentication — stronger than that provided by single-factor finger scan
biometric authentication alone. Finger scan technology provides much better
assurance of identity when used for 1:1 authentication against a claimed identity
than when used to identify one person from a database of tens of thousands or
more. Storing the biometric template in the secure storage of a smartcard affords
greater security to the overall system for several reasons:

— The template does not have to travel over the network, thus avoiding capture
and replay attacks;

— If a central database were compromised, any or all of the biometric templates
could be copied or replaced; and

— It alleviates many of the legal and privacy concerns associated with main-
taining a central database of individuals’ biometric data.

The most secure implementation we have seen to date places a high-quality
fingerprint sensor on a smartcard reader, and then passes the scanned image
(actually the minutia) to a JavaCard™™ where a card applet matches it against
the enrolled template stored securely in the card. A match will unlock the card’s
secrets, just as a correct PIN will unlock a traditional smartcard. Such a system
is much more difficult to compromise than the PIN-based smartcard systems,
which are vulnerable to Trojan horse malware capturing the PIN.

2.4 Iris Scan

Iris scan technology has many similarities to finger scan. Differentiation of peo-
ple uses unique patterns in the iris tissue known as the trabecular meshwork;
the patterns are reduced to a set of minutia points and compared to a stored
template. Implementation for authenticating end users at the desktop can be
done similarly to fingerscan; by storing and matching the biometric template on
a smart card and using the biometric to unlock smartcard secrets. The differ-
ences are that: iris patterns are not based in DNA; the minutia computation and
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matching algorithms are quite different; and no physical contact is required to
obtain a sample image.

An iris image is captured similarly to the way that a camera takes a picture
of a person’s face, and typically requires a distance of less than one meter. Once
captured, the iris image is parsed to create the template. A typical iris will
yield approximately 173 independent points. This is more than five times the
information that is derived from a fingerprint, and a much larger number than
needed to distinguish a single individual among the entire population of the
earth [30J3T].

As of this writing, one vendor has developed a smartcard solution for iris
authentication. Unlike the finger scan smartcard solution described above, it
does not provide a combination sensor (camera) and smart card reader, but
relies on the PC to process and communicate data between the camera and the
smartcard.

Iris recognition technology is probably the most accurate method of dis-
tinguishing between individuals. Since Iris patterns have no basis in heredity
(DNA), even identical twins can be easily distinguished. The probability of two
individuals having just a 75% match between iris patterns is 1 in 10*¢ and the
probability of two irises matching 100% is 1 in 10°2. By comparison, the esti-
mated number of molecules in the universe is approximately 10%°. Independent
testing confirms the mathematical theory; at least to the extent that testing
has been done with millions of samples. There was not a single false match, in
over 6 million tries by independent testing organizations using John Daugman’s
algorithms [32].

Attacks and Countermeasures. Very little is documented of successful at-
tacks on iris scan systems, possibly owing to the fact that the technology is
proprietary not broadly implemented. John Daugman, the inventor and patent
holder of many iris scan algorithms, describes a way to detect a false iris im-
printed on a contact lens [33]. Iridian hints at some “liveness” tests involving
detection of blinking and movement of the eye, but states, “As a matter of pol-
icy, Iridian Technologies, Inc. does not discuss the details of these properties or
specific countermeasures in the open media.” [34] One must recognize the risks
associated with accepting the assertions of the technology’s purveyors, especially
in the absence of meaningful independent testing or peer review.

Usability. This section is more anecdotal that scientific. It represents what a
typical implementation pilot might uncover when evaluating the technology. It
is included here to balance the theoretical superiority of iris scan against some
practical realities. While we rely on documented independent tests for specific
measures, these numbers are intended to illustrate how the system might perform
in a typical office environment with typical office workers.

The table below illustrates the recorded information from usability tests.
Tests were done with 100 people of varying age, gender and nationality, 12
wearing glasses and 23 wearing contact lenses. Of the 100 tested, 16 could not
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use the system at all because, after five tries, they were not able to successfully
enroll. Testing was done using the Iridian Authenticam and the standalone
authentication demo software V2.0 101987SW Rev A (July 6, 2001) from Iridian
Technologies [35].

Authentication Test |Users|/FA|FR|Failure to Acquire
Immediately after enrollment| 84 | 0 | 4 0
7 Days Later 78 109 1
14 Days Later 72 |06 1

Once again, this was not a scientific test, but does provide a snapshot of how
people felt about using an iris recognition device. The one person who could not
be acquired after the initial enrollment wore glasses. We found out later that the
problem was due to overhead lighting causing glare on the glasses. Otherwise
there was no correlation between false rejects of people who wore glasses or
contacts and those that did not. Those who enrolled with glasses or contacts
were authenticated with glasses or contacts. Some of the usability findings and
user feedback appear below.

— 15 users reported feeling like there was something done to their eyes after
enrolling and authenticating. (Psychological effect?)

— About half of the people tested needed at least 2 tries to enroll successfully.
With 17 people who had to try 3 or more times.

— In order to get people to enroll who tried more than 3 times, they had to
open their eyes very wide and 4 people had to hold their eyes open with
their fingers.

— The angle of the camera seemed to have an effect on authentication.

— 8 people commented that the device was still too large and cumbersome to
use on the road. (Another device to carry and set up at remote locations)

Though we concede that Iris Recognition technology is probably the most
accurate and unique to individuals, we believe that the hardware could still
use further miniaturization for remote applications. The equipment we used
would be more useful for applications where the camera could be placed in a
specific location with controlled lighting. Also, the enrollment process took too
much time per subject, and in a significant number of cases (16 out of 100)
was unsuccessful after five tries. This would frustrate users, especially without
someone immediately available to help them. We concluded that improvements
are required before iris scan can be supported for end user authentication at the
desktop in widespread implementations.

3 Cultural Issues

Biometric cultural issues involve the way people think about biometrics in vari-
ous areas include religious objections, health concerns, and the legal aspects of
biometrics. Personal privacy is a central issue of the use of biometric technology
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and will be used as a framework for much of this discussion. Loss of privacy
refers to the loss of control of the information about the individual to whom the
information pertains. The right to privacy has appeared as a legal right since
2000 years ago in the Jewish laws: “If one man builds a wall opposite his fel-
low’s windows, whether it is higher or lower than them ...it may not be within
four cubits. If higher, it must be four cubits higher, for privacy’s sake.” [36].
However, privacy rights are not always attained in modern society, or protected
by modern governments. The right to privacy is not explicitly mentioned in the
US Constitution, but is implied in Amendments 1, 3, 4, 5, 9, and 14. European
Commission’s Directive on Data Protection, which went into effect in October
1998, provides more comprehensive protection, but only to citizens of EU na-
tions. The international community recognizes privacy as a basic human right.
Article 12 of the 1948 Universal Declaration of Human Rights states:

“No one shall be subjected to arbitrary interference with his privacy,
family, home, or correspondence, nor to attacks upon his honour and
reputation. Fveryone has the right to the protection of the law against
such interference or attacks.”

In the 1970s, as rapid computerization brought fear of surveillance, some coun-
tries sought to protect individuals from the misuse of personal data. Sweden,
Germany, Canada, and France established data protection boards to protect the
privacy and the integrity of records on individual citizens. The U.S. also passed
a Privacy Act with a similar goal. Nevertheless, both the public and private
sectors keep huge databases containing profiles of people’s personal data. Ac-
cording to the Center for Social and Legal Research, 52% of Americans worry
about privacy invasions from government agencies and 40% of them worry about
privacy invasion of the business sector [37].

Many people believe that the use of biometric systems will cause them to lose
their personal privacy. The best way to generally describe the use of biometrics
affect on personal privacy is shown in the quotation below.

“Biometrics, like any technology, is defined by its usage. The broad
range of biometric technologies, infrastructures, and deployment environ-
ments render any all-encompassing statements on biometrics pointless.
Biometrics can be deployed in a privacy-invasive fashion, in a privacy-
neutral fashion, and in a privacy-protective fashion.” [38]

The two main types of personal privacy, information privacy and physical privacy
will be used to discuss in what situations biometrics may be used to help or
hinder personal privacy [38].

3.1 Information Privacy

The concerns for information privacy invasion on biometric systems include:
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Unnecessary or unauthorized collection. The International Biometric In-
dustry Association (IBIA) [5] Privacy Principal recommends that clear signage
or other means of notification be used to inform everyone that video imaging
and facial recognition technology are being used in any public area. The IBIA
also states that the biometric images should be used only to make comparisons
against known violators. In no circumstance should non-matched images be re-
tained in a database once the comparison has been conducted.

Improper storage and transmission. Biometric information should be pro-
tected from unauthorized access at all times. In fact, any centralized storage of
biometric data is controversial. In general, it is less accepted to store physiologi-
cal biometric data, such as face images and fingerprint images, in a central server
than it is to store behavioral biometric data, such as recorded speech waveforms.
Our speech waveform is recorded and stored any time we leave a voice mail mes-
sage. The developing consensus within the industry is that the storage of raw
biometric data should be avoided; after feature extraction, the raw biometric
data should be deleted. To reduce risk to privacy, a biometric system should
be designed to store these feature vectors locally on the PC or on a smartcard
wherever possible.

Surreptitious database linkage. One of the privacy threats of central storage
of biometric information is that it opens up the possibility of its being used
to link together personal information derived from different sources. Although
the biometric cannot be used as a key, a comparison may be made between a
biometric stored as part of, say, a social services program to the same person’s
biometric that is stored as part of a health care program to confirm that it is in
fact the same person’s information.

Function creep. Function creep is defined as using biometric data for purposes
beyond that originally authorized, in violation of information privacy. Many are
concerned that their biometric information may be used for other purposes and
without their explicit permission. Preventing such abuse of private information
would require 1) explicit approval by the information owner for collection, stor-
age, and specific use, 2) audit practices that track the use of the information
and the timeframe for retaining the information, and 3) criminal penalties for
unauthorized disclosure or use of the information.

It should also be noted that most European countries’ privacy policies have
been strongly influenced by the Guidelines on the Protection and Privacy of
Transborder Flows of Personal Data, published by the Organization for Eco-
nomic Cooperation and Development (OECD) in 1980. The data privacy prin-
ciples set out in the Guideline are consistent with those stated by the IBIA and
general best practices outlined above.

Legal Cases and Issues. A controversial issue concerning unauthorized collec-
tion and privacy invasion came up after two face recognition companies, Viisage
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[21] and Visionics [22|, were employed by the law enforcement to identify ter-
rorists and criminals in the Super Bowl Stadium and in Tampa, FL. It was
viewed by some people as a violation of the fourth Amendment and considered
an “unreasonable” search. The Supreme Court explained that government ac-
tion constitutes a search when it invades a person’s reasonable expectation of
privacy. This reasonable expectation of privacy does not include physical charac-
teristics that are constantly exposed to the public, such as one’s facial features,
voice, and handwriting. Thus, scanning the spectators’ facial characteristics at
the Super Bowl did not constitute an unreasonable search by the government.
However, it does violate the Privacy Principles set by the IBIA and the OECD.

The low accuracy of face recognition applications and other biometrics can
easily create situations in which innocent people are recognized to be criminals.
Richard Lawrence Sklar, a political science professor at UCLA was mistaken to
be a fugitive and arrested 3 times in 12 years. On one arrest, a customs official
confirmed that his birth date, height, weight, eye, and hair color, were the same
as the fugitive. He was strip searched, moved from one holding cell to another,
and handcuffed to several violent offenders [39].

Canada’s Personal Information Protection and Electronic Documents
(PIPED) Act makes it illegal for any private company to collect personal infor-
mation on an individual without his/her expressed consent or a warrant. Thus,
a person walking into a bank, can request that the cameras be turned off, be-
cause it violates his/her privacy rights. It would be against the law for the bank
managers to refuse to do so. This act will allow a security video recording to be
handed over to police if it shows evidence of criminal activity. Of course, if the
camera is shut off and a robbery is committed, there will be no proof to hand
over. The act does not apply to activities of the Canadian government. In the
first decision under the act, which came into effect Jan. 1, 2001, federal Privacy
Commissioner George Radwanski told a Yellowknife security company that the
installation of street surveillance cameras is unlawful [40].

3.2 Physical Privacy

Some people think that the use of biometrics is offensive, unhygienic, and harm-
ful. Thus, people hesitate to give their biometric information.

In the past, fingerprinting has been generally associated with criminals. User
education can help erase this stigma as fingerprinting may also provide simplified
use and/or increased security. Other people think biometric authentication tech-
nologies that require physical contact, such as finger scanning and palm scanning
are unhygienic. From our experience, finger and palm scanning do not appear
to be any more unhygienic than using a door knob, currency, or other similar
items that are touched by a large number of people.

Some pious people consider biometric authentication, such as the finger scan,
as being similar to the “Mark of the Beast” mentioned in the Book of Revelations,
Chapter 13:16-18:

“And that no man might buy or sell, save he that had the mark, or
the name of the beast, or the number of his name.”



14 J. Armington et al.

The method of capturing a fingerprint by computer is noninvasive in that only
the image of the fingerprint is captured. No chip is inserted into and no mark is
stamped on the hand or the finger.

A court ruling, Buchanan v. Wing (a Commissioner of the New York State
Department of Social Services) (1997) [41], was about this type of religious issue.
Buchanan and her family were recipients of Aid to Families with Dependent Chil-
dren and food stamps from the Broome County Department of Social Services.
The Department of Social Services was trying to prevent duplicated registration
and required all the recipients to identify themselves by an automated finger
imaging system as a condition of eligibility for benefits. Buchanan refused to do
that because of her religious convictions. The Commissioner thereafter discon-
tinued her family’s aid and food stamps. Buchanan believed that finger imaging
may be the same thing as the “Mark of the Beast” and refused to participate.
The court ruled that Buchanan failed to demonstrate a good cause basis for
exemption from the finger imaging requirement, and that Wing’s decision was
rational.

Some people have concerns that biometric technology, such as iris and retinal
scans can be harmful to their health. Although a visible light and measurements
from a short distance (< 3 cm) have been required for retina scanning, it is not
harmful. It measures the pattern of blood vessels in the retina. For example,
the “red eye” effect in a photograph is an image of the retina. The iris scan is
nothing more than taking a picture of the pattern of the iris without using a
flash.

3.3 Proper Uses of Biometrics

Biometrics, if used properly, can help protect sensitive personal information.
Replacing a PIN with a biometric can protect sensitive encryption keys and other
personal information stored on a smart card while also keeping the biometric in
the hands of the owner. Biometric technologies are not harmful, not a health
risk, nor the “Mark of the Beast”. Biometric information is subject to the same
laws that govern the use of personal information, but many of these laws still
have to be “tested” with biometric systems.

Since different countries have different privacy laws and standards, a biomet-
ric security system should be designed so that it will not violate the privacy
guidelines upon which many laws are based, such as those set up by the Inter-
national Biometric Industry Association (IBIA), and the Organisation for Eco-
nomic Co-operation and Development (OECD). Because these are only guide-
lines, and privacy laws vary from country to country, an organization’s legal team
should review the implementation plans for any system making use of biometric
technology.

4 Recommendations

The following recommendations are drawn from the investigation, research, and
analysis of Biometric Authentication technologies. This investigation was in-
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tended to identify uses of biometric authentication technology within IT infras-
tructure.

Biometrics can provide increased security for applications while increasing

convenience for users, and decreasing cost. For example, unlocking a smartcard
with a finger is arguably easier than having to remember and type in a PIN.
Secure replacement of forgotten PINs and passwords is costly, estimated at $40
per call, by many studies across the industry. Unlike a password, PIN, or token,
biometrics cannot be shared, borrowed, or stolen, thereby limiting unauthorized
delegation, improving integrity of audit information, and providing one compo-
nent of a system of non-repudiation of electronic transactions. Following is a
summary of specific recommendations:
Recommendation 1: Speaker Verification is useful for authenticating users to
voice-based applications where the only connection between a user and the ap-
plication server is a phone line (Plain, Ordinary Telephone Service, or POTS).
It has been argued that, with the impending ubiquity of digital telephony and
wireless LANs, POTS and its supporting technologies will be obsolete in less
than 5 years. While this argument may be true in some areas of the world, we
believe that there will be a market for SV over POTS well beyond the next 5
years, in countries that, like the US, have large rural populations with wired
telephone service.

Existing systems, such as voice-mail, which use touch-tones for authentica-
tion and navigation, should be linked to the voice portal when available, to
take advantage of stronger authentication and integration with other voice ap-
plications. Thus, SV is recommended to replace touch-tone passwords in voice
systems. Section [2.1] details the arguments for SV over other telephone-based
authentication systems.

Recommendation 2: The inaccuracy of SV (higher than acceptable FR and
FA rates) has made it less useful in the past. This poor performance was mainly
due to handset or channel mismatch. By removing the effects of handset mis-
match, SV can be made useful. This can be improved by using a new technique
2] that we developed to classify the handset in use before verification.
Recommendation 3: Biometrics should be used as the human-to-machine au-
thentication link, and should be implemented as close as possible to the point
where a human interacts with a machine, such as the BioSwatch prototype de-
veloped by HP Labs [43], rather than transmitting biometric data across digital
networks. The first computing device encountered should authenticate the user,
and then machine-to-machine authentication, such as PKI or Kerberos, should
be used across the network.

Recommendation 4: Biometric data should be kept under the control of the
person to which it belongs. Centralized storage of biometric data is controversial
on privacy grounds, is or may be restricted in some countries, and should be
avoided where possible. Centralized storage of voice data is less controversial
and more accepted than fingerprint, iris, face, or other physiological biometrics.
Using a biometric to unlock a smartcard’s PKI authentication function provides
two-factor authentication and, by storing the biometric template on the card,
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avoids the controversial requirement for centralized storage of biometric data.
Recommendation 5: Iris Recognition should be considered for high security
authentication in the near future. Iris Recognition currently falls short in cost
and user acceptance but seems to have the best combination of performance and
resistance to attack, making it the technology to watch for future implementa-
tions. Iris and Retina recognition technologies are the only biometric technolo-
gies that have been found to provide sufficient accuracy for identification and
single-factor authentication, provided that the overall system has no other vul-
nerabilities to compromise (data insertion or device spoofing, etc.).
Recommendation 6: Applications should not interface directly to biometric
authentication subsystems. Biometric technologies and the programming stan-
dards to interface them are expected to change rapidly over the coming years,
making it important to shield applications from this volatility. Applications
should not interface to biometric subsystems directly, but rather work through
standardized middleware that can interact with the biometric systems directly
or indirectly. The middleware will allow for upgrade and replacement of authen-
tication subsystems without requiring any changes to the application. Both the
SV and the FS technologies can be implemented in this way. The SV recom-
mendation proposes using a voice portal as the middleware to connect users to
applications. The SV subsystem interfaces with the portal and not directly with
any application. The FS recommendation unlocks a smartcard with a biometric
so that software downstream, need not be modified to use the new technology.
Recommendation 7: Biometric authentication should be combined in multi-
factor authentication systems to improve security. Technology seems to favor the
attacker in biometric systems — examples are voice-cloning attacks on speech
systems, artifact (fake fingerprint) attacks on finger scan systems, and using
photographs to fool facial recognition systems. Effective countermeasures in-
volve traditional token authentication or PKI as a second factor (for both SV
and FS systems). Where Biometrics cannot stand alone as a security technol-
ogy, it should be enhanced by other means to ensure trust and integrity of the
overall solution. Such means may include human monitoring of the system, such
as with the INSPASS system, traditional cryptographic technology such as PKI
to ensure integrity of digital communications, and tamper-resistant packaging,
such as smart cards or ATMs for un-monitored biometric systems.
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Abstract. Biometrics has been widely recognised as a powerful tool for
problems requiring personal identification. Unlike traditional authenti-
cation methods, however, biometrics-based authentication systems may
reject valid users or accept impostors. The accuracy of a biometric sys-
tem could be defined as its combined ability to reject impostors and
accept valid users. The biometrics industry places heavy emphasis on
security issues relating to the rejection of impostors while denial of ac-
cess remains largely neglected in the evaluation of biometric systems.
In this paper, we discuss how denial of access may impact on all major
aspects of a biometric system and propose solutions to reduce the prob-
ability of denial of access based on more sophisticated authentication
decision-making strategies.

1 Introduction

Biometrics has been widely recognised as a powerful tool for problems requiring
personal identification. Most automated identity authentication systems in use
today rely on either the possession of a token (smartcard, USB token) or the
knowledge of a secret (password, PIN) to establish the identity of an individual.
The main problem with these traditional approaches to identity authentication is
that tokens or PIN/passwords can be lost, stolen, forgotten, misplaced, guessed,
or willingly given to an unauthorised person. Biometric authentication, on the
other hand, is based on either physiological features of the body (such as fin-
gerprint, hand geometry, and iris pattern) or behavioural characteristics of the
individual (such as voice prints and written signature) and therefore does not
suffer from the disadvantages of the more traditional methods.

Biometrics has the potential for increasing the security of authentication sys-
tems. In PIN/password-based authentication systems, the use of safe PINs and
passwords — i.e. long, complicated ones — is rarely enforced since such pass-
words are difficult to remember, and therefore users tend to write them down.
It has also been demonstrated that users may share a password or token when
working on a group task [I]. These practices significantly weaken the security of
the system. The very nature of the biometric methods overcomes such problems
since biometric authentication information cannot be transferred or shared and
is therefore a powerful weapon against repudiation.

G. Davida, Y. Frankel and O. Rees (Eds.): InfraSec 2002, LNCS 2437, pp. 19-29] 2002.
© Springer-Verlag Berlin Heidelberg 2002
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Unlike traditional methods, however, biometrics-based authentication sys-
tems may reject valid users or accept impostors. The accuracy of a biometric
system could be defined as its combined ability to reject impostors and accept
valid users. A significant body of work has been devoted to the development of
suitable metrics for evaluating the accuracy of biometrics systems [21B[4]. Pro-
cedures for conducting technical testing for the purpose of field performance
evaluation have also been proposed [5].

As pointed out in [6], the biometrics industry places heavy emphasis on
security issues relating to the rejection of impostors. However, the overall per-
formance of a biometric system cannot be assessed based only on this metric.
Denial of access, i.e. rejection of valid users, is often largely neglected in the
evaluation of biometric systems.

Consider as an example an online banking application employing biometrics-
based authentication. A bank client wishes to make a payment of a very large
amount on the pay-by date, as is often the case. For some reason, he/she is
unable to provide biometric data of acceptable quality, being consequently denied
access to the system. In fingerprint-based biometric systems, for example, this
may happen due to injury in the finger/fingers used for authentication. In this
case, it might be claimed that the bank is providing the client with an unreliable
authentication method and might therefore be held responsible for any loss on
the part of the client. This problem also represents a major hindrance to the
user acceptance of biometrics technologies. It is thus clear that such problems
should be thoroughly investigated and understood.

In this paper we consider the impact of denial of access in biometrics-based
authentication systems and discuss solutions to this problem.

This paper is organised as follows. Section 2 contains a general model for
biometric authentication systems. This is followed in Section 3 by a discussion
of various types of failures within a biometric system. Section 4 considers the
impact of false rejection of valid users on certain application domains, and, in
Section 5, we propose various approaches to ameliorating the impact of false user
rejections. The paper ends with some conclusions.

2 General Model for Biometrics-Based Authentication

According to [7], a general biometric system is composed of the following logical
modules:

. Data collection subsystem;

. Signal processing subsystem;
. Matching subsystem,;

. Storage subsystem;

. Decision subsystem;

. Transmission subsystem.

S O W N

A block diagram for the general authentication model is given in Figure 1.
The authentication process involves the raw biometric data of the claimant be-
ing captured in the data collection subsystem by an input device or sensor, and
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then transferred to the signal processing subsystem where the feature extrac-
tion takes place. The matching subsystem receives the extracted features from
the signal processing subsystem and retrieves the biometric reference template
associated with the claimed identity from the storage subsystem. The matching
subsystem then compares the submitted biometric sample with the reference
template yielding a score, which is a numeric value indicating how closely the
submitted sample and the reference template match. The decision subsystem
receives the score and, according to a confidence value based on security risks
and a decision-making policy, decides whether to accept the claimant or not.
The authentication decision is finally passed on to the application.

Extracted
Data Raw data features Template Storage
’ ; CEE—
collection Signal
processing

Score

Application < Decision
Authentication

decision

Fig. 1. General model for biometric authentication.

Note that these are logical modules, and therefore some systems may inte-
grate several of these components into one physical unit.

The biometric reference template is a crucial element in the biometric tech-
nology. A template is a small file containing distinguishing features of the user
derived from his/her biometric data. The process of collecting biometric data
from a user, and the subsequent processing and storing of their biometric ref-
erence template in the storage subsystem is known as enrolment. Subsequent
authentication sessions compare a live biometric sample provided by the user
with the user’s reference template generated by the system during the enrol-
ment procedure. Enrolment plays a critical role in the overall performance of a
biometric system, as we will discuss in Section 3.3.

3 Evaluation of Biometrics Systems

The nature of biometric data is such that two different measurements of the
same biometric feature from the same person are very likely to be different. For
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example, when fingerprint recognition is used, the fingerprint image captured
by the fingerprint sensor may vary, e.g., due to skin conditions, dirt, grease, or
the position in which the finger is placed on the sensor. Biometric matching
determines the degree of similarity between the live submitted biometric sample
and the reference template. The result of this comparison is a number known as
match score, which, in most systems is compared against a tolerance threshold.
If the match score is above the threshold, the result of the biometric matching is
a match. If the match score falls below the threshold, the result is a non-match.

It is therefore clear that the value of the tolerance threshold is a key parame-
ter in the performance of a biometric system. The tolerance threshold establishes
a lower bound for the degree of similarity necessary for a comparison to be con-
sidered a match, which, ultimately, allows access to an application. Hence, setting
the tolerance threshold is a vital decision in the security policy of any biometrics-
enabled application, and consequently it is fundamental to understand how the
threshold affects the overall performance of the biometric system.

According to [6], the performance of a biometric system should be assessed
by the analysis of three accuracy metrics: the false match rate, the false non-
match rate, and the failure-to-enrol rate. These three metrics are closely related
and their behaviour is determined by the value of the tolerance threshold, as we
will see next.

3.1 False Match Rate (Accepting Impostors)

The false match rate (FMR) is the probability that an individual’s template will
incorrectly be considered a match for a different individual’s biometric sample.

The FMR can be regarded as a function of the tolerance threshold: the higher
the tolerance threshold, the lower the FMR. If the minimum degree of similarity
necessary for a match is set relatively high, a match between two different finger-
prints, however similar they are, becomes less likely. Conversely, if the tolerance
threshold is reduced, the FMR increases.

An impostor break-in is a particularly critical security issue in applications
such as access to weapons or to a bank safe. Also, for an emerging technology still
seeking public acceptance, solutions providing high security must be perceived
as not vulnerable to break-ins.

It is important to understand the difference between the false match rate and
the false acceptance rate. The false match rate is the probability of a false match
for a single comparison. The false acceptance rate is the probability that an
impostor is accepted by the system. Since, in general users are allowed a certain
number of attempts before being rejected by the system, the false acceptance rate
is likely to be larger than the FMR. An impostor may also be able to attempt
impersonating more than one valid user. Therefore the actual probability of
impostor break-in is higher than the FMR.
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3.2 False Non-match Rate (Rejecting Valid Users)

The false non-match rate (FNMR) is the probability that a valid user’s biometric
will incorrectly be considered a non-match for his/her reference template. The
FNMR is therefore related to the issue of denial of access.

As with the FMR, the FNMR can be regarded as a function of the tolerance
threshold: the higher the tolerance threshold, the higher the FMR. Thus, if the
minimum degree of similarity necessary for a match is set relatively high, a valid
user may have difficulties in providing a sample of his/her biometric data that
matches so closely against his/her own reference template. Conversely, if the
tolerance threshold is reduced, the FNMR also decreases.

A false non-match occurs when there is not a sufficiently high similarity
between the user’s biometric sample and his/her reference template. This may
happen due to: changes in the user’s biometric data (fingerprints may vary due
to skin condition, ageing, injuries; voice prints may vary due to a sore throat,
emotional state.); change in the biometric data presentation (placing a finger in
a different position; speaking at a different volume or closer or further away from
the microphone); and/or changes in the environment (variations in humidity for
fingerprint recognition systems, background lighting for face-scan systems, or
ambient noise for voice-scan systems).

It is important to understand the difference between the false non-match rate
and the false rejection rate. The false non-match rate is the probability of a false
non-match for a single comparison. The false rejection rate is the probability
that a valid user is rejected by the system. Again users are generally allowed
more than one attempt before being rejected by the system, and so the false
rejection rate is typically lower than the false non-match rate.

Note that the FMR and the FNMR are inversely related. If an application
requires high security, setting the tolerance threshold too high may eliminate
the possibility of an impostor break-in but will result in an undesirably high
probability of denial of access. Conversely, if denial of access is to be avoided
by setting the tolerance threshold relatively low, the probability of an impos-
tor break-in increases. The choice of value for the tolerance threshold therefore
involves a trade-off between the two types of error and determines the security
and convenience of a biometrics-based authentication system.

3.3 Failure-to-Enrol Rate

The failure-to-enrol rate (FTER) represents the proportion of users from the to-
tal population for whom the system is unable to generate repeatable templates.
This will include those unable to present the required biometric feature, those
unable to provide sufficiently distinctive biometric data, and those unable to
match reliably against their template following an enrolment attempt. The de-
sign of the biometric solution may also make it difficult for some users to provide
consistent biometric data.

Failure-to-enrol will necessitate the use of an alternative authentication
method for those users unable to enrol. One possible reason for replacing



24 L. Rila

knowledge-based and token-based authentication systems with a biometrics-
based authentication system is an increase in the overall security. Employing
passwords as a back-up method for those users unable to enrol might there-
fore mean resorting to a less secure authentication method. Failure-to-enrol also
potentially increases the burden of administration procedures for password man-
agement.

The FTER is affected by system design, user training, and ergonomics. It
is also affected by the quality evaluation of the collected biometric data and
the tolerance threshold. During enrolment — and in some systems also during
authentication sessions — the quality of the collected biometric data is assessed
in order to ensure reliable matches in subsequent authentication sessions. For
example, in fingerprint recognition systems, a minimum number of minutiae is
required for reliable matching. Lowering the quality requirements for enrolment
will decrease the failure-to-enrol rate but may compromise the overall security
and usability of the system. Failure-to-enrol is also related to false non-match. If
the tolerance threshold is set too high, users may not be able to obtain a match
following enrolment. Adjusting the value of the threshold to decrease the FTER
would also affect the FMR and FNMR.

4 Impact of Denial of Access in Biometrics-Based
Authentication Systems

Potential markets for biometrics deployment are characterised by an inherent
need for user authentication to grant access to resources and/or sensitive data.
In order to understand the impact of denial of access in biometric systems, we
consider three such applications as follows:

— Physical access: security requirements for physical access applications can
vary widely depending whether access is being granted to a bank safe or
to a company’s building. In an application involving access to a room or
a laboratory by employees in a company, it is a reasonable to assume that
most authentication attempts will be genuine. In this case, denial of access
would result in loss of productivity, frustration, and an increased burden on
support personnel.

— Online banking: internet-based access to account and payment systems has
enabled bank clients to conduct online transactions from home or office.
Online banking represents an important potential market for biometrics de-
ployment. As pointed out in the introduction, if a client attempting to make
a payment of a large amount on the pay-by date is denied access and is
unable to complete the transaction as a result, then the bank or the client
may both incur financial loss. Also the client will most likely feel that the
bank has provided an unreliable method for authentication, thus damaging
the client’s faith in the institution and the client’s trust in the biometrics
technology.

— Healthcare application: applications in healthcare are mainly concerned with
access to personal information. In emergency medical scenarios, for example,
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biometrics may offer a unique solution for patients without identification or
unable to communicate. In this case, denial of access could represent a delay
in providing healthcare service putting the patient’s life at risk.

Based on the examples above, it is clear that denial of access in biometric
systems greatly impacts on the usability of the system by failing to identify valid
users, and consequently on the public acceptance of biometrics by harming the
user trust in the emerging technology. Both aspects may represent significant
obstacles to the wide deployment of biometric systems.

Denial of access also has an impact on security since it typically results in
the use of alternative authentication methods such as passwords, which may be
less secure.

5 Authentication Decision-Making

Multibiometric systems, i.e. systems employing more than one biometric tech-
nology to establish the identity of an individual, seek to improve the overall
performance of the biometric system by checking multiple evidences of the same
identity [9UI0I1T]. As pointed out in [I2], multibiometrics can reduce the proba-
bility of denial of access at the expense of an increase in the FMR. Multibiometric
systems also suffer from other major drawbacks. Use of multiple biometric mea-
surement devices will certainly impose significant additional costs, will result in
more complex user-machine interfaces, and will impose additional management
complexity.

Another possible means of reducing the impact of denial of access is to con-
sider more elaborate forms of authentication decision-making. It is important to
observe that the authentication decision does not depend only on the FNMR. Au-
thentication decision-making may involve use of one or more other approaches,
and we now consider ways in which a more complex authentication decision-
making process can reduce the likelihood of denial of access.

5.1 Combining Biometrics and Passwords

The outcome of the biometric matching is generally described in the literature
as a binary yes/no decision [6]7]8], giving rise to accuracy metrics such as the
FMR and the FNMR. Alternatively, however, the system can make a ternary
matching decision: match, non-match, or inconclusive. So, instead of one toler-
ance threshold, the system would have two tolerance thresholds. A match score
above the upper bound threshold would be considered a match. A match score
below the lower bound threshold would be considered a non-match. A match
score in the interval between the lower bound and the upper bound thresholds
would be considered inconclusive.

In the event of an inconclusive matching attempt, the user would be required
to resort to a password back-up procedure to proceed with authentication.
In [12], Daugman discusses how to combine more than one biometric test to
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arrive at a decision, and the same principles can be applied to biometrics-based
authentication combined with the use of a password. Let FMR,;,,. and FMR,,
denote the probabilities that an impostor scores within the inconclusive and
match intervals respectively, and FNMR,;,,. and FNMR,,,,, denote the respective
probabilities that a legitimate user scores within the inconclusive and non-match
intervals. Also denote the probability that the use of a password is fraudulent
by P(PWFraud). P(PWFraud) corresponds to the false match rate for the
password-only system since it represents the probability of granting access to
an impostor. We assume that the FNMR of a password-based authentication
system is zero. Following [12], the FMR and the FNMR for the combined
authentication system, denoted FMR .o, and FNMR.,.,.p, are as follows:

FMR.omp = FMRine x P(PWFraud) + FMR,,
FNMRooms = FNMRoy,

Therefore, the use of a password strengthens the security of the system since
the combined FMR is lower than the FMR would be if the threshold was set
at the lower end of the inconclusive interval. Nevertheless, in the event of an
inconclusive matching outcome, the system is operating with a probability of
denial of access lower than that associated with a match outcome.

Depending on the application, successful authentication through an inconclu-
sive matching decision might involve only giving restricted access to the desired
resources.

5.2 Combining Single-Biometric Tests

The simplest decision policy for a biometric system that can be adopted is to
accept the user’s claim of identity if a match occurs and to reject the user if a
non-match occurs. Such a mode of operation relies on the matching of a single
biometric sample and may therefore produce unacceptable FMR and FNMR.
According to [7], most biometrics-based authentication systems allow the user
at least three attempts before rejecting the user. More generically, the system
accepts the user’s claim of identity if m out of n submitted samples match the
corresponding reference template.

Another possible authentication strategy is to allow the user to attempt
authentication using two or more biometric features. In this strategy, reference
templates for two or more biometric features, e.g. fingerprints from different
fingers or different voice passwords, are stored in the system. In order to be
authenticated, the user is required to submit two or more different fingerprints,
or two or more different voice passwords. The results of the different tests are
then combined for the system to achieve an authentication decision, much in the
same way as in multibiometric systems but employing only one type of biometric
measurement. The FNMR, can be reduced if the biometric tests are combined
using an ‘OR’ operator. Note however that such a combination rule increases
the FMR.
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A more complex solution, using a combination of single-biometric tests, was
proposed in [13]. The proposed scheme combines four different fingerprint match-
ing algorithms to improve the performance of a fingerprint verification system.

5.3 User-Dependent and Transaction-Dependent Thresholds

Biometric systems typically employ a common tolerance threshold across all
users. However the distinctiveness and consistency of the biometric features vary
from individual to individual. Setting the tolerance threshold according to these
properties for each user may therefore improve the FNMR. For example, a user
able to provide very distinctive and consistent biometric data can be assigned a
relatively high threshold whereas a user more prone to biometric inconsistencies
can be given a lower threshold. In such an approach, the user-dependent thresh-
old can be set according to the results of live matches during enrolment. Alter-
natively, user-dependent thresholds can be learned adaptively based on previous
authentication sessions, such as in [14]. Note that the value of user-dependent
thresholds must comply with the security requirements of the application.

The impact of denial of access can also be reduced by employing a
transaction-dependent hierarchy for the thresholds. Different transactions within
the same application may require different security levels and transaction-
dependent tolerance thresholds can be assigned to each transaction (or class
of transactions) accordingly. Relatively high thresholds are only used for grant-
ing access to privileged resources. In an online banking application, for example,
account access for viewing a balance might be assigned a lower threshold than
that assigned to access the means to make a large payment.

5.4 Context-Dependent Decision-Making

An alternative approach to user authentication involves using a more complex
decision-making programme that takes into account the context of the trans-
action within an application. The tolerance threshold could be set dynamically
according to some relevant contextual information about the transaction. For ex-
ample, in a physical access application, information as to whether the claimant
has accessed the room before or whether the room is usually accessed at a par-
ticular time of day — or night — could be used to set a particular value for
the threshold. In an online banking application, other information would be em-
ployed such as whether the claimant has made a specific transaction before and
at what time of the month/week/day, or if the payment value being requested by
the claimant is close to the average value of his/her previous payments. These are
subjective assessments that are highly dependent on the security requirements
of the application.

6 Conclusions

Biometrics has emerged as a powerful tool for automated identification systems,
overcoming the problems presented by the traditional methods. Unlike the tra-
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ditional methods, however, biometrics-based authentication systems may accept
impostors and reject valid users. In the evaluation of biometrics systems, heavy
emphasis has been placed on the rejection of impostors while denial of access
has remained largely neglected.

In this paper, we have discussed how denial of access impacts on: (1) the
usability of the system by failing to identify valid users, ultimately representing
a major hindrance to the public acceptance of biometrics; (2) the security of
system since it typically results in the use of other authentication methods such
as passwords which may be less secure.

We have also proposed four strategies to reduce the probability of denial
of access based on more sophisticated authentication decision-making process.
In the first strategy, the outcome of the biometric matching is ternary: match,
non-match, and inconclusive. In the event of an inconclusive matching attempt,
the user is required to provide a password to get access to the system. We
have shown that combining biometrics with passwords indeed increases the
security of the system at the inconclusive operating point while the probability
of denial of access is lower than that at the match operating point. In the
second strategy, two or more single-biometric tests are combined in order to
reach an authentication decision. In the third strategy, the tolerance thresholds
are set according to the user’s ability to provide distinctive and consistent
biometric data and/or according to the security requirements of a specific
transaction. Finally, in the fourth solution, information regarding the context
of the transaction is incorporated into the decision-making programme and
used to set the value of the tolerance threshold dynamically. Note that an
authentication decision-making programme may involve use of one or more of
the proposed solutions.
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Abstract. In this paper we propose a novel approach to strength
password-based access control strategies. We describe a proactive
password checker which uses a perceptron to decide whether a user’s
password is easy-to-guess. The checker is simple and efficient, and
it works since easy and hard-to-guess passwords seem to be linearly
separable. Experimental results show that the error rates in many
cases are close to zero, memory requirements can be quantified
in few bytes, and the answers to classification queries are almost
immediate. This research opens new directions to investigate on the
applicability of neural network techniques to data security environments.

Keywords: Data Security, Access Control, Proactive Password Check-
ing, Perceptron, Neural Network.

1 Introduction

Authentication and identification protocols to check users’ accesses to partially
shared or private resources are deep problems for computer scientists involved in
studies on data security. Several methods have been proposed in the recent years
but, among these, password-based access control strategies are still frequently
used for their simplicity.

A user, who wants to identify himself to a system, engages an interactive
identification protocol: First, the user types in his login name; then, the system
asks for the password, a secret word which proves the real identity of the user.
The system stores in a database a reference string encrypted using the password
as a key. So, when the user types in his password, the system re-encrypts the
reference string and compares it with the stored one. If they match, the access
is allowed; otherwise, it is refused. The scheme is supposed to be secure if the
user keeps secret his password.
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Security of Password-based Systems. Illegal logging onto a machine often hap-
pens by mean of users’ passwords. This is possible not only when the user ac-
cidentally discloses his password but even when it is easy-to-guess [8]. Indeed,
if an hacker can obtain in some way the file containing the reference string en-
crypted with the users’ passwords, used by the system to allow and refuse the
access, then he can try off-line to encrypt the reference string with all the words
of a dictionary until a match is found. This attack is called ezhaustive search.
Excellent softwares to accomplish this task have been developed in the recent
years, and are available on-line (see, for example, [9]).

Therefore, to increase the security level of a password-based system, we have
to find a method to reduce the efficacy of the exhaustive search attacks. This
goal can be achieved if users are not allowed to choose easy-to-guess passwords.

Previous works. The problem of using hard-to-guess passwords has been studied
in several papers. So far, four techniques [3J4] have been proposed to eliminate
easy-to-guess passwords, and the more promising seems to be the Proactive Pass-
word Checking approach.

A proactive password checker conceptually is a simple program. It holds
a list of easy-to-guess passwords that must be rejected. When the user wants
to change his password, it checks for membership in the list. If the password is
found, the substitution is refused and a short justification is given; otherwise, the
substitution is allowed. The philosophy these programs are based on is that the
user has the possibility to select a password but the system enables the change
only if it is a “non trivial” one. However, a straightforward implementation of
such a program is not suitable since the list can be very long and the time to
check membership can be high.

Various proactive password checkers that aim to reduce the time and space
requirements of this trivial approach have been proposed [10J11l5]. All these
models are an improvement upon the basic scheme. An interesting approach to
design a proactive password checker is the one applied in [I], and subsequently
improved in [6], where the problem of password classification is viewed as a Ma-
chine Learning Problem. The system, in a training phase, using dictionaries of
examples of easy and hard-to-guess passwords, acquires the knowledge to dis-
tinguish between them. This knowledge is represented by a decision tree that
is used afterwards by the checker to accept or refuse a password change. The
experimental results reported in [IJ6] show a meaningful enhancement on the
error rates with respect to the previous solutions.

In this paper we introduce a new idea to proactive password checking: We use
a perceptron to distinguish easy-to-guess passwords from hard ones. During the
training phase, the perceptron learns the differences between “easy” and “hard”
by means of examples. Then, the perceptron is used in the testing phase to
decide on the membership of a password to one of the two classes. The technique
is promising since the checker shows small error rates, and requires very low
memory storage (in our prototype, only 40 bytes!). It is interesting to point
out that basically the perceptron codes some rules to classify passwords. Other
checker which implements a direct approach (i.e., a code checking with a series of
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if-then-else statements a bunch of rules) requires non negligible time and memory
requirements. We obtain better performances evaluating a simple weighted sum
and using only 40 bytes. Hence, this approach is suitable for implementations
even on devices with very poor hardware facilities (i.e.,smart cards).

Easy and Hard-to-Guess. We have informally referred to easy and hard-to-guess
passwords. We define easy-to-guess as a condition of membership in some “easy
to exhaustively search” dictionary, and hard by negation of easy. Notice that
these notions are computational in nature. Hence, a password is easy if it is
“guessable” in reasonable time, while it is hard if the guessing requires unavail-
able resources of time and space. Usually, a hard-to-guess password looks like a
random string on the reference alphabet.

2 Mathematical Framework

The above notions can be modeled in a mathematical setting. In this section
we briefly describe the problem of choosing a password p from a set P. More
precisely, along the same line of [3], we characterize the selection of easy-to-guess
passwords from P in terms of certain probability distributions.

Let P be the set of all admissible passwords, let p be an element chosen from
P, and let s be the function used to select the password p from P. Then, denote
by p’ a guess for the password p and assume that it takes a constant amount of
time T = t(p’) to determine whether this guess is a correct one.

We can model the choice of p in P with a random variable S, taking values
in P. These values are assumed according to a probability distribution Pg upon
elements of P that is induced by the selection function s. Moreover, the time to
guess p can be represented with a random variable F p,, which takes values in
R* according to Ps.

If S is uniformly distributed on P, i.e., Ps=U, and no prior knowledge of the
authentication function (the function used by the operating system to check the
equality of a guess with the true password) is available then, as pointed out in

Bl, to guess the selected password p, we have to try on average @ passwords
from P, and the expected running time is
Jial]
- |P|
E(Fy) :ZT:TT. (1)
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_

In this model, there is a correspondence between the set S of the selection
functions and the set Dp, the set of all probability distributions on the set P.
Indeed, we can characterize the bad selection functions s to choose p in P, with
those probability distributions Pg such that

E(Fp,) < kEE(Fy). (2)
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The parameter k € [0, 1] defines a lower bound to the acceptability of a given
selection function, represented by the distribution Ps. If p is chosen according to
a probability distribution Ps that satisfies (2)), we say that p is easily guessable.

A family of bad selection functions is represented by language dictionaries,
where the dictionary can be seen as the image-set of a selection function s.
The words in the dictionary are a small subset of all the strings that can be
constructed with the symbols of a given alphabet. According to our model, the
distribution induced by natural languages are skewed on P, since they assign
non zero values only to a small subset of elements, therefore E(Fp,) is much
smaller then E(Fy ). Hence, it is sufficient to try a number of password smaller
than @ to guess the chosen p.

To assure the security of the system against illegal accesses we have to require
that the selection function does not localize a small subset of P. This means that
we have to find a method to discard those probability distributions Ps on P such
that E(F p,) is too much small. If E(Fy) is very large and we can force Pg to
look like U, then the goal is obtained.

A proactive password checker can be viewed as a tool to guarantee that a
password p is chosen from P according to a suitable distribution, i.e., a distribu-
tion that looks like the uniform one. It works like a sieve on the set Dp. Actually,
the proactive checker does not distinguish the different distributions but simply
distinguishes among good distributions, close to the uniform one, and bad ones,
close to the distributions induced by natural languages.

This is a general analysis of the password choosing problem. In order to
derive practical results we need to carefully specify the password space P. In
our setting this set is the set of all strings of length less than or equal to 8,
composed by “printable” ASCII characters. This set is reported in Section

3 Pattern Recognition

Pattern recognition concerns with objects categorization [2]. It is a solid area of
studies in Artificial Intelligence. The objects of a given universe can belong to
different classes, according to their own characteristics. The recognition problem
consists in associating each object to a class.

A pattern recognition system can be seen as a two-stage device: A feature
extractor and a classifier. It takes as input an object and outputs the classifica-
tion.

A feature is a measurement taken on the input object that has to be classified.
The values of the measurements are usually real numbers and are arranged
in a vector called feature vector. The set of possible feature vectors is called
feature space. The feature extractor of a pattern recognition system simply takes
measurements on the object and passes the feature vector to the classifier. The
classificator applies a given criterion to establish in which class the object does
belong to.

Discriminant functions are the basis for most of the majority of pattern recog-
nition techniques. A discriminant function is a function that maps the feature
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vector onto the classification space, and usually defines a boundary among the
classes. If the discriminant function is a linear function, i.e., it defines a bound-
ary in the classification space that looks like an hyperplane, the classifier is said
linear. Of course, a linear classifier can be used if the classes themselves can
be separated by means of a straight line. When this happens, we say that the
problem is linearly separable.

As we will see later, the system we are looking for is a pattern recognition
system which takes as input words, extracts some features from them, and then
outputs a decision on their membership to the easy-to-guess class or the hard
one. To classify, our device uses a perceptron which realizes a linear classifier.

Neural Computing: The Perceptron. Neural computing is an alternative way to
do computation. Against the traditional approach of computer science, a neural
machine learns solving problems by trials and errors. In a training phase the
machine sees a sequence of examples with the corresponding solutions and adapts
its internal parameters to match the correct behaviour. When the training phase
stops, the machine is ready to solve new and unseen instances of the problem.
The approach is quite interesting since the machine holds simply the software
to manage the training process. The knowledge to solve the specific problem is
acquired during the learning phase and is stored in the modified values of the
internal parameters. Therefore, the machine is in some sense self-programmable.
A formal neuron is a model which tries to capture some aspects of the be-
haviour of the cerebral neuron. A first model was proposed in 1943 by McCulloch
and Pitts. It was a simple unit, thresholding a weighted sum of its input to get
an output. Frank Rosenblatt, in 1962, in his book Principles of Neurodinamics
introduced the name Perceptron.
The learning rule of the Perceptron consists of the following steps

— Set the weights and the threshold randomly

— Present an input

— Calculate the actual output by taking the threshold value of the weighted
sum of the inputs

— Alter the weights to reinforce correct decisions and discourage incorrect ones

This type of learning is called hebbian in honour to Donald Hebb, who proposed
in 1949 a similar rule starting from his studies on real neural systems.

It is well known (and not difficult to see) that the Perceptron implements a
linear classifier. Indeed, the weighted sum defines an hyperplane in the Cartesian
space. If the weighted sum of an input is greater than the threshold, then the
pattern belongs to the class on one side of the hyperplane, otherwise it is an
element of the class on the other one.

Intuitively, our problem is linear separable, i.e., easy-to-guess passwords and
hard ones present characteristics which permit the separation of the two classes
by means of a straight line. Under this hypothesis, we have designed the kernel
of the proactive password checker. The results obtained seem to confirm this
intuition.
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4 The Checker

The proactive password checker presented in this paper is based on a perceptron.
The training process uses two dictionaries, a dictionary of hard-to-guess words
and a dictionary of easy ones. From each word, chosen at random in one of
these dictionaries, we extract some features and use the perceptron to classify.
The learning rule used to train the perceptron is the Widrow-Hoff delta rule [2],
a specific implementation of the general learning algorithm described before.

Thus, in order to classify the passwords, we have to identify some features
that are relevant for the classification. One of the first features that should be
considered is the length of the password. Actually, it is commonly believed that,
the longer is the password, the harder is to guess. However, the length is not
sufficient (and sometimes is a wrong criterium) to correctly classify hard-to-guess
passwords and easy ones.

Following the intuition, and by trials and errors, we have identified four fea-
tures for the classification called: Classes, #Strong Characters, Digrams, Upper-
Lower Distribution. More precisely:

— CLASSES: It is reasonable to consider the set of ASCII characters divided into
classes of different strength. Commonly, passwords are composed by letters,
this means that all the (upper and lower case) letters must have low values.
In a second class, we can put the digits *0°,...,°9’. This is because it is
not frequent to find a digit in a password, but it is not so unusual, too. In the
last class, called the class of strong characters, we can put every character
that does not belong to the first two classes. To mark the distance among
these classes we have assigned to the class of letters a value equal to 0.2, to
the class of digits a value equal to 0.4 and to the last class 0.6. The overall
value of a password is computed by summing up the value associated to each
character in the password. Notice that, since the feature is a sum, the longer
is the passwords the higher is the value.

— #STRONG CHARACTERS: The second feature is the number of strong char-
acters contained in the password.

— UpPPER-LOWER DISTRIBUTION: The value of this feature is calculated by
the following formula: |[UPP — LOW|/{et, where UPP is the number of
upper case letters, LOW is the number of lower case letters and fet is the
number of letters in the password. The presence of this feature is due to the
observation that passwords that contain both upper and lower case letters
are lightly stronger that passwords composed by lower (upper) case letters
only.

— DicraMS: This feature looks at the types of digrams present into the pass-
word. More precisely, we say that a digram is an alternance if the two charac-
ters of the digram belong to different classes. The checker scans the password,
analyzes all the digrams from the left to the right, and assigns values to each
of them. The more alternances the password has, the higher is the value.
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5 Description of the Experiments

Many operating systems limit the length of the password. For example, Unix-
like operating systems work with passwords of length at most 8 characters. At
the same time, many others do not accept passwords with length less than 6
characters. For this reason, we have used, in the training and testing phases of
our experiments, dictionaries of hard-to-guess passwords by generating random
words with length ranging between 6 and 8 characters. Similarly, passwords
contained in the easy-to-guess dictionaries, collected from several sources, have
been truncated to the first eight characters.

The Dictionaries. We have used eight dictionaries, strong.0, strong.1, strong.2,
weak, noise.0.1, noise.0.2, noise.1.1 and noise.2.2, for the training phase,
and nine dictionaries test.strong.0, test.strong.1, test.strong.2, test.weak.0,
test.weak.1, test.noise.0.1, test.noise.0.2, test.noise.1.1 and test.noise.1.2, for
the testing phase. We briefly describe each of them. The dictionaries strong.0,
strong.1 strong.2 are dictionaries of random words. They are composed by pool-
ing together 30000 words of length 6, 30000 words of length 7 and 30000 words
of length 8.

The difference among them is the generation rule used. The strong.0 dictio-
nary has been generated by randomly choosing the characters of each word in
the following set:

ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789
abcdefghijklmnopgrstuvwxyz:;<=>70e([]"
oL yrneshe (), -0 /T

The random selection has been done using the random() C-function. This func-
tion implements a non-linear pseudorandom generator that is assured to have a
long period.

Recall that, we have said before that a character is strong if it belongs to the
following set:

s <=>7e ]l ~_“ {1 "#8r&C)*+,-./"

>

The dictionaries strong.1 and strong.2 have been constructed using the same
rule as the one used to construct strong.0 with additional constraints. More
precisely, each word in strong.1 has at least one strong character or at least two
characters must be digits. Similarly, each word in strong.2 contains at least two
strong characters or three digits. Intuitively, the “strength” of these dictionaries
increases from strong.0 to strong.2.

About the dictionaries of easy-to-guess passwords, the first one, weak, is com-
posed by words having length from 1 to 18, recovered from several sources and
books, truncated to the first 8 characters. All the passwords in this dictionary
are composed by lower case letters. The dictionary noise.0.z, for x = 1,2, is
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constructed from the dictionary weak by substituting = randomly selected char-
acters with strong ones. The dictionary noise.1.z, for x = 1,2, is constructed
from the dictionary noise.0.x by substituting half of the lower case letters with
the corresponding upper case ones.

For the testing phase we have used dictionaries presenting the same charac-
teristics of the training dictionaries. This similarity is reflected in the name that
is the same up to the prefix test (i.e., test.strong.0, and so on). The only dif-
ference is that we have tested two weak dictionaries, test.weak.0 and test.weak. 1
where the first one as the same characteristics of weak, while test.weak.1 is con-
structed from test.weak.0 by substituting half of the lower case letters with the
corresponding upper case ones.

The Intuition Behind the Ezxperiments. The training phase is a critical step:
Based on the easy and hard-to-guess examples presented, the perceptron learns
different notions of easy and hard. Hence, if the training set is not accurately
chosen, the perceptron can give poor performances. The first experiment we have
run is to train the perceptron with a “very easy” dictionary of easy examples,
and a “very hard” dictionary of hard ones. Unfortunately, the results obtained
in testing phase are not exciting applying this strategy. The main problem with
this approach is that there is a big “distance” between the dictionaries. So, many
noisy passwords are classified as hard-to-guess.

To avoid this phenomenon, we have used dictionaries whose distance is small
enough to obtain a more refined notion of “easy” and “hard” but, at the same
time, big enough to ensure that the perceptron learns these distinct notions.

The Experiments. We have trained the perceptron using all the possible combi-
nations between the strong dictionaries and the weak ones described in Section [}
fixzing the number of examples in each training.

Since this number is smaller than the number of words in the dictionaries,
the training has been randomized. More precisely, the training procedure, in each
step, randomly chooses either the hard or the easy dictionary, and then randomly
selects a word in the selected dictionary. After each training, we have tested all
the testing dictionaries. Since the training is randomized, we have repeated the
overall process 100 times, to ensure that the results obtained were consistent and
not due to a “lucky” random sequence of examples. In Table [ of the Appendix
we report the average number of modifications of the perceptron’s parameters
(i.e., weights) occurred during the training phase before the convergence to a
stable configuration.

Results reported in Table [T clearly states that if the distance between the
dictionaries used during the training phase is large, the process converges almost
immediately. On the other hand, if the distance between these dictionaries is
really small, the same process takes a while (and, maybe, does not converge).

For space limits, we report the results only for the experiments associated
to the training executed using strong.1 and strong.2 as strong dictionaries. In
Table Blin the Appendix we report the expected error and the variance obtained
on each testing dictionary.
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Table 1. Average Number of Weight Modification over 20,000 Examples

Strong Dictionaries
strong.0 strong.1 strong.2
weak 102|weak 7|weak 2
noise.0.1| 699|noise.0.1| 385[noise.0.1| 10
noise.0.2|/2113|noise.0.2{1653|noise.0.2|1286
noise.1.1/3882|noise.1.1{3637|noise.1.1| 10
noise.2.2|7495|noise.2.2{6980|noise.1.2{7150

Table 2. Testing Behaviour

strong.1 | strong.l | strong.2 strong.2
weak noise.0.1 weak noise.0.1
Testing Dict.|Error| Var. |Error|Var.|Error| Var. |Error| Var.
(%) | (%) | (%) ()| (%) | (%) | (%) | (%)
test.weak.0 0.02| 0.01| 0.00{0.00{ 0.01| 0.01| 0.00{ 0.00
test.weak.1 5.36/18.09| 0.02({0.00| 0.01| 0.01| 0.00{ 0.01
test.noise.0.1|95.62| 0.77| 0.33]2.19|53.81|41.88| 0.02| 0.00
test.noise.0.2|199.49| 0.13]79.99/0.50|91.25| 8.69(79.92| 0.00
test.noise.1.1|96.32| 1.09/96.00/0.00|45.28|40.80(27.59|38.74
test.noise.1.2|199.59| 0.12]99.56/0.00|89.70| 8.51{85.91| 8.13
test.strong.0 | 4.91| 0.76] 7.68/0.40|16.85| 7.84(20.94| 6.84
test.strong.1 | 0.00| 0.01] 1.70]/0.30|11.72| 8.42({16.07| 7.38
test.strong.2 | 0.00/ 0.00| 0.00{0.00| 0.00 0.00{ 0.00| 0.00

It is immediate to see that if the pair of dictionaries approaches to the space
of strong passwords, i.e., moving from (strong.1, weak), to (strong.2, noise.0.1),
the error obtained on easy testing dictionaries decreases since the perceptron
learns a stronger notion of “easy”. At the same time, the error obtained on the
dictionaries of hard-to-guess words increases since the perceptron also learns a
stronger notion of “hard”.

Platform. The experiments presented have been run on a 450 Mhz Pentium
IIT machine running a Linux kernel 2.2.10 with 256 MBytes of RAM, and a 9
GBytes SCSI hard disk. On this machine, the software has checked more that
56,000 passwords/sec. Our tests show that this approach is significantly faster
than all the previous proposed ones.

6 Conclusions and Open Problems

This paper gives more questions than answers. Following an intuition, and pro-
ceeding during the experimental phase by trials and errors, we have shown that
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the hard-to-guess password set (i.e., words sampled according to a uniform-like
distribution on the set of printable ASCII characters) seems to be linearly sep-
arable from the easy-to-guess set (i.e., set of “structured words” chosen, for
example, according to the distribution of a natural language).

Several problems arise from this study. Strictly related to the topic of this
paper, the following issues could be of interest: From an experimental point of
view, it would be nice to investigate other features for the perceptron, in order
to obtain better performances during the classification task. The features we
have used seem to be reasonable but a more accurate choice can produce a more
refined classification. Along the same line, other strategies (dictionaries) for the
training phase can give an improvement as well. On the other hand, from a
theoretical point of view, it would be nice to prove in a formal model that easy-
to-guess and hard-to-guess passwords are really linearly separable. This intuition,
at the basis of the present work, seems to be corroborate by the experimental
results.

Finally, we put forward the question of the applicability of neural networks
to data security problems. Further investigation on the relation among these two
fields could be done by researchers belonging to both fields.
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Single Sign-On Architectures

Jan De Clercq

Security Consultant, HP

Authentication infrastructures have been around for many years now. They are very
popular in big computing environments where scalability is a key requirement. In
such environment, it’s not very cost-efficient from both an implementation and an
administration point-of-view to create a separate authentication system for every
individual computer system, resource or application server. It is much better to
outsource this functionality to an authentication “infrastructure”.

The outsourcing of authentication to a specialized infrastructure also enables the
enforcement of a consistent authentication policy throughout the enterprise. Another
major driver behind the creation of authentication infrastructures is single sign-on
(SSO). In short, SSO is the ability for a user to authenticate once to a single
authentication authority and then access other protected resources without re-
authenticating. The Open Group defines SSO as the mechanism whereby a single
action of user authentication and authorization can permit a user to access all
computers and systems where that user has access permission, without the need to
enter multiple passwords.

This paper focuses on the architectural approaches one can take when designing an
SSO solution for a large I.T. infrastructure and on the security technology building
blocks that can be used to construct such an SSO infrastructure. This brief does not
address the architecture of every SSO solution that is currently available on the
software market. Many of them have a relatively small scope and only span a couple
of applications, platforms or authentication methods.

1 Authentication Infrastructure Terminology

Before continuing let’s make sure we all agree on the basic authentication
infrastructure terminology.

In an authentication infrastructure users trust a set of authentication authorities to
provide trustworthy authentication services. These authorities are also referred to as
authentication Trusted Third Parties (TTPs). Every authentication authority “reigns”
over a set of resources located on machines that are part of the authentication
authority’s kingdom. I will call this “kingdom” from now on a “domain” (in NT

G. Davida, Y. Frankel and O. Rees (Eds.): InfraSec 2002, LNCS 2437, pp. 40-58, 2002.
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terminology) — but you may as well call it a “realm” (in Kerberos terminology), or a
“cell” (in DCE terminology) - it doesn’t really matter... Anyhow, when a user logs
on successfully to the authentication authority’s domain he can transparently access
all resources in the domain, without re-authenticating to every individual resource
server.

Note the different authentication infrastructure-related terms:

e An authentication infrastructure refers to a set of authentication servers and
authentication authorities, providing outsourced authentication services.

e Authentication servers are the physical machines performing the authentication
functions.

e Authentication authorities are a logical trust-related concept: they are the
entities that are trusted by users to perform reliable authentication functions.

In order to authenticate a user shares a set of “credentials” with the authentication
authority. The authentication authority stores its copy of the credentials in a secured
database. For the moment, very popular types of credential databases are LDAP
accessible Directories. Depending on the type of credentials the user can simply
remember them or “safeguard” them in some other way (store them for example on a
smart card).

oy, S M
Credential
Database

Account and
Credential
Management

Primary T
Sign-On Authentication
— Server

User

Authenticatio
Exchange

Resource Server

Fig. 1. SSO in an Environment with a single Authentication Authority and a Single
Authentication Server
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During a typical authentication process (like the one illustrated in Figure 1) a user
submits his credentials (in the example above: a User-ID and a password) or the result
of a cryptographic operation involving his credentials to the authentication authority.
The authentication authority then validates the credentials using the data stored in its
credential database. If the credentials supplied by the user and the ones stored in the
database match or if the result of a cryptographic operation on the credentials stored
in the database equals the information supplied by the user, the user’s identity is
considered ‘“‘authentic”. Consequently the user is given or denied access to the
authentication authority’s kingdom. To prove that the user has been authenticated the
authentication authority will issue a cryptographic token to the user. This token will
be used as a proof of authentication in subsequent accesses to other resources in the
authentication authority’s kingdom.

Remember that SSO is “authentication”-related, not “access control”-related. Too
many people confuse authentication and access control. “Authentication” is a security
process that assures that a user’s identity is authentic, or in other words that another
user, application or service knows who it is talking to. “Access control” is a security
process that decides what a particular user is allowed or not allowed to do with a
resource.

2 SSO: Pros and Cons

A study conducted by the Network Applications Consortium (http://www.netapps.
org) in large enterprises showed that users spend an average of up to 44 hours per
year to perform logon tasks to access a set of 4 applications. The same study
measured the content of the calls to companies’ helpdesk: 70 per cent of the calls
were password reset requests.

SSO is advantageous for both users and administrators. There’s no need to point out
that a user’s and an administrator’s life becomes much easier if they have to deal only
with a single set of credentials — one for every user. An average user will have to
provide his logon credentials only once every day and he will need to change only a
single set of credentials at regular intervals. Indirectly this will increase a user’s
productivity. The authentication infrastructure, its administrators and helpdesk
operators will only need to keep track of the changes to a single entry for every user
in the credential database. A key advantage is also that all authentication data are
centralized and can be accessed and manipulated using the same tools and procedures.
The latter may also be a weakness: if a malicious person gets to the database and can
bypass its security system, he gets access to all of the data at once.

The advantages of SSO are not only related to the ease of administration and use, it
also brings important security advantages. Centralization eases the enforcement of a
consistent authentication policy throughout the enterprise. And obviously, it’s also
much easier to secure a centralized than a distributed infrastructure. The lack of SSO
services increases the risk for compromise of an authentication service’s security. For
example, because users need to keep track of different password credentials, they may
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start writing them down on Post It notes and stick them to the back of their keyboards.
Indirectly the absence of SSO can also affect the availability of an authentication
service. The more passwords users have to remember or keep track of, the bigger the
chances get they forget or lose them.

A good SSO solution is also platform- and/or application neutral: it can hide the
authentication implementation details on different operating system platforms from
the SSO user and can provide support to ‘“outsource” the application-level
authentication logic to a centralized SSO authentication authority.

An often heard argument against SSO is that SSO credentials are the “key to the
kingdom”. If one can obtain the SSO credentials he gets access to all resources
secured by them. This risk may be reduced when choosing SSO credentials that are
not knowledge-based (a classical example of knowledge-based credentials are
passwords) but rather biometric- (for example using fingerprints) or possession-based
(for example using cryptographic tokens or smart cards). The use of multi-factor
authentication solutions for SSO will further reduce this risk.

3 Simple SSO Architectures

SSO is relatively easy to implement in authentication infrastructures that are using a
single authentication authority. Such environment is illustrated in Figure 1. In this
environment users have a single set of credentials. Remember that the concept of
“users” must be interpreted in a large sense: it covers all security principals that are
accessing the resources under the control of the authentication authority. Figure 1
shows a user and a resource server security principal trusting the same authentication
authority. Linked to the authentication server there’s a credential database which is
the primary source for account and credential management.

Over the past years operating system vendors like Novell and Microsoft have proven
that SSO can easily be implemented in homogeneous LAN and intranet environments
where all machines are running the same operating system and trusting the same
authentication authority. Extranet Access Management System (EAMS) software
vendors like Netegrity, RSA (Securant), Baltimore, Entrust and many others... have
proven the same thing for homogenous web portal environments. Finally, remote
access authentication-infrastructures using RADIUS, TACACS or TACACS+ showed
that setting up SSO is relatively straightforward in environments using a centralized
authority that communicates with a set of authentication proxies using a single well-
defined authentication protocol. A non-exhaustive list of software products supporting
simple SSO is given in table 1.
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Table 1. Simple SSO Solutions (non-exhaustive list)

Simple SSO Solutions
SSO solutions bundled with Operating System Software
Microsoft Windows NT, Windows 2000 http://www.microsoft.com

Novell Netware http://www.novell.com

SSO bundled with Extranet Access Management System (EAMS) Software
Netegrity SiteMinder http://www.netegrity.com
RSA Securant ClearTrust http://www.rsa.com

Oblix Netpoint http://www.oblix.com

IBM Tivoli Secureway Policy Director http://www.ibm.com

SSO using Centralized Remote Access Security Software
Cisco (TACACS, TACACS+ solutions) http://www.cisco.com
Microsoft (RADIUS solutions) http://www.microsoft.com

Things get much more complex if the SSO scope is extended to cover different
platforms and different organizations, which are using different authentication
credentials and protocols and are governed by many different authorities. Usually this
also means that the infrastructure has to deal with multiple credentials per user.
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Fig. 2. SSO in an Environment with a single Authentication Authority and Multiple
Authentication Servers

Having a single authentication authority doesn’t necessarily mean that only one
authentication server and a single credential database are available. For scalability and
performance reasons a single authentication authority may consist of multiple
authentication servers and a set of replicated credentials databases. Figure 2 illustrates
SSO in an environment with a single Authentication Authority and multiple
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Authentication Servers. Note that the credential database is replicated to all
authentication servers. To avoid ambiguous user authentication the replication of
security credentials requires a single-master replication model. For the same reason,
account and credential management can only be done on the data stored in the master
credential database.

4 Complex SSO Architectures

A big challenge in today’s authentication infrastructures is to extend the SSO scope to
cover many “different” authentication authorities. “Different” in this context means:
implemented on different platforms and governed by different organizations. In most
scenarios these infrastructures also have to deal with multiple credentials per user and
many different authentication protocols.

To ease the explanation of the different SSO architectures used in complex SSO
setups, let’s first look at how authentication works in an environment with multiple
authentication authorities but without SSO support (as illustrated in Figure 3).
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Fig. 3. Authentication in an Environment with Multiple Authentication Authorities.

In the setup illustrated in Figure 3 the domain the user uses most often is called the
user’s primary authentication domain. Domains that users use less often are called
secondary authentication domains. Since in the example, no SSO is available between
the primary and the secondary authentication domains, when a user wishes to access
resources in the secondary domains, he has to authenticate to the TTPs of those
domains using his credentials as defined in that particular secondary authentication
domain. Every secondary authentication domain also has its proper credential
database. No need to explain that this setup creates an enormous credential-
safeguarding burden for the end users. Note that in this setup the user uses different
authentication tokens, one per authentication authority.
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5 SSO Architectures Dealing with a Single Set of Credentials

The simplest complex SSO architectures are the ones using a single set of credentials.
This single set of credentials is recognized by many different authentication
authorities. There are two important flavors of complex SSO architectures dealing
with a single set of credentials: Token-based and Public Key Infrastructure-based
SSO systems.

Both SSO architectures provide SSO in a rather homogeneous environment.
Homogeneous in this context means: using a single account naming format and
authentication protocol that are supported by every entity, application and service
participating in the SSO environment.

5.1 Token-Based SSO Systems

A classical example of an authentication protocol used for token-based SSO is the
Kerberos authentication protocol. Kerberos is an open standard defined by the IETF
that has been implemented on many different platforms.

In a token-based SSO architecture users get a temporary software token when they
have been successfully authenticated to the TTP (as illustrated in Figure 4). This
token can be cached on the user’s machine and can be reused to prove the user’s
identity to other secondary authentication domain TTPs. To validate the user token
the TTPs use cryptographic methods that are based on secret keys that are set up
between the secondary authentication domain TTPs and the primary authentication
domain TTP. This cryptographic key material represents a trust relationship between
primary and secondary authentication domains.

Contrary to the tokens we will discuss in other SSO architectures, the tokens used in
token-based SSO systems are valid for more than a single authentication authority.
Agreed that in some token-based setups users do have more than a single token, but in
that case the authentication protocols support the automatic and transparent exchange
of the token of one authentication authority for a token issued by another
authentication authority.

In the Kerberos case users authenticate to a central authentication service, called the
Kerberos Key Distribution Center (KDC) (the authentication TTP). If their
authentication credentials are valid they receive a ticket (the software token). This
ticket enables the user to request other tickets from the KDC in order to access other
resources in the primary and secondary authentication domains. The tickets prove to
the resource servers that the user has been authenticated before by a trusted
authentication service — the Kerberos KDC.

The Kerberos authentication protocol has inspired the developers of the authentication
services for the Open Software Foundation’s (OSF) Distributed Computing
Environment (DCE). Microsoft has implemented Kerberos as the default
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Fig. 4. Authentication in a Token-based SSO Environment

authentication protocol of Windows 2000. CyberSafe sells plug-ins that can be used
to enable an operating system platform to generate, understand and validate Kerberos
credentials (this process is also known as “Kerberizing”).

The Kerberos token-based SSO typically uses Remote Procedure Calls (RPCs) to
transport authentication tickets. In HTTP-based environments token-based SSO can
be provided using HTTP cookies. The latter mechanism is used by many Extranet
Access Management Systems (EAMS) like Netegrity’s SiteMinder or Oblix’s
Netpoint when dealing with multiple authentication authorities. Microsoft currently
uses a similar cookie-based token system to extend the SSO functionality of its
Passport web authentication solution across different web sites. In the future
Microsoft wants to use a combination of the Kerberos protocol and a cookie-based
token system to enable Passport SSO to span many different authentication
authorities.

Token-based SSO software comes out-of-the-box with many of today’s most popular
operating system platforms (Windows 2000, Netware...). Table 2 below gives some
examples of software products providing token-based SSO support.

Table 2. Token-based SSO Solutions (non-exhaustive list)

Token-based SSO Solutions
Kerberos-based
Microsoft Windows 2000

http://www.microsoft.com

Cybersafe ActiveTrust

http://www.cybersafe.com

Cookie-based

Netegrity SiteMinder

http://www.netegrity.com

Oblix Netpoint

http://www.oblix.com

RSA Securant ClearTrust

http://www.rsa.com
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5.2 Public Key Infrastructure-Based SSO

In a Public Key Infrastructure-based (PKI-based) SSO architecture (illustrated in
Figure 5) users first register themselves at a trusted authentication authority (in this
case called a certification authority (CA)) or at one of the authentication authority’s
registration agents (called registration authorities (RAs)). During this registration
process different things occur: users identify themselves using a set of credentials; a
piece of client-side software generates an asymmetric key pair; and the public key of
this key pair is offered to the CA (or RA) for certification. Upon receipt of the user’s
credentials and the public key, the CA (or RA) will verify the user’s credentials. If the
credentials are valid it will generate a public key certificate and send it back to the
user. The user’s public key certificate and the user’s private key are cached on the
user’s machine (or on a smart card or cryptographic token). They both are used to
generate a kind of software tokens similar to the ones used in token-based SSO
systems. These tokens are used to prove the user’s identity to other secondary
authentication authorities in subsequent authentication requests.

User Registration
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Fig. 5. Authentication in a PKI-based SSO Environment

A major difference between a token-based and a PKI-based SSO architecture is that in
the PKI case the cryptographic methods that are used to validate the user token, are
asymmetric cryptography-based (using public and private keys). The outcome of this
validation process also largely depends on the trust relationship that is set up between
the secondary authentication authorities and the primary authentication authority. In
the case of a PKI-based SSO architecture the trust relationship between primary and
secondary authentication authorities is represented by a secondary authentication
authority’s certificate (issued by the primary authentication authority). Similar to the
tokens discussed in token-based SSO architectures, the tokens used in PKI-based SSO
systems are valid for more than a single authentication authority.

Contrary to token-based SSO systems, PKI-based SSO systems are a relatively new
technology. Early implementers of the technology experienced lots of interoperability
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problems. The latter were mainly related to immature PKI standards. Over the last
two years the security software industry and standardization organizations like the
IETF have made important efforts to make the PKI-based SSO systems enterprise-
ready. Another early adopter problem was that few applications were PKI-enabled.
Although the latter problem hasn’t been fully resolved, most application software
vendors have modified their application to let them understand PKI-based credentials.
Table 3 below gives some popular examples of PKI software solutions.

Table 3. PKI-based SSO Solutions (non-exhaustive list)
PKI-based SSO Solutions

Inhouse PKI products

Baltimore Unicert PKI http://www.baltimore.com
Entrust Authority PKI http://www.entrust.com
Smarttrust PKI http://www.smarttrust.com
RSA Keon PKI http://www.rsa.com

Microsoft PKI (Windows 2000, Windows.NET) | http://www.microsoft.com
Commercial PKI products
Verisign http://www.verisign.com

Globalsign http://www.globalsign.com

6 SSO Architectures Dealing with Many Different Credentials

There are three different flavors of SSO architectures that can deal with many
different credentials: architectures that use credential synchronization, architectures
using a secure client-side cache and architectures using a secure server-side cache.

Contrary to token-based SSO, these three SSO architectures can provide single sign-
on in a more heterogeneous environment. Besides different credential types, they can
also support different account formats and multiple authentication protocols.

6.1 Credential Synchronization

Figure 6 shows an SSO architecture that’s using a credential synchronization system.
A classic example is a system that synchronizes user passwords between the
credential databases of different authentication authorities. Although this architecture
supports multiple credentials for every user, they are kept identical using the
credential synchronization mechanism. Credential synchronization systems typically
use a single master credential database. This database can be used by administrators
to update the user credentials.

Because in this setup, the user is still prompted to enter his credentials by every single
authentication authority, these systems are not considered true SSO systems. Many
security experts consider it a very dangerous practice to synchronize credentials
between the databases of different authentication authorities. Their objections are
based on the “key to the kingdom” argument mentioned above. Table 4 below gives
some examples of credential synchronization software products.
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Table 4. Credential Synchronization-based SSO Products (non-exhaustive list)

Credential Synchronization-based SSO Products

Passgo InSync http://www.passgo.com
Proginet SecurPass-Sync http://www.proginet.com
P-Synch http://www.psynch.com
M-Tech ID-Synch http://www.idsynch.com

6.2 Secure Client-Side Credential Caching

Figure 7 illustrates an SSO architecture that’s using a secure client-side credential
caching mechanism. In this setup a set of “primary credentials” are used to unlock a
user’s credential cache. Later on, when the user wants to access resources requiring
different authentication credentials, the other credentials are automatically retrieved
from the local credential cache and presented to the authentication authority. If the
credentials are valid the user will be logged on transparently to the other resource
servers. Because in this setup authentication to the secondary authentication domains
relies on the credentials for the primary domain to unlock access to the credentials of
secondary domains, the secondary domains must trust the primary domain.

In the early days of secure client-side credential caching, it was combined with client-
side scripting to automate the SSO process. No need to explain that this created a lot
of administrative overhead. Nowadays credential caching is combined with more
intelligent and adaptive client-side software that can automatically retrieve and
provide the correct credentials to the destination server. Table 5 below gives some
examples of secure client-side cache-based SSO software products.
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In the context of this SSO architecture “secure storage” of the cached credentials is
absolutely vital. This is certainly the case if the cached credentials are used to give
access to business-critical applications or data. In the latter case it is not
recommended to use this SSO architecture on portable client devices (like laptops or
PDAs) or on operating system platforms that have a bad security reputation.

SSO based on a secure client-side cache can be implemented without the use of an
authentication “infrastructure”. In this case the primary credentials unlocking the
cache would be local credentials — “local” meaning: defined in the local machine’s
security database and only valid for accessing local machine resources. In the context
of an authentication infrastructure the user’s primary credentials are generally not
local credentials but domain credentials.
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Fig. 7. Authentication in an SSO Environment using a Client-side Secure Cache

Table 5. Secure Client-Side Cache SSO Products (non-exhaustive list)

Secure Client-Side Cache SSO Products
Bundled with OS Software

Microsoft Windows XP, Windows.NET \ http://www.microsoft.com
Bundled with Other Software Products

Entrust Entelligence (PKI client) http://www.entrust.com
Identix BioLogon (Client-side biometrics http://www.identix.com
software)

6.3 Secure Server-Side Credential Caching

Figure 8 illustrates a secure server-side credential caching SSO architecture. Contrary
to the use of a secure client-side cache, secure server-side credential caching SSO
architectures store credentials in a central repository on the server-side. Contrary to a
credential synchronization-based SSO architecture, the credentials used in a secure
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server-side credential caching SSO architecture are not necessarily the same for every
authentication authority.
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Fig. 8. Authentication in a Secure Server-side Credential Caching SSO Environment

In a secure server-side credential caching SSO architecture the master credential
database contains (besides the user’s primary credentials) the mappings between a
user’s primary and secondary credentials. That’s why the primary authentication
authority in this architecture is sometimes referred to as the “authentication gateway”.
Another copy of the secondary credentials is kept in the secondary authentication
domain databases.

In a secure server-side credential caching SSO setup a user always first logs on to the
primary authentication authority using his primary credentials and a predefined
authentication protocol. If logon to the primary authentication authority is successful,
the user-side SSO software usually provides the user with a list of available
applications. When accessing an application that requires a logon to a secondary
authentication authority the user-side SSO software will first communicate with the
primary authentication authority to retrieve the appropriate user credentials. These are
then forwarded to the user in a secure way. Finally, the user-side SSO software will
use the secondary domain credentials to transparently log the user on to the secondary
domains.

Since in this architecture the secondary authentication authorities trust the primary
authentication authority to store a copy of their credentials in the primary credential
database, a trust relationship is required between every secondary and the primary
authentication authority.

Server-side caching generally provides better security because the credentials are not
stored on the client’s hard disk (also remember the security concerns brought up for
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client-side caching). The credentials may be temporarily downloaded to the client, but
will disappear when the client shuts down. Also access to the server-side credential
cache is only allowed after a successful logon to the central authentication authority.

An important challenge in these architectures is how to keep the copies of the
credentials in the primary credential database and the ones in the secondary credential
databases synchronized. Different products use different approaches to resolve this
problem:

e Some products contain password synchronization services.

e Some products rely on the password synchronization services of specific
software products (Passgo, Proginet...) or the password synchronization
services that are built into systems management softwares (BMC Patrol, CA
Unicenter, Tivoli).

e Some products do not use any password synchronization and rely on
administrators or users (self-administration) to perform the credential
updates.

Examples of secure server-side credential caching SSO systems are IBM’s Tivoli
Secureway Global Sign-On, Computer Associates eTrust and Vasco’s SnareWorks
Secure SSO (as listed in table 6). SecureWay Global Sign-On’s primary
authentication method for example is a DCE token-based. After the initial
authentication, the SecureWay Client-side Global Sign-On software retrieves the
correct credentials from the primary credential database and provides them
transparently to the correct secondary authentication authority.

Table 6. Secure Server-side Credential Caching SSO (non-exhaustive list)

Secure Server-side Credential Caching SSO

IBM Tivoli Secureway Global Sign-On http://www.ibm.com
Computer Associates eTrust http://www.ca.com
Vasco SnareWorks Secure SSO http://www.vasco.com

7 SSO Architectures: Summary

So far we discussed simple SSO solutions and SSO architectures that can span
multiple authentication authorities. Table 7 gives an overview of the advantages and
disadvantages of the SSO architectures discussed so far. A big challenge for today’s
SSO products is to extend their scope to cover authentication authorities that are
governed by different institutions and companies and to integrate as an authentication
provider with a wide range of applications. This will be discussed in the following
sections.
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Table 7.

Advantages and Disadvantages of different SSO Architectures

Pros

Cons

Token-based

Single set of credentials
simplifies life of user and
administrator

Software usually comes
bundled with OS software

. Requires a homogeneous
authentication infrastructure
environment

. Relies on symmetric cryptography

homogeneous authentication
infrastructure environment
Does not impact the client-
side (no extra software
needed)

PKI-based e Single set of credentials e Can only deal with a single set of
simplifies life of user and credentials
administrator e Complex certificate validation
e Software usually comes logic. Requires a lot of processing
bundled with state-of-the-art on the client side
OS software e Requires a homogeneous
. Relies on asymmetric authentication infrastructure
cryptography environment (all services and
applications must be PKI-enabled)
Credential e  Can deal with many different | o  Credentials are kept identical on
Synchroniza- credentials different platforms
tion e Does not require a e Does not provide true SSO (unless

it is combined with a secure client-
side caching mechanism)

. “Key to the kingdom” argument

e Multiple sets of credentials
complicate life of user and
administrator

. Requires extra software on server
infrastructure-side

Secure Client-
side Credential
Caching

Can deal with many different
credentials

Does not require a
homogeneous authentication
infrastructure environment

. Requires a “secure” client-side
credential cache — it is not
recommended to use it from
portable client devices or OSs with
a bad security reputation

. Multiple sets of credentials
complicate life of user and
administrator

e  Has important impact on client-side
(requires extra software or state-of-
the-art OS)

Secure Server-
side Credential
Caching

Can deal with many different
credentials

Does not require a
homogeneous authentication
infrastructure environment

. Requires a credential
synchronization mechanism (may
be part of the SSO product)

e Multiple sets of credentials
complicate life of user and
administrator

. Requires extra software on server
infrastructure-side

. Has impact on client-side (requires
extra software)

8 Extending the SSO Scope to Cover Different Organizations

One of the driving factors behind extending SSO to cover different organizations are
companies’ e-business requirements to easily authenticate users defined in other
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organizations and transaction requests initiated by business partners. The demand for
SSO scope extension is very high in the world of Internet portals. SSO clearly
benefits the Internet experience of any portal user from an ease-of-use point-of-view.

There are two approaches when dealing with SSOs spanning different organizations.
In the first approach an organization deals with the credential information and
authentication of users in other organizations locally by using its proper credential
database and authentication authority. In the second approach organizations agree to
set up a federation agreement between their authentication authorities. In the latter
case users will always authenticate to their proper organization’s authentication
authority.

When dealing with authentication locally an organization can define a set of local
credentials or decide to synchronize credential databases. In the first case an
organization simply provides every external entity with a set of new credentials that is
kept in the organization’s authentication database. Some organizations may even
agree to delegate the administration of these credentials to an external administrator.
A major disadvantage of this setup is that a user will end up with multiple credentials.
In other words: there’s no more SSO. In the second case an organization decides to
synchronize account information between an external organization’s directory and its
proper directory. Even though in this scenario users may end up with a set of
credentials that is identical between different organizations, users will still be
prompted to enter their credentials by every other authentication authority.

A real SSO solution would accept the external entities’ “foreign” credentials to
authenticate to the organization’s authentication authority and would not require a
user to re-enter his credentials. These are the goals that are driving distributed
authentication or “federation”-based authentication infrastructures.

In a federated authentication infrastructure foreign credentials have been validated by
a foreign TTP and are also accepted by an organization’s proper authentication
authority. The reason why they’re accepted is because there’s an agreement, trust or
federation between the foreign and a company’s proper authentication authorities.
This setup does not require a copy of the foreign organization’s credential database.
Also in this case the users only have to take care of a single set of credentials.

As long as the SSO solution behind federated authentication infrastructures supports a
mechanism to set up federation- or trust- relationships between different
authentication infrastructures, it can use any of the architectures we discussed earlier
in this paper. They can use secure caching, credential synchronization, a token-based
architecture, or a PKI-based architecture.

PKIs use the concept of CA hierarchies, cross-certification, bridge CAs or any other
CA-to-CA interoperability solution to set up federations. Kerberos-based
infrastructures support federations through cross-realm trust relationships. Below are
some examples of commercial authentication infrastructure products and how they
support “trust” or “federation”:
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e Novell NDS eDirectory (version 8.5 and later) uses the concept of NDS tree
federations.

e Microsoft Windows NT and 2000 domains uses inter-domain trust relationships.
In Windows 2000 these trust relationships are built on Kerberos cross-realm
authentication.

e Microsoft Passport uses the concept of Passport federation. In the future Passport
federation will use Kerberos cross-realm authentication.

An interesting new language that will help with the creation of federations in the
future is the Security Assertion Markup Language (SAML). SAML is a new standard
that uses XML to encode authentication and authorization information. Because its
basis is XML, SAML is platform-independent. SAML is also authentication method-
neutral: for example, it could be used to set up federations between PKI- and
Kerberos-based authentication infrastructures. The development of SAML is driven
by OASIS (the Organization for the Advancement of Structured Information
Standards). OASIS is a nonprofit, international consortium that creates interoperable
industry specifications based on public standards such as XML and SGML. More
information on SAML is available from
http://www.oasis-open.org/committees/security/.

The table below compares Kerberos-, PKI- and SAML- based authentication
infrastructure federation.

Table 8. Comparing Federation Mechanisms

Kerberos-based PKI-based SAML-based
federation federation federation
Authentication Kerberos PKI Any
Technology
Platform support Many Many Many
Support for entity Yes Yes Yes
authentication
Support for data No Yes Under development
authentication
Authorization Yes, but not Yes, but very few Yes
Federation Support | standardized products support it
Granularity of trust | Very Monolithic, Support for granular | Under development
relationship and no policy support trust and security
security policy policies in some
support products
Status Standardized Standardized, though | Under development
standardization is not
complete
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8.1 Extending SSO to Cover Different Applications

Another important authentication infrastructure feature that can help to extend the
SSO scope to cover different applications are the supported authentication
Application Programming Interfaces (APIs). Although this is not always an
architect’s primary concern, I found it useful to provide a list of popular
authentication APIs. An architect should at least know about them.

The table below lists a set of well-known authentication APIs. APIs like GSSAPI,
JAAS and CDSA provide vendor-neutral API’s — and also provide more than just
authentication APIs. SSPI, PAM, NMAS and XUDA are not vendor neutral and only
provide authentication services.

Table 9. Authentication APIs

Comments

Security services API providing
authentication, confidentiality and integrity
services. Defined in RFC 2078.

Microsoft’s Authentication API — has been
inspired by the GSSAPL

Sun’s pluggable authentication architecture.

Authentication API name
Generic Security Service API
(GSSAPI)

Security Support Provider
Interface (SSPI)

Pluggable Authentication
Modules (PAMs)

Java Authentication and
Authorization Service (JAAS)

The Java Authentication and Authorization
API. Includes a JAV A implementation of
Sun’s PAM. Obviously the JAAS
development is driven by SUN.

Common Data Security
Architecture (CDSA)

Security Services API for authentication,
confidentiality and integrity services driven by
the Open Group.

Novell Modular Authentication
Service (NMAS)

Novell’s pluggable authentication
architecture.

XCert Universal Database API
(XUDA)

XCert’s API to provide strong certificate-
based authentication to applications (Xcert is

now a part of RSA).

9 SSO: The Never Ending Story?

This paper illustrated the complexity behind setting up an SSO architecture. This is
the main reason why for many companies SSO will remain a holy grail for years to
come. A critical new concept in the SSO world is “federation”. Federation
technologies like SAML may, through their tight integration with XML, revolutionize
the use of SSO in authentication infrastructures.
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Abstract. Identities and profiles are important to enable e-commerce transac-
tions. Recent initiatives, like Microsoft .MyServices and Liberty Alliance Proj-
ect, a@am at the provision of identity and profile management solutions along
with mechanisms to simplify users experience. These solutions must be trusted
and accountable. Current PKI solutions can be used to deal with certification
and trust management. Unfortunately the complexity of managing digital cre-
dential lifecycle is one of the obstacles to their adoption. This complexity is ac-
centuated in the case of dynamic environments, where the certified information
is subject to frequent changes. In this paper we address the problem of providing
up-to-date certified information in dynamic contexts. We introduce the concept
of active digital credentia as a mechanism to provide up-to-date certified iden-
tity and profile information along with a fine-grained assessment of trustworthi-
ness and validity. Work is in progress both to implement a prototype and assess
the feasibility of the proposed model.

1 Introduction

E-commerce transactions on the Internet will become more and more relevant over the
next few years: the current exponential growth of e-commerce sites on the Internet,
new B2B initiatives and the rise of web services to underpin enterprise and govern-
ment activities are going to provide new opportunities for doing business on the Inter-
net to alarger and larger population of customers and users.

Because of the accompanying increase in the number of business interactions where
thereis alack of prior knowledge about the participants, the task of establishing, man-
aging and ensuring trust on the Internet [1] is going to be amajor issue.

In this context, the problem of dealing with up-to-date identity and profile informa-
tion is crucial. Personal information, profiles and rights can change quite frequently,
sometimes as a direct consequence of business transactions. Each transaction, for
example, can have an immediate impact on users credit limits and their associated
credit rating information.

G. Davida, Y. Frankel and O. Rees (Eds.): InfraSec 2002, LNCS 2437, pp. 5972, 2002.
© Springer-Verlag Berlin Heidelberg 2002
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This problem is aso important in the e-commerce space. Today people buy and sell
goods and services on the Internet by interacting with a multitude of e-commerce sites.
Consumers traditionally need to create and manage multiple accounts, one for each
web site they want to interact with. Thisis an issue because of the need of remember-
ing multiple logins and passwords, the need of supplying many times the same profile
information and keeping it up-to-date.

Recent initiatives, including Microsoft .MyServices [2] and Liberty Alliance Proj-
ect [3], aim at the provision of infrastructure and mechanisms to ease the pain of man-
aging profile information across multiple Internet accounts.

Both initiatives support single-sign-on across multiple service providers by using an
underlying network of identity providers. Identity providers are in charge of storing
profiles and identity information and providing authentication services.

Identity providers should be accountable for the services they provide and perform
due diligence tasks to assess the authenticity and trustworthiness of identity and profile
information they supply to relying parties. Moreover identity providers should ensure
that thisinformation is accurate and up-to-date.

In this paper we address the problem of keeping certified identity and profile in-
formation up-to-date without the burden of heavy management processes. We intro-
duce and discuss the concept of active digital credentials, based on a novel mechanism
to provide up-to-date certified identity and profile information along with an assess-
ment of their current level of trustworthiness and validity.

2 Background and Requirements

The problem of assessing the authenticity of identities and profiles is not trivia as it
deals with the analysis of data provenance and implies the cooperation of users and
trusted authorities through the process of verification and certification.

The trustworthiness of certification authorities has a direct impact on the trustwor-
thiness of the certified information and it directly influences the way relying parties
perceive and make use of thisinformation.

X.509 PKI systems [4], [5] provide mechanisms for dealing with certification of in-
formation and underpinning trust management. Certification authorities and registra-
tion authorities are in charge of registering, verifying and certifying identities and
profiles, according to different degrees of assessment of their authenticity. These con-
trols can range from none to face-to-face meetings.

To increase the perception of trust and transparency, certification authorities state
their responsibilities and their degree of accountability by publishing Certification
Practice Statements (CPS). They aso use chains of certifications and cross-
certification mechanisms to underpin their trustworthiness. However, this approach
has negative side effects due to the lack of scalability of certification and cross-
certification chains and the complexity of managing and verifying certificates.

In the last few years alternative approaches have been introduced, for example,
those based on PGP [6], SPKI [7], [8] (both based on web of trust) and recently Iden-
tity-based Encryption [9] (IBE) techniques. They address part of the X.509 PKI prab-
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lems for specific realms and contexts by improving their overall usability and chang-
ing the dynamics of trust assessment. In addition, trust services [10] are emerging as a
viable solution to underpin trust in e-commerce and e-business areas: the management
of the information that forms the basis of trust is outsourced to professional and ac-
countable third parties. These third parties include notarization service providers,
recommendation service providers, credit rating service providers and trusted storage
service providers.

In all the above approaches, digital credentials are a viable mechanism to represent,
certify and convey identity and profile information along with means of verifying their
trustworthiness. Digital credentials are particularly important in contexts where there
is no prior knowledge of the involved parties and no web of trust isin place.

Traditional X.509 and SPKI digital credentials are usually valid for a predefined
period of time, ranging from a few seconds to years: their content can be used for
authentication and authorization purposes. They must be revoked whenever their con-
tent is out-of-date or it has been compromised.

Unfortunately the revocation process is a burden both for relying parties and for
credential issuers. Relying parties need to check credentials against certificate revoca-
tion lists (CRLYS) to verify their validity or delegate this activity to third parties. Cre-
dential issuers must deal with the complexity of the overal credential lifecycle man-
agement and they are accountable for maintaining up-to-date CRLSs.

The limitation of X.509 digital credentials is evident in contexts where the certified
information is dynamic: in such contexts credentials (such as attribute certificates) are
short-lived and they must be revoked whenever their content changes. This causes the
proliferation of digital credentials with consequent implications in term of verification
of their validity, correctness of their content, management of their disposal and pre-
vention of their misuse.

X.509 and SPKI digital credentias are either valid or not valid: there is no middle
ground even if the degree of trust a certification authority has in their content may
vary over time or if there is a wish to vary their content. For example, in traditional
X.509 certificates any variation of their attributes implies that the whole certificate
must be revoked. Important attributes including credit limits and rating levels may
change very often, depending on the occurrence of business transactions and owner’s
reputation.

To deal with dynamic information, e-commerce service providers currently use
back channel communications with trusted information. Emerging mark-up languages,
like SAML [11], are used to underpin the exchange of information by means of secure
assertions. The disadvantage of this approach is that it requires the set-up of ad-hoc
point-to-point communication channels and the exchanged assertions are meaningful
in these very specific contexts.

This paper focuses on mechanisms to enable the provision of trustworthy and up-to-
date information in dynamic contexts. The objective is to create a coherent and sus-
tainable way to certify dynamic identity and profile information and reduce the burden
of their lifecycle management. We introduce a new approach based on the extension
of the current model of digital credentials. This approach is meant to satisfy the fol-
lowing reguirements:
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1. Provide up-to-date content of digital credentials,

2. Support up-to-date assessment of the trustworthiness and validity of digital creden-
tials,

3. Reduce the management of digital credentials, especially in term of issuance and
revocation of digital credentials.

3 Proposed Approach
This section introduces and describes the concept and principles underpinning active
digital credentials. Active digital credentials are a mechanism to extend traditional

static credentials (based on identity and attribute certificates) by providing means for
dynamically updating their content along with an assessment of their trustworthiness.

3.1 Active Credential Model

Figure 1 showsthe high level model of active digital credentials:

Relying Parties Credential Owner  Trusted Credential |ssuer

1
) ¢ -
Active Lifecycle
Digital i Management
Credential

Dynamic Content Provision

Trusted
Information
Providers

Fig. 1. High-level active digital credential model and roles

In contrast with traditional digital certificates —which have static content and a prede-
fined period of validity — active credentials provide certified mechanisms to dynami-
caly retrieve, calculate and update their content and state their current level of trust-
worthiness and validity. This includes dynamic evaluations of:

1. Values of credential attributes;
2. Validity and trustworthiness of these attributes;
3. Validity and trustworthiness of the whole digital credential.

The proposed method is based on late binding of values to credential attributes.

A key aspect of active digital credentials is that they not only provide certified
mechanisms to retrieve their up-to-date content but they also can contain mechanisms
to perform local elaboration of this information. Local elaboration can correlate in-
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formation coming from heterogeneous sources, calculate the aggregated value of at-
tributes, their validity and trustworthiness.

Credential issuers certify the trustworthiness of these mechanisms. They need to
understand the functions underpinning these mechanisms and verify their correctness,
before embedding them in an active digital credential. They might directly implement
these functions after agreements with the information providers. The relying party
uses active digital credentials to obtain up-to-date information and evaluate their
trustworthiness and validity. This contrasts with traditional approaches, in which the
credential issuers only certify the validity and trustworthiness of data.

A local interpretation of active digital credentials (at the relying party site) ensures
that specific security and privacy requirements are fulfilled and that the interactions
between the involved parties happen in a predefined and controlled way.

The basic model of an active digital credential is showed in Figure 2:
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Fig. 2. Model of the content of an active digital credential

An active digital credential is a certified collection of attributes along with embedded
functions. Its purpose is to represent identity and profile data, along with tools to as-
sess their validity and trustworthiness.

In general, acredential attribute is characterized by a set of properties whose values
can be determined dynamically by executing embedded functions. Attributes can rep-
resent any identity and profile information: name, address, public key, credit card
information, credit rating, driving license information, etc.

The properties of an attribute include the value of the attribute, its default value and
itslevel of validity and trustworthiness.

The functions embedded in an active digital credential are certified (and possibly
directly written) by digital credential issuer(s) as trusted methods to compute property
values. This computation might involve information contained within the credential
and external dynamic information, retrieved from local systems or the Internet. Active
credential functions are agreed between the involved parties, including the owner,
issuers and the information providers.
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An example of an active digital credential isadigital credit card credential (traditional
PKI1 would make use of an attribute certificate). The list of associated attributes might
include a credit card number, an expiration date, a credit limit and a credit rate along
with references to the legitimate bearer. For example, the credit limit attribute might
have a default value of $10000 but the current value is determined by an embedded
function, which retrieves this information directly from the credential owner’s bank
account.

Pursuing the example of the credit rating attribute, an associated function can dy-
namically determine the level of risk and trustworthiness associated to the credential
owner, for instance by interacting with a certified credit rating agency.

In another example, an active digital credential can be used for authorization pur-
poses. It contains an access attribute whose value (PERMIT, DO NOT PERMIT) is
determined by a function based on the employee's role within an enterprise and the
current date and time.

This mechanism is appropriate not only for the attributes contained in the credential
“payload” but also for “management” attributes stating the validity and trustworthiness
of the whole digital credential. Trust functions can be used to calculate the vaidity of
acredential and its expiration date, along with the current level of trust. Levels of trust
and validity could have any value in a numeric range, like [0,1] or values from a pre-
defined set of values (for example, “High Trust”, “Medium Trust”, “Low Trust”, “No
Trust”).

A simple application of this property is the definition of “decaying” certificates
whose levels of trustworthiness and validity depend on the time elapsed since their
issuance. Any type of function can be used to calculate this information at different
levels of granularity. As a consequence, a digital credential may still be valid and
trustworthy even if some of its attributes are not.

In general the level of trust and validity of credentials can be determined in a fine-
grained way, ranging from the whole credential to specific attribute properties.

Relying parties have to make an upfront decision about which certification authori-
ties they want to trust, exactly as they do with traditional PKI systems. Relying parties
have to trust that a certification authority did their due diligence in assessing the func-
tions embedded in an active credential.

Active digital credentials do not substantially change the current PKI certification
model: they make it more dynamic. In the traditional PKI model, certification authori-
ties issue X.509 identity and attribute certificates after retrieving and assessing their
content. The content of issued credentials can be seen as a snapshot of attributes' val-
ues at the issuance time. At the time of issuance they are believed to be trustworthy
and valid, according to certification authorities' policies and standards. In our model
the values of attributes can be retrieved at run time. The validity and trustworthiness
of the certified attributes (or the whole certificate) might vary overtime. Instead of a
binary decision making process (either valid and trusted or not valid or not trusted)
they can be dynamically assessed, according to certification authorities' criteria. The
final decision has still to be made by the relying parties.

The next sections describe two scenarios involving active credentials along with the
infrastructure necessary to properly use them.
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3.2 Scenarios

Figure 3 shows a scenario where active digital credentials are exchanged between a
credential issuer, a credential owner and arelying party.
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Fig. 3. Active credential scenario 1

This scenario involves the following players:

1. Active credential issuer: it is atrusted certification authority that issues active digi-
tal credentials and manages their lifecycle. This entity has multiple trusted relation-
ships with third parties (including banks, credit rating services, recommendation
services, etc.) who provide up-to-date content for active digital credentials. The
credential issuer certifies the functions which dynamically retrieve this content.

2. Trusted information provider: it isan information provider that supplies up-to-date
information about identity and profiles, under well-defined constraints and agree-
ments. A trusted identity provider has a trust relationship with active credentia is-
suers.

3. Credential owner: it is the owner of the active digital credential. At the issuance
time, the credential owner may specify which information provider must be used to
retrieve identity and profile information. The credential issuer must have trust rela-
tionships with those information providers.

4. Relying party: it is the entity that supplies products and services on the Internet. It
receives active credentials from purchasers. Access might be granted to a user de-
pending on the dynamic evaluation of the content of these active digital credentials.

Users either directly supply their identity and profile information to the certification
authority or point to trusted information providers, which must be contacted to collect
this information. Active credential issuers might also play the role of trusted informa-
tion providers.

A certification authority (credential issuer) issues an active digital credential to a
user after a due diligence process involving the verification of user’s information
(Figure 3 —step 1).
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Credential owners supply their active credentials to service providers to access
services (Figure 3 - step 2). Service providers accept credentials issued by the creden-
tial issuers they trust. They evaluate these credentials to retrieve up-to-date content
and determine their current level of trustworthiness and validity, based on principles
either defined or certified by those credential issuers (Figure 3 — step 3).

Service providers can make their final decision about the validity and trustworthi-
ness of these credentials by taking into account dynamic information and their opinion
of the trustworthiness of the certification authority. The indication of trustworthiness
is useful in that one service provider might be happy to accept a trustworthiness of
50% whereas another might not. However, it is the same credential that is offered to
both.

The information retrieved from information providers can be digitally signed (by
the information providers) and potentially encrypted (so that it can only be decrypted
by the specific service provider).

Figure 4 shows a variant of the above scenario where identity providers act as
trusted authentication services and store identity and profile information. They supply
thisinformation to relying parties, on behalf of their owners.
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Fig. 4. Active credential scenario 2

The parties and relationships in this scenario are conceptually similar to those in
scenarios painted by Microsoft MyServices and Liberty Alliance initiatives. We ana-
lyze the interactions between the involved parties from the perspective of providing
certified and up-to-date information.

People still own active digital credentials, issued by certification authorities (Figure
4 — step 1). These credentials might be directly exposed to trusted identity providers,
that act as proxies on behalf of the owners (Figure 4 — step 2).

The fact that active credentials have been assessed and certified and their content is
up-to-date increases the overall perception of trust and accountability.

Third party information providers may still retain profiles and information about
the credential owners. They can disclose (part of) thisinformation to identity providers



Active Digital Credentials: Dynamic Provision of Up-to-Date Identity Information 67

under terms and conditions defined by the owners, through active digital credentials
(Figure 4 — step 3).

Identity providers are enabled to supply identity and profile information to service
providers according to credential owners policies, through the evaluation of active
digital credentials (Figure 4 — step 4). They retrieve up-to-date certified information,
evaluate its current level of trustworthiness and supply it to the relying parties.

In particular circumstances identity providers might also play the role of credential
issuers.

3.3 Infrastructure

Because of the nature of active digital credentials, the entities that evaluate these cre-
dentials (evaluators, e.g. relying parties, identity providers, etc.) need to use an appro-
priate infrastructure. This section describes high-level aspects of an infrastructure for
the interpretation and execution of active credentials.

Figure 5 shows the basic components of this infrastructure:
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Fig. 5. High-level infrastructure model
The set of components includes:

1. Credential interpreter: it is an engine that interprets active digital credentias. The
interpreter is in charge of coordinating the traditional verification and validation
processes (about the trustworthiness of the credential issuer) that are executed by
validation and verification sub-components. The interpreter creates an interna rep-
resentation of the credentia including its attributes, their properties and related
functions. It locally executes credential functions in order to retrieve up-to-date in-
formation from remote information providers and it calculates the values of attrib-
ute properties.

2. Context manager: it is the component that aggregates and manages contextual
information about the credential owner and the entity that is evaluating the creden-
tial (evaluator). Specifically the evaluator context might contain information about
the identity and profile of the evaluator, which might be passed (as parameters) to



68 M. Casassa Mont and R. Brown

the functions embedded in the credential, during their execution. This could be re-
quested to enable the interaction with remote information providers and fulfill con-
straints dictated by the credential owner.

3. Validation and verification component: it is the component that provides policies
and processes necessary to deal with the validation and verification of active digital
credentials [16]. It contains a list of trusted (identity) certificates of third parties,
including those owned by trusted certification authorities. The credentia interpreter
uses this component to make decisions about the integrity, validity and trustworthi-
ness of active credentials including the trustworthiness of the issuers and their
digital signatures. The functionalities of this component can also be used by the
functions embedded in active digital credentials, to verify digitally signed or en-
crypted information supplied by information providers.

4. Authorization component: it is the component that provides authorization and ac-
cess control policies and an enforcement engine [16]. The credential interpreter
uses this component to make decisions about the information that can be disclosed
to third parties and which access can be granted to local resources, while interpret-
ing active credentials.

5. Communication component: it is the component providing basic communication
mechanisms to interact with external systems and services (via common Internet
protocoals, including HTTP, SSL, etc.). It is in charge of establishing secure con-
nections with remote parties.

6. APIs: it isaset of high-level APIs to the infrastructure that allow external applica-
tions and services to manipulate active credentials in a way that is transparent to the
underlying mechanisms.

7. Logging system: It is the component that logs all the activities and events that hap-
pen during the evaluation of active credentials. Logged data can be used for audit-
ing purposes and as evidence in case of disputes. This component is fundamental
for storing and providing access to non-repudiable data, such as signed information
supplied by information providersto active credentia functions.

The above infrastructure is meant to provide a safe environment to interpret active
credentials and execute their functions. The interpreter acts as a virtual machine for
these functions and it makes sure that their executions happen in a controlled way,
according to predefined policies.

For privacy and confidentiality reasons the communication between the interpreter
and the remote information providers might be encrypted. The credential evaluator
might be asked to authenticate itself in order to satisfy credential owner’'s privacy
policies. The interpreter mediates all the interactions during the authentication process
by providing support for secure connections, for example including traditional SSL
two-way handshakes.

The interpreter verifies the validity and trustworthiness of the credential issuer and
provides fine-grained information to the credential evaluator according to local poli-
cies, defined by the evaluator. If the active credential issuer is trusted, the execution of
trust functions within the active credential allows the retrieval and elaboration of in-
formation about the validity and trustworthiness of the credential and their attributes.
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The evaluator can take into account this information along with its opinion of the
trustworthiness of the credential issuer, in order to make an informed decision.

Depending on the specification of the active digital credential, the information re-
trieved by the embedded functions can be digitally signed by the information provid-
ers, for non-repudiation purposes. This information might also be encrypted with the
evaluator’ s public key along with nonces to avoid reply attacks.

The certification authority could associate to each attribute (within an active digital
credential) alist of the providers identity certificates from which up-to-date informa-
tion is collected. This gives extrainformation to the evaluator to verify the correctness
of the sources of up-to-date information. The infrastructure also provides mechanisms
to allow the active credential functions to access contextual information and verifica-
tion functionalities.

The above infrastructure can be deployed in multiple contexts, ranging from
browser plug-insto back-end middleware processes.

4 Discussion

Relevant prior work in this area is described by patent [15]. It introduces the concept
of static references to external information within a credential. Those references are
usually implemented by an identifier (label) to retrieve information stored elsewhere.
The solution described in [15] does not provide any certified mechanism to locally
elaborate the retrieved information.

Relevant work and technol ogies have been devel oped in the context of mobile code,
as away to locally execute operations that might affect remote resources or retrieve
information from third parties. This work includes traditional Java applets and appli-
cations, Microsoft ActiveX components, etc. Applets, applications, Microsoft compo-
nents can be digitally signed by trusted certification authorities and their integrity can
be validated and verified by common web browsers.

These technologies can be used as a foundation of our work. In addition, we intro-
duce mechanisms to dynamically evaluate the content of digital credentials by defin-
ing and certifying those mechanisms (functions) within the credentials themselves, in
a fine grained way: an active digital credentia is a tool for describing, certifying,
retrieving, elaborating and assessing dynamic identity and profile information.

X.509 PKI identity and attribute certificates are usually perceived as entities that
are generated once and then relied upon offline later. Part of their attractiveness relies
just on this. Actually, this is not a correct perception of the reality. For verification
purposes, relying parties still have to download certification revocation lists from on-
line sites, maintained by certification authorities. Moreover, in case of dynamic infor-
mation, traditional certificates only provide a snapshot of this information at the issu-
ance time.

Active digital credentials extend the online interaction model in order to retrieve
and provide up-to-date information. Information can be retrieved from different in-
formation providers and it can be locally correlated, according to embedded policies:
thisis afeature that is not provided by common PKI certificates.
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An active digital credential can be seen as a “contract” agreed between the creden-
tial owner, information providers and the credential issuer(s). As credential owners
can dictate the criteria for the disclosure of their data, active credentials enable them to
retain control over their data. There is no system-induced requirement for actual data
values to be disclosed to relying parties; this privacy characteristic is especialy im-
portant when the credential owner has no prior trust in the relying parties.

Active digital credentials still need to go through traditional credential lifecycle
management processes. Moreover, their active functions need to be assessed and certi-
fied by the issuers (certification authorities). Issuers and information providers need to
stipulate agreements, along with trust relationships. However these trust relationships
are also required in scenarios that do not involve active credentials, in order to under-
pin trust and accountability. We believe that active digital credentials improve the
lifecycle management of digital credentials by diminishing the dependency of creden-
tials' validities on the unchanged nature of all their contents. This is particularly true
for very dynamic environments.

On one hand, the value of attributes can be retrieved dynamically and their validity
and trustworthiness assessed on the fly. This allows active credentials to be valid and
trustworthy even if part of their attributes are not anymore. The effect is to reduce
both the number of revoked credentials and the need for short credential lifetimes, at
least in contexts where the objective is to supply identity and profile information in-
stead of authentication or authorization rights.

On the other hand, the content of active credentials depend on the availability of
external systems, services and Internet connections. When those entities are not avail-
able, active credential content cannot be retrieved. This can be an issue. Risks can be
partially mitigated by introducing default values for attribute properties and local
elaborations. It must also be said that the content of an active credential does not nec-
essarily depend on external information providers but it might depend on local elabo-
ration of information like date and time (for example in case of decaying certificates).

Active credentials need a proper infrastructure in order to be evaluated. However,
this is also true for traditional digital certificates, to deal with their validation and
verification. The advantage of the proposed active credentia infrastructure is that it
provides certified and agreed mechanisms to assess the validity and trustworthiness of
active credentials and up-to-date content. This can be achieved in a safe and secure
way thanks to the mediation of the active credential infrastructure.

On one hand it is possible to enforce privacy and data protection constraints over
credentials content. The content of an active credential can be disclosed and made
available to a relying party only after the authentication of this relying party and the
fulfillment of criteria dictated by the credential owner.

On the other hand, functions within active digital credentials need to be carefully
built in order not to introduce vulnerabilities within the systems and services they
access at the information providers sides. Those risks can be mitigated by constraining
the kind of access and activities those functions can perform on the remote sites.
Credential issuers must be involved in building those functions, in cooperation with
the information providers.
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Active credentials automate the process of retrieving information: the mechanisms
for doing this are embedded and available within active credentials. This reduces the
need for ad-hoc back-channel connections between the involved parties, as predefined
and certified communication links are made available. On the other hand credential
issuers must assess the trustworthiness and suitability of active credential functions: in
some cases they might write these functions. There is a shift of accountability from the
relying parting to the credential issuers.

Current technologies can be used to implement active digital credentials. For ex-
ample digital signed XML [12], [13] can be used to describe such credentials and
WSDL [14] to describe embedded functions. Java classes, scripts and Microsoft
(.NET) web services can possibly be used to implement those embedded functions.

Although technology is already available, the involved parties must agree on the
format of active credential, both in term of semantic of the attributes (and their prop-
erties) and definition of the embedded functions.

5 Current Work

We are in the process of implementing a prototype that includes the basic infrastruc-
ture components to support active digital credentials, as described in our model.

We are planning to make experiments in a realistic distributed environment, in an
incremental, step-by-step way.

The first step will involve a few simulated web commerce sites, at least two iden-
tity providers and afew credential issuers and information providers. Subject to avail-
ability, we are going to adopt a standard federated identity management infrastructure,
for example the one that is currently under specification by the Liberty Alliance Proj-
ect.

The objective is to increase our understanding of integration details, obtain more
experimental data about the implications of issuing, managing and evaluating active
digital credentials and refine requirementsin terms of security and privacy.

Next steps will involve experiments with a broader number of players (owners, cre-
dential authorities, relying parties and information providers) to understand the impli-
cations of operating active digital credentials at arealistic scale.

6 Conclusion

The provision of up-to-date and trustworthy identity and profile information is impor-
tant to enable e-business transactions.

Digital credentials are a viable way to certify and verify identities and profiles but
their limitations are due to their static content and the complexity of the underlying
infrastructure to manage them. When dealing with dynamic environments, current
digital credentialsintroduce further complexity at the management and usability level.
We introduced and discussed the concept of active digital credentials, as a way to
couple certified attributes with mechanisms to retrieve their up-to-date values. Em-
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bedded active credential functions are used to evaluate (by retrieval and local correla-
tion) not only the current content of a credential but also its validity and trustworthi-
ness, in afine-grained way.

We believe this approach simplifies the management of credentials in dynamic en-
vironments, by reducing the need for certification revocation practices and short-lived
certificates. We also believe that it boosts accountability and trust because of the defi-
nition of clear mechanisms for retrieving information, the assessment and certification
of these mechanisms by trusted third parties and the provision of up-to-date content,
along with a dynamic assessment of its validity and trustworthiness.

Work isin progress. We are building a prototype of our model, gather further ex-
perimental information and potentially refine our proposal in the context of a federated
identity management scenario.
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Abstract. Without good testing, systems cannot be made secure or ro-
bust. Without metrics for the quality and security of system components,
no guarantees can be made about the systems they are used to construct.
This paper describes how firms can make the testing process faster and
more cost effective while simultaneously providing a reliable metric of
quality as one of the outputs of the process. This is accomplished via a
market for defect reports, in which testers maximize profits by minimiz-
ing the cost of finding defects. The power of competition is harnessed
to ensure that testers are paid a fair price for the defects they discover,
thereby aligning their incentives with those of the firm developing the
system. The price to find, demonstrate, and report a defect that is set
by the market serves as the measure of quality.

1 Introduction

A market for lemons is one in which consumers cannot determine products of
quality from defective goods. In such a market, consumers assume they will be
sold a product of the lowest quality and so become unwilling to pay a price higher
than they would for such a ‘lemon.’” As a result, it becomes economical to produce
only products of the lowest quality [I]. Anderson laments that security is a trait
that consumers cannot measure and as a result firms have had little incentive to
produce more secure systems, so that from the standpoint of security, systems
tend to be lemons [2].

This paper proposes a means to make the process of testing systems faster
and more cost effective while integrating into the process a reliable metric of
the quality of the tested system. This metric of quality, which can be measured
throughout the testing process, is the market price to find, demonstrate, and
report a previously undetected defect in the system. Previously referred to as the
cost to break (CTB) of a system [3l4], this metric is impractical if not impossible
to calculate using technical means but can be measured using a market for defect
reports. In this market a firm buys defect reports from testers, at a market price
governed by the presence of competition among those testers.

Comprehensive testing is an essential ingredient to the process of creating
secure and robust systems and components. While testing provides a means of
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evaluating the progress of the development process, it is also important to be
able to evaluate the integrity of the testing process itself. Measuring how well
a system has been tested is essential for determining when a system is to be
released and for comparing the system to other systems.

However, the industry has struggled to quantify security, robustness, and
other key measures of quality. Existing metrics, such as as Mean Time Between
Failures (MBTF), fail to measure how systems respond to extreme conditions
and the presence of adversaries. The industry also has yet to discover how to
optimize the incentives of developers and testers to ensure that systems are
well designed, built, and tested. Firms need a way to ensure that systems have
reached a quantifiable level of security and robustness and that they are getting
value for their testing dollar. Until this goal can be achieved, firms will overspend
on testing while continuing to release bug-ridden systems.

Having a metric of security and robustness as an output of the testing process
has further benefits. Consider that a system is only as secure and robust as the
weakest of the hardware and software subsystems from which it is built. For
example, a system running the world’s most secure web server is far from secure
if it is running the world’s least secure operating system. Before building a system
with a desired level of security, it is extremely beneficial to be able to measure
the strength of each potential subsystem.

This paper describes desirable properties of a market for purchasing defect
reports in Section [, with rules for the market introduced in Section[3. A number
of simplifications are introduced at the beginning of the analysis in Section @]
and are later discussed and revised in Section [5l Applications are discussed in
Section [l Future work and concluding remarks are presented in Section [7] and
Bl respectively.

2 What Makes a Good Market?

Given the opportunity, what properties would a firm build into an ideal market
for purchasing defect reports from testers?

VALUE The price paid for each defect found should be minimized.

If the testing budget is fixed, value is obtained by maximizing the number
of defects found. If the number of defects found is fixed, value is obtained by
minimizing the amount of money spent in finding them.

SPEED Testers should find and report defects to the manufacturer as
quickly as possible.

The sooner a defect is reported, the sooner it can be fixed and the less likely
it is to cause damage before it is repaired. Given trade-offs between value and
speed, this paper will introduce solutions that place priority on value and then
show opportunities for exchanging value for speed.

ORDER The easier a defect is to find (or the cheaper the defect report
is to produce), the earlier it should be reported.
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The most obvious and most commonly occurring defects are both the most
easy to find and the most likely to result in damage. Defects that are difficult to
find are the least likely to occur when the system is operating and thus are the
least likely to cause damage [5]. Product quality can be improved more quickly if
the most common defects are discovered and fixed first. For any class of security
vulnerabilities that cause the same amount of damage when exploited, locating
and fixing the cheapest vulnerabilities to find will increase the cost to break of
the system faster than if harder to find vulnerabilities are given higher priority.

For example, a defect in a router that corrupts one of every thousand packets
is of more concern than a defect that corrupts one packet per billion. A software
company prevents more theft if adversaries must spend millions of dollars to
break a cryptographic algorithm than if a vulnerability remains that can be
found and exploited for a thousand dollars. That the most frequently occurring
problems are often easy to detect is one of the few natural laws that help the
system’s developer.

Before a product’s release, order is the least important of these properties.

3 Designing a Market

A number of papers have already made a great deal of headway into means
of classifying defects and vulnerabilities [6f7/8]. Rather than worry about the
different consequences of each class of defect, we start by assuming all defects are
equally hazardous. Section [5.6]describes how different defect classes are handled.

We design a market for defects in which there is one buyer, the firm charged
with improving the quality of the system, and many sellers, the testers charged
with finding and reporting defects. This one-buyer assumption may seem mis-
guided, especially if the defects are security vulnerabilities that, if left unrepaired,
would be of value to an adversary. In Section B7] we will see why an adversary
is not likely to buy information about a vulnerability at any price that the firm
is willing to pay, and thus need not be treated as a competing buyer.

With this in mind, the firm may set the rules of the market as follows:

Access All testers have full and equal access to the system to be
tested.

The average price of a defect report cannot fall below the average cost of
finding a defect, otherwise no rational tester will search for defects. To maximize
value and speed it is in the firm’s best interest to minimize the testers’ costs by
giving them full and complete access to the system.

Pricing A tester reporting a unique and verifiable defect at time
t, complete with test case, will receive a reward r(t). A
tester reporting a non-unique defect (one that was reported
earlier) receives nothing.

The firm chooses any reward function r(¢) such that it increases continuously
with time, starting with the lower bound on the cost of finding and reporting a
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defect and ending with CTB, the cost to break of the system that represents the
firm’s maximum willingness to pay for a defect.

This rule frees the firm from any need to understand the testers’ costs in order
to set prices and maximize value. Rather, the firm will rely upon competition
between the testers to minimize its costs.

While not essential to this analysis, I suggest supplementing the pricing rule
to require testers to pay the transaction costs of processing defect reports (still
receiving their reward if the report is valid). This discourages reports that are
erroneous, badly detailed, or duplicates of published existing reports. Testers
are expected to integrate these costs into the price they demand for each defect
reported.

Selling A tester may search for defects at any time, and may report
a defect immediately or at any time after finding it.

While forcing immediate reporting would appear to maximize speed and im-
prove order, it would be impossible to do so. More importantly, doing so would
interfere with the testers’ ability to make a fair profit and reduce the incentive
to test. We will instead rely (yet again) on competition to achieve our goals.

Information  All testers receive the other testers’ defect reports immedi-
ately after they are received by the firm.

After we’ve ensured that testers receive the maximum information available
about the system (via the Access rule), testers’ efficiency can be further improved
by ensuring that they are not wasting effort searching for known defects. The
information rule stated above is most sensible before a product’s final release,
when defects are common and there is a reasonable probability that additional
testers would discover a previously reported defect before the firm can fix it.
After product release, a firm may want to sacrifice value by delaying the release
of security defects until after they are repaired in order to ensure that users
have a chance to patch their systems before the vulnerability is made publicly
available. This will be discussed in more detail in Section B8

4 Simplifying Assumptions

The market for defects has been constructed so that once the the firm has de-
clared its desired cost to break, CTB, it has no further strategic choices to make.
The strategy lies completely in the hands of the testers.

In order to analyze how the testers will behave, we first simplify the nature
and rules of the game until the analysis becomes trivial and then remove the
simplifications in order to make the game better reflect reality.

The following story summarizes our simplified game.

Frank’s system has a defect which he is willing to pay $1,000 to locate.
Frank invites Ann and Bob to test the system over a thousand hour
period and to provide a test case that identifies the defect. The reward
for reporting the defect in the first hour is a dollar. As each hour passes,
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the reward for reporting the defect is increased by a dollar. However,
only the first player to describe the defect will receive the reward.

Ann can find the defect with $300 of effort. Bob can find the defect
with $500 of effort. No other tester can find the defect for less than $500
of effort. All of these facts are known to all the testers.

The simplifications implied in the above example can be formalized in the
following statements:

(1) There is one and only one defect.

2) The act of finding a defect is atomic and takes no time.

(2)
(3) Each tester knows her cost of finding the defect.
(4)

Each tester knows the other testers’ cost of finding the defect. Each

tester knows that the other testers know each other’s cost of finding a

defect, and so on.
If each player knows that a defect exists and knows everyone’s cost of finding
the defect (perfect knowledge as defined in simplifying assumptions 3 and 4), the
market can be modelled as a cooperative game with multiple sellers (the testers)
and one buyer (the firm). All testers are offering an information good that is a
perfect substitute for the others’ good as all are describing the same defect. The
firm is only willing to pay for this information from one of the testers.

The marginal contribution of all testers except for the one with the lowest cost
is 0. The marginal contribution of the low cost tester is the difference between
her cost of production (finding the defect) and that of the tester with the second
lowest cost of production. The tester cannot demand a price higher than the
cost of production of the second lowest cost tester. Since the firm does not have
the ability to negotiate in this market, we can assume that it will have to pay
the highest price that is less than the cost of the second lowest cost tester. In
our story, the smallest discrete unit of currency is a dollar.

Ann believes that Bob and the other testers are rational and that
they will not sell the defect at a loss. Since no other tester can find the
defect for less than $500, Ann can sell the defect at any price below
$500. To maximize her profit, Ann finds the defect and reports it when
the reward reaches $499.

5 Approaching Reality

In the real world, products have multiple defects, finding a defect is a time
consuming operation requiring a large number of subtasks, and each tester’s
knowledge is far from perfect. We’ll now try to replace the above simplifying
assumptions with ones that more closely match the realities of testing.
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5.1 The Presence of Multiple Defects

This market for defects would be of little value if it could only be used to find
a single flaw in the system. This assumption must be removed, which we will
represent by writing it again and crossing it out.
1 Thereisoneand-only-onedefect:

In order for the market described to accommodate reports of multiple defects
we must substitute a new assumption for assumption 1.

(la) All defects are independent. Finding one defect d in the set of all defects
D neither aids nor hinders the search for another defect d' € D, nor
does it indicate that a tester is more or less likely to find another defect.
With this new assumption in place, we can open markets for any number
of defects in parallel, even if we don’t know how many defects there are. It is
easiest to view these parallel markets as one single large market for defects.

There are now two defects d; and ds, each of which Frank is willing
to pay $1,000 to locate. Ann’s costs of finding defects d; and dy are
$300 and $400 respectively. Bob’s costs of finding defects d; and do are
$500 and $200 respectively. Ann reports d; for a reward of $499 and Bob
reports dy for $399.

5.2 Knowledge about Others’ Costs (Part One)

{4} BachAtester-knowsthe-other-lesters—cost-of-finding-the-defect:

It’s quite unlikely that a tester can know how hard it is for every other tester
to find a defect when she doesn’t even know what the defect is yet. We will
replace this assumption with one that is somewhat less far fetched. This will

allow us to make progress in the analysis before relaxing this assumption further
in Section [5.4]

(4a) Once given knowledge of a defect d, a tester with one of the two lowest
costs of finding d will know the other lowest cost tester’s cost to find d.

There are now two sets of moves for each tester. First, a tester must decide
if and at what price she will search for a defect. Then, if the tester has found
a defect, she must decide at what price she will sell it. She can calculate the
appropriate times for these actions from her matching price choices by using the
inverse function of r(t).

If Ann knows her cost of finding a defect (Assumption 3), and we define ¢,
to be this cost, we say that Ann will find a defect when the price covers her cost;
when r(t) > ¢,. At this time ¢ she can immediately sell the defect and break
evenl|, or wait until just before the next lowest cost tester will find the defect
and sell it for a profit. She can do this because once she has found the defect she

! We ignore the unlikely event that Ann’s cost is exactly the same as Bob’s, and that
they both attempt to report the defect at the same unit of time, as this becomes
increasingly unlikely as our measurement of time becomes increasingly less discrete.
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will know the next lowest cost testers’s cost of finding the defect. Though the
story changes slightly under these new assumptions, we always reach the same
end.

Ann and Bob’s costs haven’t changed, but neither player starts out
with any knowledge about the other’s costs. When the reward price
reaches $200, Bob spends $200 to find defect dy knowing that he can sell
it immediately to break even regardless of what he discovers Ann’s cost
of finding dy to be. After spending his $200, Bob learns everything he
needs to know about ds, including that it would cost Ann $400 to find
ds. Bob now knows, just as he did in the previous example, that he can
wait to report the defect until the reward is $399. Using the same logic,
Ann will find defect d; once the reward reaches $300 and will once again
report it when the reward is $499.

5.3 The Time and Cost of Searching

@ i oboet i , oot e
3y Bachtester-knows hercost-of-finding-the-defect:
Finding a defect can require both time and expense, and it is hard to deter-

mine the cost of finding something until you know what it is you are looking for.
The following assumptions are much more realistic.

(2a) A unit of work w spent searching for a defect is atomic, has a fized cost
Cw, and takes no time.

(3a) Fach player can estimate the probability p,, that a unit of work she
engages in will reveal a previously unreported defect.

After 500 hours into testing the reward for reporting a defect has
reached $500. Ann has a test that she can design and run for $5. The
test has a 1% chance of revealing an unreported defect. Running the test
has the expected value no less than 0.01 - $500 = $5.00. Ann decides to
perform the test.

More formally, we say that a tester will search for a defect when her expected
minimum reward justifies the cost of searching. The equation below represents
this by stating that the expected value of searching, which is the product of the
reward and the probability that searching yields a reward, must be greater than
or equal to the cost of searching.

’I"(t) " Pw Z Cw

Simplification 2a will not be further refined in this paper, and so our analysis
will continue to be predicated on the assumption that a unit of work takes no
time. There is no doubt that since even small units of work take time, a trade-off
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exists between the speed and value in testing. The choice of testing period is one
which needs to be made based on the time and budgetary constraints of firms
with knowledge of the state of the art in testing tools and technology. It is thus
outside the scope of this paper.

5.4 Knowledge about Others’ Costs (Part 2)

{4a) Onee : .
%%W—Mm. ; 4 0

Removing this assumption about knowledge makes the players’ second move
strategy less clear. All we can do is analyze the strategies of each player based
on his or her beliefs about the costs of the other players.

Once Ann has found a defect, the crux of the problem is that she no longer
knows the likelihood that another tester will report that defect at time t for
reward r(t).

We will represent Ann’s estimate of the probability that no other player will
have reported defect d at time t as p,(T\a, D, D,.,d,t), where T\a is the set of
all testers except Ann, and D, is the set of defects that have been reported.

Ann will report the defect at a time that maximizes her expected payoff
function, which is once again the product of the reward times the probability of
receiving the reward:

r(t) - pa(T\a, D, D,,d, )

The better Ann’s expected payoff function approximates the knowledge of
assumption 4a and the behavior of the other testers who might find the same de-
fect, the more money Ann will be able to make. The uncertainty, however, should
encourage Ann to report earlier than she might if given the perfect knowledge
she had with assumption 4a.

5.5 Defect Dependencies and Learning about the Skills of Others

There is a strong case for removing simplifying assumption la. For starters,
we wouldn’t think Ann was very smart if she discovered a number of defects,
watched Bob report each defect at a price below what she believed his costs were,
and refused to revise her estimates of Bob’s costs to find additional defects.

We also can’t ignore the possibility that the discovery of one defect will
simplify the discovery similar defects. What’s more, it is often difficult to even
determine where one defect ends and another begins.

Once we acknowledge that the discovery of a defect changes every player’s
cost of finding another defect, a new assumption won’t fix the rules of the game.
Rather, it is the rules of the market and not the simplifying assumptions that
need repair. The following example shows how the firm may fail to obtain value
under the pricing rules from Section [l
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Frank’s system has three defects which are all closely related. Ann
can find the first of three defects for $500, and can find each of the two
remaining defects for $10 each given knowledge of the first defect. Bob
can find a defect for $2000 but given knowledge of any of the defects
can find the other two for only $5. Charles can find any defect for $600,
but isn’t aided by information about defects that have already been
discovered.

Ann finds the first defect when the reward has reached $500 and then
instantly finds the two other defects. She reports all three defects at once
when the price reaches $599, collecting $1,797.

The above example demonstrates two problems with the rules as they stand.
Since Bob has a lower cost of finding the incremental defects and Ann is the one
reporting them, the most efficient tester is not the one testing for the incremental
defects. Since the reward function increases monotonically, the firm must grossly
overpay for the incremental defects rather than paying no more than the cost of
the second lowest cost tester. By the second lowest cost rule, Ann should collect
$599 for reporting the first defect, and Bob should collect $9 for each of the
additional defects, allowing the firm to pay $617 for the three defects instead of
$1,797.

To fix this flaw I propose that the market be reset each time a single defect
is reported, with the reward price being reset down to the transaction cost of
reporting a defect ($0 in our story). If the reward is reset to $0 when Ann reports
the first defect, Bob will report the next defect when the reward price reaches
$9. The reward will once again be set to $0 and after it climbs to $9 again he
will report the third defect. While this approach sacrifices a modest amount of
speed, without it value is all but nonexistent.

The firm may want to adjust the reward function so that it grows very slowly
(or remains at $0) while an outstanding defect is being fixed. This prevents a
slew of related defects and test cases, which are trivial modifications of the first
reported defect, to be reported at high frequency causing strain on the reporting
system. Alternatively, allowing the reward to increase and a flood of related
test cases to be reported may be just what is needed to build a good internal
regression testing suite.

There is also a rather practical benefit to setting the reward back to $0 each
time a defect is reported in that it allows for more predictable budgeting. If a
dollar is added to the reward ‘pot’ every hour, and reporting a defect allows
the tester to take the money in the pot, then the rate at which defects are
reported does not affect the rate at which money flows out of the firm’s coffers.
The disadvantage is that fixing the budget removes any guarantees about the
cost to find and report a defect (cost to break) after any given testing period. A
compromise solution exists at which the firm may decide to increase the flow of
money into the pot in order to cause defects to be reported more quickly.

With the new rule for the reward function in place, Ann may now wish to
recalculate p,(T\a, D, D,,d,t) for her unreported defects each time a defect is
reported and the reward is reset. In doing so, she may actually determine that
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she may want to take a loss if she has underestimated the other testers in her
past calculations of p,. However, the guiding equation behind Ann’s strategy
need not change as she is still working to maximize the expected reward for each
defect she has found.

5.6 Some Defects Are More Important than Others

Different classes of defects have different consequences and so the firm may be
willing to pay more for some defects than others. Rather than create a market
for each class of defect, it is easier to pick one class of defect as the baseline class
and measure the other classes relative to the baseline class. If the firm is willing
to pay only half as much for a defect of a new class as it is for the baseline class,
the reward for finding a defect from that class at time ¢ can be set to %T(t).
Generally, if a defect is from a class that the firm is willing to pay x times more
for than it would for a defect from the baseline class, the reward for reporting
such a defect should be set to z - r(t).

This approach is equivalent to running a parallel market for each class of
defect, except that all the rewards are reset each time a defect is reported. Since
defects may not be independent of defects from other classes, and finding one in
one class may make it easier to find one in another class, resetting all rewards
is indeed necessary.

5.7 The Presence of Additional Buyers

We began our analysis by assuming that the firm is the only buyer of defects dur-
ing the testing process. One might be concerned that adversaries may purchase
security defects. Assume that, following the testing process, the firm continues
to offer a reward equal to its claimed cost to break (CTB) to anyone report-
ing a new security vulnerability. Under what conditions will an adversary buy a
vulnerability during the testing process?

A security defect has no value to an adversary if the flaw is discovered and
fixed by the firm before the product is released. An adversary can buy a security
vulnerability by publicly offering to purchase a vulnerability at the end of the
testing period at a price just higher than the the reward offered by the firm, or
CTB + €. Neglecting € and assigning to p the probability that the defect will not
be discovered by the end of the testing process, we note an adversary would not
pay more than CTB - p for a security vulnerability during the testing process.

However, the tester selling the defect also has the option of waiting until
testing is over before making the transaction, and knows the firm will always
willing to pay CTB for a previously unreported vulnerability even if the adver-
sary is not. The tester will demand a price that is greater than CTB - p. This
means that the sale is a zero sum game, between the tester selling the vulner-
ability and the adversary buying it, in which the player who can best estimate
the true probability p wins. Since the adversary does not know anything about
the vulnerability until he buys it, he will never be able to estimate p as well as
the tester who discovered the vulnerability and knows how hard it was to find.
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What’s worse, if the tester has found multiple vulnerabilities she can max-
imize her profits by selling the adversary the one that is most likely to be dis-
covered by another tester (and thus is the least valuable.) As a result we can
conclude that adversaries buying security vulnerabilities will be faced with a
market for lemons for the duration of the testing process, and will find it in their
best interest to wait until testing is complete to make a purchase. When they
finally do purchase a vulnerability, they will have to pay at least as much as
CTB, the price offered by the firm.

Can the tester sell at a price below CTB and make up for the difference in
volume by selling to multiple buyers? In such a case, a buyer is able to engage
in arbitrage by purchasing the defect and selling it to the firm. This will result
in the defect being fixed, and any exploits of the defect becoming worthless.
What’s more, once the first buyer has purchased the exploit he would also be
able to sell the exploit to other buyers. As there would now be multiple sellers of
the same information good, the price of the good would drop to zero. For both
these reasons, a tester cannot expect to be able to sell a security defect more
than once.

In fact, the tester’s ability to resell security defect information adds an ad-
ditional barrier to the sale of security defects to adversaries at any price. Any
adversary must worry that after he has paid to learn the details of the vulner-
ability, the seller will resell that information to the firm (or other buyers). If
the transaction protects the anonymity of the seller, the tester can claim that
another tester must have discovered and reported the defect. Since the only way
to ensure the testers won’t resell is to take them out of the game, testers who
wish to avoid sleeping with the fishes will be wary of selling security defects to
anyone other than the firm.

5.8 Delaying Release of Discovered Defects

It may not always be advantageous to release defect reports immediately to all
testers. This is especially true when the test is open to the public, the product
is in use by customers, and the defect affects the security of the product.

If defects are not immediately released, the firm should continue to pay only
the first reporter the full reward or it should split the reward among each tester.
This will cause testers to demand more for each defect, as they must bear the risk
of not receiving the full reward for their efforts in searching for defects. Testers
will also be wary that the firm might be tempted to create a phantom tester
which it could claim reported defects before the true reporter. If the testers do
not trust the firm, the firm may need to employ a trusted third party to manage
the entire defect reporting and reward process. If only the first reporter receives
the reward, the trusted third party may only be needed to sign and time stamp a
message authentication code of each defect report submitted, thereby providing
proof of who found the defect first.

The firm should never give a full reward r(t) to every tester who reports a
defect before the public is made aware of the defect’s existence. This may seem
like a good way to put speed before value and encourage as much testing as
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possible, but it will more likely cause the testers to collude, sharing defects to
bleed cash from the firm. This is particularly serious if adversaries pose as testers
and learn about vulnerabilities by taking part in such collusion.

6 Applications

Testing processes that result in metric of quality, such as we’ve seen above, have
applications that expand beyond improving testing. These include improving
product security, better management of release processes, and improving the
effectiveness of incentives for both in-house developers and outside contractors.

6.1 Differentiating System Security

In previous work I proposed that security should be measured economically by
the cost to break into a system and that, by introducing this metric into the mar-
ketplace, the providers of more secure software can drive out the lemouns [3]. The
metric fixes the information asymmetry and addresses the lemons uncertainty
problem.

My previous work also shows how to measure the cost to break, or CTB, of
the firm’s system F' against that of a competing system C' [B]. To place an upper
bound of u dollars on C’s cost to break, the firm offers a reward of u dollars to
the first tester to report a vulnerability in C. To place a lower bound of I dollars
on F’s cost to break, a reward of [ dollars is offered for each and every unique
vulnerability reported in F. By showing that [ > u, the firm demonstrates that
its system F' is more secure than the competitor’s system C.

The bounding approach is effective if the true cost to break is higher than
the lower bound, but exceedingly expensive otherwise, as the firm must pay a
large reward for a large number of vulnerabilities. Ideally, the firm would like
to measure the cost to break at lower expense during testing and throughout
the development and release process. The techniques described in this paper,
when applied to a set of testers that includes the public, allow the firm to use
competition to avoid overpaying for the vulnerabilities that must be repaired to
reach a desired cost to break.

If the firm can assume that an adversary who wants to exploit its system
has access to the same public that was invited to test, it is reasonable to expect
that the adversary will have to spend at least as much as the firm did in order
to find an exploit.

The cost to break metric also aids the construction of more secure large-scale
systems built from component subsystems. Recall the example of the highly
secure web server running on an insecure operating system. System builders,
faced with the choice of how much to invest in the security of a component,
often err by paying too much for one component and too little for another. If
the security of each can be measured, then the firm can be sure to invest in the
security of the weakest link in the system. For systems that are only as strong as
their weakest component, such a strategy will result in the maximum increase
in the security of the composite system.
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6.2 Compensating White Box Testers and Software Engineers

Defect markets also can be used directly for compensating all types of test engi-
neers. Public testing does not eliminate the need for professional internal testers,
as they will be able to perform white box testing using information not available
to the public to find defects at lower cost. Internal testers are also best used early
on as the defect reports they produce are of higher quality and are thus cheaper
for the firm to verify and process. Such costs may be a significant component of
the transaction when defects are inexpensive to find.

Testing often suffers because the job is considered unrewarding. Test engi-
neers are often paid less than developers, and their positions are less esteemed,
since building systems is more highly regarded than finding problems with them.
All too often, good testers are promoted out of testing. This would be less likely
to happen if testers’ compensation more directly matched the contribution they
make to the product. Markets for defects create a meritocracy in which the best
testers are rewarded in a way that makes their jobs more desirable while inef-
fective testers are encouraged to find more suitable positions. One might even
wonder whether great testers lost to development teams will start testing sys-
tems again, in their free time, to pick up extra moneyE Some might even learn
that their true calling is to return to testing.

Testers are not the only members of the team who can be evaluated based
on the cost of finding defects in systems. It has often been difficult to provide
engineers with incentives for developing high quality work (rather than fast work)
without an objective measure of the level of defects. The cost for a tester to find
a defect when the engineer releases his work for testing provides the measure of
quality that can be integrated into the engineer’s incentives.

6.3 Release Management

The cost of finding a defect may be used as a measure for determining when
systems are ready to ship, especially when other metrics, such as Mean Time
Between Failures (MTBF), are hard to measure or not applicable. Many other
metrics fail to account for extreme conditions such as extreme load or attack by
an adversary with extensive knowledge of the system, that would not otherwise
occur in the laboratory and aren’t detectable in typical real world use.

6.4 Contracts

The question of when a software development contractor has fulfilled its obliga-
tion to provide a system of a reasonable quality is one that has been the subject
of innumerable disputes. Placing a lower bound on the cost of finding a defect
in the completed system may be just the metric needed to allow parties to reach
agreement on quality before work begins. A wise client will pay more to ensure

2 Developers should not be allowed to collect rewards for testing their own systems as
doing so compromises their incentive to create as few defects as possible.
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that the testing budget comes out of the contractor’s pocket, thus ensuring that
the contractor will have the maximum incentive to provide initial quality. The
client should also insist that the testing itself be open to third parties that cannot
be influenced by the contractor.

7 Future Work

There are many ripe areas of research to explore as the ideas I have outlined
are put into practice. A starting point is to relax the assumption that work
spent searching takes no time (part of Assumption 3a). One approach would
be to quantify the trade-offs between the value and speed of testing, perhaps
as a function of the number of available testers and size of the system to be
tested. Much can also be gained by formalizing rules for determining whether
a defect report is indeed valid, and to explore the role played by third parties.
More light needs to be shed on how testers behave given their limited knowledge
of the abilities of others. This may arise through empirical study, or by adding
additional assumptions so that a Bayesian-Nash Equilibrium analysis may be
performed.

8 Conclusion

The security and robustness of systems has traditionally suffered because testers
are not properly rewarded. I have described an economic approach to rewarding
testers that aligns their goals with those of the firm developing the system. This
approach allows firms to cost-effectively test systems for individual flaws and
simultaneously measure the quality of the overall system.

Using testing based on defect markets as described in this paper, subsystems
can be built with measurable security and can be used to construct more complex
systems which can then also then be measured.
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Abstract. Decisions concerning the security of information are frequently taken
on a different basis to other business decisions. Necessary investments may not
take place on the grounds that the returns are not easily quantifiable, when
compared with other investments, or in the blithe hope that “it will never hap-
pen to us”. Conversely, “fear, uncertainty and doubt” can lead organisations to
divert funds towards information security that might be better spent elsewhere.
This paper presents Structured Risk Analysis (SRA), a method to help organi-
sations take rational steps to improve their information security. Using SRA, an
organisation can place information security in the context of the business as a
whole, to determine the appropriate level of resources to be directed toward im-
provements. Given this budget, SRA enables the organisation to identify how it
should be spent to generate the best possible security ‘return’.

Whilst other risk analysis methods exist, we believe SRA to be more closely
integrated with other business processes, systems development and operations,
giving a much firmer context for the analysis and more confidence in the re-
sults. It is non-proprietary, does not require specialist software tools and is in-
herently ‘tuneable’ in the level of detail that is applied: all of which means that
SRA is particularly cost-effective.

We believe SRA gives business owners the information they need to make truly
informed decisions about the security, viability and future direction of their In-
formation Systems.

1 Background

Information security is progressively becoming headline news, particularly as ordi-
nary people start to rely on electronic means to carry out routine transactions such as
making payments from a bank account or filing a tax return. Barely a week goes by
without scares about the latest virus, or a report of an embarrassing lapse by a large
organisation, hitting the front page and radio and television new bulletins. In the week
this paper was drafted, the biggest noise was about the UK Inland Revenue suspend-
ing their online self-assessment service following reports that users had seen snippets
of information relating to other taxpayers [1].

All of this understandably has the tendency to leave the lay user confused or,
worse, frightened. What is more surprising is that so many large organisations leave
themselves wide open to appear in tomorrow’s headlines. That is not to say that
money and effort is not being spent. For example, in the wake of September 11,
many airports and airlines are deploying biometric technology to screen travellers —

G. Davida, Y. Frankel and O. Rees (Eds.): InfraSec 2002, LNCS 2437, pp. 88-103, 2002.
© Springer-Verlag Berlin Heidelberg 2002
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despite informed academic comment that many systems are incapable of delivering
the claimed benefits.

A number of organisational cultures can lead to irrational stances towards infor-
mation security. The most negligent would be the assumption that “it could never to
happen to us”. A more prevalent response to the issue is to appoint a person or team
to be responsible for information security, but without the breadth of experience, or
the ‘clout’ to identify and solve the most serious security issues and to successfully
deploy and promote the solutions. For example, a team with a strong software back-
ground may understand the security flaws with the server operating systems and data-
base management systems, but may under- or over-estimate the impact such flaws
might have on the business. Conversely, a business person charged with the same re-
sponsibility may have an acute awareness of potential damage to the organisation,
without understanding how a hacker might be able to penetrate the systems to realise
his worst fears.

The successful management of information security risks has many components.
Policies must be developed and applied that define who can have what kind of access
to which information and infrastructure components. Procedures must define the con-
trols around such access. Technical means must be deployed to enforce policies and
procedures. Active monitoring must detect serious or systematic attempts to circum-
vent the policies and procedures.

None of the above should be defined in a vacuum. Otherwise, (for example) overly
bureaucratic procedures might be defined to protect access to equipment which is not
critical to maintaining information security; or sensitive traffic on a wireless network
may be available, un-encrypted, on the street outside the building. The key to taking
optimal decisions in all these areas is to understand the risks to which the organisation
is exposed by doing nothing, and the degree to which these could be mitigated by the
deployment of particular countermeasures.

Of course, recognition of the value of risk analysis in this area is not new, and
methods to conduct such analyses have been proposed. However, uptake of these
methods has been slow, leading to ad hoc analyses, where they take place at all. We
find that most methods for risk analyses have one or more of the following deficien-
cies:

e They are not rooted in the wider disciplines of information analysis and system de-
velopment, which leads to doubt about the completeness of any analysis.

e They do not provide a means whereby information security risks can be compared
with other business risks (or indeed business opportunities), which would allow
business people to take rational decisions about the application of funds.

e They fail to distinguish clearly between threats to the business and the vulnerabili-
ties of systems, leading to a muddled analysis

e They are either too superficial (nothing which is not obvious is revealed) or too
detailed (can’t see the wood for the trees)

e They are ‘static’ in terms of the foreseen vulnerabilities or countermeasures,
whereas in reality information security is a fast-moving discipline

e They are inflexible or prescriptive

e They are proprietary, or rely on specific software packages.
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2 Requirements for SRA

Recognising these deficiencies, we decided to define our own method, Structured
Risk Analysis (SRA) that would address these issues.
What then were the requirements for SRA?

e Business context. The method must enable business people to take business deci-
sions in the real world, where there are other calls on resources, and not the
‘ideal” world of limitless resources to improve information security.

e  Technical grounding. The method must be rooted in ‘best practice’ for systems
analysis and design, with a defined place in the systems development lifecycle,
whilst not dependent on any particular techniques, methods or tools in this area.

e  Separation of concerns. The method must clearly distinguish between business
and technical concerns, and bring both together leading to a robust analysis.

e Support for quantitative analysis. While not appropriate in all circumstances, the
method must be capable of quantifying exposure to risk, in order to determine an
overall information security budget and the optimal allocation of that budget.

e ‘Tuneable’ analysis. It must be possible to control the level of detail of the analy-
sis, appropriate to particular corporate circumstances.

e Evolution. It must be possible for the method to evolve, for example to recognise
changes in methods of attack and countermeasures

e  Maintainability. It must be possible to generate a ‘living’ risk analysis model,
which will allow changing circumstances to be tracked without undue expendi-
ture.

e  Openness. It must be possible to use the method without payment of licence fees
or purchase of specific software.

3 How Does It Work?

3.1 Overview

Figure 1 below outlines the basic steps undertaken in order to carry out a successful
Structured Risk Analysis.

SRA builds on existing Systems Analysis methods and best practice to ensure that the
service and systems under consideration are represented clearly, in a way which is
understandable to stakeholders and hopefully in a manner that is consistent with the
rest of the organisation. This enables the results of the SRA to be viewed in an over-
all business context, allowing security decisions to be taken as part of a complete
picture of organisational structure, spend and development. These representations, or
service and system ‘models’ are then used to identify the threats and vulnerabilities
that exist within the system.
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Model
Service

Assess Assess
Threats Vulnerabilities

Identify
Countermeasures

Fig. 1. The basic steps undertaken during a Structured Risk Analysis

All the threats and vulnerabilities identified are then cross-referenced to ascertain
whether it is possible that a particular threat might be realised by a particular vulner-
ability. If this is possible, then we have discovered a real risk.

A number of factors are considered in order to help identify the extent to which
such risks expose the organisation to damage, leading to the selection of appropriate
countermeasures.

3.2 Understanding the Environment

In order to provide a complete picture it is important to understand both the service
being offered and the system via which this service is provided. The representation of
this understanding, through standard systems analysis modelling techniques, provide
the model service and model system that form the foundation of the SRA process.

The ‘Model Service’ process in Figure 1 identifies the information assets that the
service must manage. This is achieved by drawing up a Logical Data Structure (LDS),
to identify data entities, the keys that uniquely identify each instance of the entity, the
entities attributes, and the relationships between the entities. Ideally, an LDS will
have been produced during the system development process in the context of a struc-
tured method such as SSADM [2] or one of the flavours of the ‘Yourdon’ method [3].
We find that since an LDS can be presented as a set of tables, it is particularly suited
to review and discussion by a wide variety of stakeholders. Alternatively, an object
model can be derived if Object-Orientated Analysis (OOA) [4] is the preferred
method of analysis within an organisation. Whatever method is used, it is crucial that
the outcome represents ‘real world’ entities about which the system holds informa-
tion, and is uncluttered by any detail concerning the implementation. Therefore, even
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for a large information system, the number of such entities is usually limited to 20 or
so.

The ‘Model System’ process is used to understand the physical architecture of the
system within which this information is stored and manipulated. It must identify proc-
essing elements, networking elements and storage elements. Normally, such models
will be generated during the ‘system architecture’ phase of system development proc-
ess. The depth, or level of detail, of such a model is of course variable. In our experi-
ence, it is best to work (at least initially) at a high level, as long as the model is com-
plete at that level. In this way, the later stages of analysis will remain tractable and the
‘big picture’ will emerge. If necessary, particular features of the big picture can be
examined in greater detail later.

Sometimes obtaining the service and system models is straightforward, as the logi-
cal and physical architectures have been laid down as part of the overall design of the
system, and have been well adhered to during implementation. However this is not
always the case, and the key challenge at the start of any SRA is often producing
models that bridge the gap between the system an organisation thinks it has, and what
is actually in place.

As a final step before undertaking specific security analysis it is useful to construct
a cross-reference between the two models. This will identify for each data entity (or,
at a more detailed level, for each attribute), which physical system elements are re-
sponsible for its capture, processing, transmission and storage.

3.3 Assess the Threats

Threats are things that might damage the business or organisation providing the serv-
ice. This damage might be indirect, in the sense that most immediate loss might be in-
flicted on (say) a customer or employee. Threats are, in themselves, nothing to do
with the technology which provides the system. A threat might be ‘the reputation of
the business may be damaged by revealing sensitive customer information’. On the
other hand, ‘an attacker outside the building might eavesdrop on 802.11b wireless
traffic’ is definitely not a threat in SRA’s taxonomy. (As we shall see, it is a good ex-
ample of a ‘vulnerability’.)

It follows that threats are derived from the Service Model. This is done by exam-
ining every entity in the model from the familiar ‘CIA’ angles: confidentiality, integ-
rity and availability. For each entity, it is necessary to determine the worst conse-
quences of the loss of Confidentiality, Integrity and Availability. To do this it is
necessary to examine all entities for an attribute. For example, imagine a medical da-
tabase system. For the ‘patient’ entity, the attribute ‘HIV status’ might be most sensi-
tive from the confidentiality viewpoint, whilst ‘blood group’ might be most important
from the integrity viewpoint. However, rather than carry forward the security charac-
teristics of every attribute for every entity, it is generally more convenient to carry
forward the ‘worst cases’ for each of C, I and A, at the entity level. Thus if there are
IE information entities, the number of potential threats to carry forward in the analysis
is 3xIE).

Of course to perform this assessment, it is necessary to place the threat on some
kind of scale. The key factor here is the Damage, D, which would be inflicted on the
organisation by a single incident. Of course, this could be quantified fully and meas-
ured in pounds or some other currency. This is usually necessary in a commercial or-
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ganisation where it is required to derive a security budget which is proportionate in
terms of other potential use of funds. The direct cost is usually straightforward to es-
timate. However, indirect costs could predominate, for example the loss of custom
which might arise from unfavourable publicity, and the marketing effort required to
re-establish customer trust. The indirect costs are much harder to estimate. In some
cases, for example where human safety is concerned, it may be considered inappro-
priate to quantify D in hard cash (for example by putting a price on a human life). For
these reasons, in the interest of quickly identifying the big picture, we are often asked
to perform semi-quantitative analyses: for example D might be assessed on a three-
point scale: high, medium or low.

The second factor to assess for each threat is the Gain, G, which an attacker could
derive from making a threat a reality. Of course the first step to doing this is to iden-
tify what types of attacker might have something to gain. Once again, this assessment
could be made in hard cash (say if the most likely attackers are credit card fraudsters
or an unscrupulous business competitor) or in a less quantitative way (say if the at-
tackers are teenage hackers, motivated only by perverse self-satisfaction or kudos
amongst their ‘peers’).

3.4 Assess the Vulnerabilities

A vulnerability is a property of a system component, which might be exploited to
mount an attack. It has nothing to do with what that component might be used for in
any particular system, at any particular time. As with threats, the ‘CIA’ classification
is used, in this case to characterise the security properties of each component.

For each vulnerability, there are two properties to be considered. Firstly, the Cost,
C, to an attacker of exploiting the vulnerability must be assessed. In considering this,
it is important not only to include the marginal cost to a particular person of mounting
an attack, but also to gauge the total amount of resources which need to be deployed.
For example, an attack against a smart card chip might require a scanning electron
microscope such as might be found in a university electronics department. Although a
student might be able to gain access to such a device for minimal personal outlay, the
fact that specialist (and expensive) equipment is required serves to limit the opportu-
nity for an attack.

Secondly, the Likelihood, L, that an attacker will be caught during or after an at-
tack should be assessed. For example, an attack that can be mounted using web-mail
from a cyber-café, is much less risky for the attacker than breaking into an office (or
bribing an employee) to plant a line monitor.

3.5 Identifying and Assessing the Risks

At this point in any SRA we now have depressingly long lists of threats and vulner-
abilities to consider, but how many of them actually result in real risk to the organisa-
tion?

A threat presents no risk if it can never be realised, and a vulnerability only pres-
ents a risk if it can be exploited in a way that exposes an asset to a threat. Restated, a
real risk exists if an identified threat can be realised by a vulnerability.
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For a system managing IE information entities utilising SC system components, we
have potentially 3 x IE x SC risks. For most systems, not all components handle all
entities, so the cross-reference described above can be used to reduce the number of
combinations to be considered.

For each risk, we wish to identify the degree to which the organisation is exposed,
known as Exposure (E). This we take to be given by the Damage (D) done by any
single incident, multiplied by the Probability (P) of an incident taking place in a given
period:

E=D®P (1)

We use the symbol ® to denote a function that behaves like multiplication, to al-
low semi-quantitative approaches to be formulated. For example, if D or P is zero,
then so will E. We will see this in the worked example presented below. Clearly,
straightforward multiplication can be used when a monetary calculation is being per-
formed.

We will already have assigned a value for D; as we have seen it is a property of the
threat associated with the risk. How do we assess P? In SRA, we make the assump-
tion that the probability of an attack being carried out is proportional to the attacker’s
expectation of gain. This we define to be the Profit (Pr) he might derive from a par-
ticular attack multiplied by the probability that he is not caught (PNC).

P =Pr® PNC 2)

Pr is calculated from the attacker’s gain (G) and his costs (C). Using the same
symbolic convention as before:

Pr=GEC 3

where the symbol Z is used to denote an operator with similar properties to ‘minus’
(and which is ‘minus’ in the fully quantitative case). Notice that G and C are already
known: they are properties of the threat and vulnerability respectively.

Of course PNC is just the inverse of the likelihood that the attacker will be caught:

PNC=1EL 4)

Notice that L is defined as a property of the vulnerability. We have now defined
the exposure to each risk in terms of basic properties of the threat (damage to organi-
sation and gain to the attacker) and vulnerability (cost to the attacker and his prob-
ability of being caught). When applied to every risk, we can generate an ordered list
of information security risks. When the analysis is fully quantitative, the exposure to
each risk can be compared to other types of risks run by the organisation.

3.6 Countermeasures

For the greatest risks, the organisation will wish to select countermeasures to reduce
its exposure. Countermeasures can be technical (for example, the use of encryption to
protect a communications link) or procedural (for example, the implementation of
dual controls) or physical (for example better locks on doors). A countermeasure usu-
ally acts to reduce a vulnerability: either by increasing the attacker’s cost or increas-
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ing the chance that he is caught. Given new estimates for these characteristics, the
new (reduced) exposures can be calculated. In the fully quantitative case, it can be
checked that the selected countermeasures fulfil the organisation’s standard ‘rate of
return’ criteria. Where no suitable countermeasure exists, insurance can be consid-
ered. Insurance is generally specific to a threat rather than a vulnerability; but the un-
derwriters will of course be interested to know how each threat might be realised. In
any case, we believe that presentation of a thorough SRA will help underwriters to
provide competitive premiums.

4 Worked Example

The following is a worked example of the application of SRA and is provided for il-
lustrative purposes only. In this example, a hypothetical service whereby an organi-
sation offers its customers up-to-the-minute company share price and business news
via satellite broadcast.

No information service serves any other purpose than to make information which is
both accurate and timely, available to legitimate users only. If the information is not
accurate or timely, or is made available to people with no right to access the informa-
tion, then the system has been in some sense subverted.

Therefore, to understand the threats which apply to the service, it is essential to
have a model of exactly what information the service is designed to maintain. A Logi-
cal Data Model contains the following elements:

e Entities, usually a ‘real-world’ item, which can be distinguished from other entities
of the same type, for example ‘person’.

e Attributes, which are a property of an entity, for example ‘eye colour’ or ‘height’

e Relationships, which are links between entities.

In practice, it is the one-to-many relationships that are most important to data mod-
elling. A one-to-one relationship is trivial, and indicates that the two entities can
really be considered as one. Many-to-many relationships are complex and should be
analysed further. They can always be resolved into two one-to-many relationships via
a ‘link entity’. Figure 2 and Table 1 identify the Information Entities used in our ex-
ample, the relationships between then and their key attributes.

For the purposes of this paper an extremely simple model is used, one that assumes
that all ‘Customers’ receive the same generic service and get data relating to all listed
‘Companies’. Also it has been assumed that the ‘Price Report’ and ‘News Report’ en-
tities are so similar in terms of the types of threat they may be exposed to and how
they are physically processed, that they are considered as one data entity, ‘Company
Report’.

The Service model is used to produce a Threat Catalogue identifying each threat,
the damage its realisation would cause the organisation, and the maximum gain that
any attacker could achieve. In some cases it is important to fully quantify the damage
and gain as part of a budget allocation process. In this worked example a semi-
quantitative assessment of the impact of a realised threat is used, based on a three-
point scale of ‘High’, ‘Medium’ and ‘Low’.
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Fig. 2. Logical Data Model of Service

Table 1. Information Entities

Entity Major Attributes

Customer Customer ID
Customer Name

Company Company ID
Company Name
Company Report Company ID
Date
Time
Price/News Item

This worked example is merely an illustration of how SRA is performed, and not a
definitive statement of risk in such a system. Indeed it may be that the reader dis-
agrees with the values allocated in this example. If this is the case, the value of such a
structured approach becomes all the more clear, as it can be seen how simple assess-
ments can be altered, and the effect rippled through the whole process to show the ul-
timate impact a small change has on the exposure of the organisation to risk.

Figure 3 shows the processing nodes, network links and data storage devices used
within our example system. Each of these physical entities is considered in turn to
produce a vulnerabilities catalogue such as that shown in Table 3. For the purposes of
this simple example, the News Wire/Price Feeds are considered to have the same vul-
nerabilities, as are the Price Server, News Server and Broadcast Engine. Also the Sat-
ellite itself and broadcast receivers are not considered within this example, however,
depending upon the implementation (e.g. is the broadcast receiver provided to the
customer as part of the service?) these may require further attention if this were a real
SRA.
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Information Threat Type Damage (D) Gain (G) Likely
Entity Attacker
Customer Confidentiality Medinm Medinm Business Rival
Customer Integrity Medium Low Hacker
Custlomer Availability Medium Low Business Rival
Company Confidentiality Low Low Hacker
Company Integrity High Low Business Rival
Commpany Availability Medium Low Hacker
Company Report  Confidentiality Medinm Medinm Business Rival
Company Report  Integrity High High Market Ma-
nipulator
Company Report  Availability High Low Hacker
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Vulnerabilities are associated with the data links and processing nodes defined in
the physical model. In both cases, they are categorised to correspond with the three
different classes of generic threat—to confidentiality, integrity or availability.

For each vulnerability, the cosl to the attacker of exploiting the vulnerabilily, and
his probability of being caught are estimated. As with the damage and gain parame-
ters associated with threats, these are given on a three point scale —high, medium and

low.

For cosl, these have the following definitions:

e HIGH - requires the resources of medium or large corporation, or organised crime

syndicate
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e MEDIUM - requires the resources of a small corporation or criminal gang
e LOW - within the resources of an individual hacker.

For the probability of the attacker being caught, the following definitions apply:

e HIGH-0.5t0 1.0
¢ MEDIUM -0.2t0 0.5
e LOWO-1t00.2.

In this example, it is assumed that no special security precautions are taken. Ap-
propriate precautions will be derived following the risk analysis, when considering
economic counter measures.

Table 3. Vulnerabilities catalogue

Physical Entity Vulnerability Cost to Likelihood of
attacker capture
Price Feed/News Wire Confidentiality = Medium Low
Price Feed/News Wire Integrity Medium Low
Price Feed/News Wire Availability Low Low
Back Office Systems Confidentiality =~ Medium Medium
Back Office Systems Integrity Medium Medium
Back Office Systems Availability Medium Low
LAN Confidentiality =~ Medium Low
LAN Integrity Medium Low
LAN Availability Low Low
Satellite Dish Confidentiality = Medium Low
Satellite Dish Integrity Medium Low
Satellite Dish Availability Low Medium
Uplink/Broadcast Channel ~ Confidentiality = Medium Low
Uplink/Broadcast Channel  Integrity Medium Low
Uplink/Broadcast Channel  Availability Medium Low

Once Threats and Vulnerabilities have been catalogued, the risk analysis finds ar-
eas where vulnerabilities of the system can be exploited to realise a business threat,
and ranks each such risk in terms of exposure.

As a precursor to this analysis, a cross-reference (e.g. Table 4) needs to be built
between the logical and physical models defined earlier. This cross-reference shows
which information entities are handled (i.e. stored, processed or transmitted) by which
system components.

For each valid combination of entity and component, risks are identified (classi-
fied, as usual, by confidentiality, integrity and availability) from the corresponding
threats and vulnerabilities. The severity of each risk is calculated as follows:
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Table 4. Service/System model cross reference

INFORMATION
CROSS ENTITIES
REFERENCE &
i > | &
g s 2=
g g‘ S 0
: | | E=
@) @) 8
vy | Price Feed/ News Wire 9 = S
7 | Back Office Syst F Y
ac ice Systems
é % LAN F ¥ ¥
28 SIS
> | Satellite Dish
O | Uplink/ Broadcast Channel \.5% {b {b

Firstly calculate the ‘profit’ to an attacker (Pr) as defined in Equation (3) previ-
ously. In a semi-quantitative analysis, such as this example, Pr can be calculated us-
ing a lookup table:

Table 5. Attacker Profit lookup table

ATTACKER ATTACKER GAIN

PROFIT HIGH MEDIUM LOW
Eé HIGH Low Negligible Negligible
M
SC) 8 MEDIUM Medium Low Negligible
= O
H
< LOW High Medium Low

This amounts to subtraction of the cost from the gain to calculate the profit.

Next Assess the probability that an attack will take place (P), as defined in Equa-
tions 2 and 4.

This amounts to multiplying the attacker profit by the likelihood that he does not
get caught in committing the attack.

This then enables us to construct a Risk Catalogue, where each valid combination
of entities and components on the model cross-reference (Table 5) is assessed once
again under the three categories of Confidentiality, Integrity and Availability.
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Table 6. Attack Probability lookup table

ATTACKER PROFIT
ATTACK
PROBABILITY
HIGH MEDIUM LOW

Z E HIGH Low Negligible Negligible

S5

Eﬂ) % MEDIUM Medium Low Negligible

= /M

B O

A LOW High Medium Low

Table 7. Risk Catalogue
Entity Component Attacker Attack Damage
Profit (Pr) Probabil- (D)
ity (P)
CONFIDENTIALITY
Customer Back Office Systems Low Negligible = Medium
Customer LAN Low Low Medium
Customer Satellite Dish Low Low Medium
Customer Uplink/ Broadcast Channel Low Low Medium
Company Price Feed/News Wire Negligible Negligible Low
Company Back Office Systems Negligible  Negligible Low
Company LAN Negligible =~ Negligible Low
Company Satellite Dish Negligible Negligible Low
Company Uplink/Broadcast Channel =~ Negligible = Negligible Low
Company Report Price Feed/News Wire Low Low Medium
Company Report Back Office Systems Low Negligible = Medium
Company Report LAN Low Low Medium
Company Report Satellite Dish Low Low Medium
Company Report Uplink/Broadcast Channel ~ Low Low Medium
INTEGRITY

Customer Back Office Systems Negligible ~ Negligible = Medium
Customer LAN Negligible Negligible = Medium
Customer Satellite Dish Negligible  Negligible = Medium
Customer Uplink/Broadcast Channel =~ Negligible  Negligible = Medium
Company Price Feed/News Wire Negligible =~ Negligible High
Company Back Office Systems Negligible = Negligible High
Company LAN Negligible = Negligible High
Company Satellite Dish Negligible Negligible  High
Company Uplink/Broadcast Channel =~ Negligible =~ Negligible  High
Company Report Price Feed/News Wire Medium Medium High
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Entity Component Attacker Attack Damage
Profit (Pr) Probabil- (D)
ity (P)
Company Report Back Office Systems Medium Low High
Company Report LAN Medium Medium High
Company Report Satellite Dish Medium Medium High
Company Report Uplink/Broadcast Channel =~ Medium Medium High
AVAILABILITY
Customer Back Office Systems Negligible =~ Negligible = Medium
Customer LAN Low Low Medium
Customer Satellite Dish Low Negligible = Medium
Customer Uplink/Broadcast Channel ~ Negligible = Negligible = Medium
Company Price Feed/News Wire Low Low Medium
Company Back Office Systems Negligible ~ Negligible = Medium
Company LAN Low Low Medium
Company Satellite Dish Low Negligible = Medium
Company Uplink/Broadcast Channel ~ Negligible = Negligible = Medium
Company Report Price Feed/News Wire Low Low High
Company Report Back Office Systems Negligible =~ Negligible High
Company Report LAN Low Low High
Company Report Satellite Dish Low Negligible  High

Company Report Uplink/Broadcast Channel ~ Negligible = Negligible High

Finally exposure to the risks is calculated by combining the Damage (D) (a func-
tion of the threat) with the attack probability:

In essence, the Damage is multiplied by the Probability of attack to generate the
Exposure. It is exposure that is the key to aiding Organisations in making business
decisions as to how they can make their systems economically secure. Table 6 indi-
cates the Risks that open up our example service to medium or high exposure. The
interesting point of note from this process is that the confidentiality of the data is
relatively unimportant, as the kind of customer that requires this service is unlikely to
go to the trouble of tapping it for free, as they can well afford the fees charged con-
sidering the value of the information to them. The integrity of the information pro-
vided about companies to customers is shown to be vitally important, as any actions
taken on incorrect information from this trusted source is bound to have serious re-
criminations, both in monetary terms and in terms of reputation. In addition, false in-
formation inserted by an attacker could be used to create a false market, which is
likely to lead to recriminations from financial regulatory bodies.

5 Conclusions

Before describing the SRA method we listed the requirements that such a methodol-
ogy should meet to be truly valuable as a risk assessment tool. Now let us consider
how SRA meets these requirements.
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Table 8. Exposure lookup table

DAMAGE (D)
EXPOSURE
HIGH MEDIUM LOW

oY HIGH Extreme High Medium

— O

3 2

i% E MEDIUM High Medium Low

o

& O LOW Medium Low Slight

Table 9. Greatest Exposure

Entity Component Risk Type Exposure
Company Report  Price Feed/News Wire Integrity High
Company Report ~ Back Office Systems Integrity Medium
Company Report  LAN Integrity High
Company Report  Satellite Dish Integrity High
Company Report ~ Uplink/Broadcast channel  Integrity High
Company Report  Price Feed/News Wire Availability Medium
Company Report  LAN Availability Medium

e  Business context. By providing the means for quantifying the exposure a particu-
lar risk opens an organisation up to, SRA enables business owners to make in-
formed decisions as to whether the benefits of security measures justify their ex-
pense.

e Technical grounding. SRA uses existing systems analysis techniques to ensure
the information service, and the physical system via which it is delivered are
completely and openly defined.

e Separation of concerns. By separately considering the logical service to identify
threats, and the physical architecture to identify vulnerabilities, SRA enables
technical and business issues to be considered clearly and separately before the
results are cross-referenced to identify where they combine to present a risk.

e Support for quantitative analysis. Depending on the information available, the
time for analysis and the complexity of the system, SRA enables empirical esti-
mations of cost in order to allow determination of an overall information security
budget and the optimal allocation of that budget.

e  ‘Tuneable’ analysis. Implementing SRA need not be a massive undertaking. De-
pending on corporate size, circumstances and budget, performing such an analy-
sis, even on simple high-level models of system and service, will provide some
shape and direction to security expenditure and focus.
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e  Evolution. As the foundation of the method is based upon best practice in the
field of systems analysis it is possible for SRA use the most appropriate tech-
niques to model the logical service and the physical system, as such practice
evolves and improves. Also because the method is not based on static logic (e.g.
in a proprietary software package) but relies on the real knowledge and experi-
ence of real people, this enables dynamic response to advances in IT in general
and IT security in particular.

e  Maintainability. One of the benefits of performing a Structured Risk Analysis in
this way is that when services and systems change, it is possible to tweak the
models and see whether simple changes to information models, or physical ar-
chitecture, effect the exposure to risk faced by the organisation.

e  Openness. SRA is based on a unique combination of open standards in the area of
systems analysis and security, requiring no payment of licence fees or purchase
of specific software.

Security controls, and the actual dangers presented by the risks these controls are
introduced to protect against, are fundamental to the economic success of an IT sys-
tem. It is common sense, therefore, to give the deployment of such security controls
the same sort of rigorous analysis and consideration as other areas of systems analysis
and design. Such a statement is hardly controversial, however, the fact remains that
quantifying risk is not easy, and is, therefore, often put aside in favour of more easily
defined and controlled economic factors, such as development cost and revenue re-
turn.

SRA provides an approach that allow the same disciplines of structure and objec-
tive observation that are well established in other areas of systems analysis and design
to be applied to security, thus placing security costs and savings on a level playing
field with other factors that can effect the ongoing success of an information service.

As indicated in the introduction of this paper, we believe the key to taking optimal
decisions in all these areas is to understand the risks to which the organisation is ex-
posed by doing nothing, and the degree to which these could be mitigated by the de-
ployment of particular countermeasures.

We believe SRA gives business owners the information they need to make truly in-
formed decisions about the security, viability and future direction of their Information
Systems.
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Abstract. The broad adoption and increasing reliance on computing and
communication systems in applications domains such as health services,
insurance, telecommunication and direct marketing leads to the creation,
collection and processing of enormous amounts of persona data. Responding to
this development, international bodies, the European Union and various
countries established personal data protection laws and Authorities to regulate
and control their application. The legal framework imposes the taking of
appropriate security measures, that may be different compared with those
specified by data controllers based on their business needs, since personal data
are assets with, possibly, different values for the data subjects and the
controllers. In this paper, we propose a security controls selection model, that
supports data controllers in their effort to methodologically choose security
measures compliant to privacy protection laws being in force. Also, we propose
a process to assess (methodologically) the privacy protection requirements
according to the related lega provisions and the selected and implemented
security controls.

1 Introduction

Emerging computer and communications technologies have radically altered the ways
in which the communication and exchange of personal data is performed. These
technologies offer many advantages, such as speed or efficiency, but there also arise
many questions related to the protection of personal information traversing the global
communications infrastructure. The transmission of vast quantities of personal data
within seconds across national frontiers and indeed across continents in combination
with the threats they are exposed to, such as traffic analysis and user profile creation
has made it necessary to consider privacy protection.

Advances in information technology and the Internet have changed the way that
companies conduct business. Over the past decade, there has been unprecedented
growth in the ability of organizations to create, collect, analyze, combine and
disseminate personal data. The telecommunication and mobile communication
industry, insurance, direct marketing and health companies are processing an ever-
increasing volume of personal data. Computers store and exchange enormous
amounts of personal information, such as medical data and financial data.

G. Davida, Y. Frankel and O. Rees (Eds.): InfraSec 2002, LNCS 2437, pp. 104-114, 2002.
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Data subjects (users, consumers, etc) expect their personal data to be protected and
their privacy to be respected by the organizations (data controllers) they conduct
business with. On the other hand, data controllers have realized that protecting
personal data and developing data subject’s trust promise to become a competitive
advantage. Thus, protecting privacy has become a new businessimperative.

Privacy protection laws were enacted in many countries in the last three decades.
They have been introduced to regulate the processing of personal data and to prevent
what are considered to be privacy violations, such as unlawful storage or storage of
inaccurate personal data and abuse or unauthorized disclosure of personal data. In
addition to national data protection laws, several legal instruments related to privacy
protection have been adopted at an international level. Among the most influential are
the European Union’s Directives 95/46/EC and 97/66/EC, the Council of Europe's
Convention of the Protection of individuals with regard to Automatic Processing of
Personal Data, and the OECD’s Guidelines Governing the Protection of Privacy and
Transborder Flows of Personal Data[3,4].

Therefore, data controllers are obliged to respond to privacy protection
reguirements imposed by the above-mentioned legidation. Specifically, these laws
impose obligations to data controllers, which relate to the secure processing of
personal data through the selection of the appropriate set of security controls, so that
the desired protection of personal datais achieved.

The aim of this paper is twofold. The first objective is to propose a privacy
protection model to support data controllers in their effort to respond to the
requirements of the laws. This will be achieved through the selection of an
appropriate set of security controls that will meet both the legal privacy protection
requirements and any particular requirements of the data controllers regarding the
processing of persona data. The second objective of the paper is the evaluation and
certification of the selected security controls in order to enhance confidence that an
acceptable level of privacy protection has been achieved. If the security controls are
evaluated as meeting the privacy protection requirements imposed by the legislation
then trust is established that the data controller has implemented privacy in this
rapidly changing, information-driven economy. Thus, the proposed privacy protection
and security evaluation model aims at instilling confidence and assurance that an
appropriate set of security controls has been identified and implemented for the
protection and secure processing of personal data.

The selection and evaluation processes reflect the auditing practices followed by
the Hellenic Data Protection Authority regarding the compliance of data controllersto
Greek and European legal framework. The models proposed are concerned with
security issues from the perspective of privacy protection. They can be integrated in
the overall approach of a data controller for the formulation of a complete security
plan.

The paper is organized as follows. In the second section, the privacy protection
requirements imposed by the legal framework are analyzed. The third section is
devoted specifically to the analysis of the requirements of the security principle. In
the fourth section the security controls selection model is presented. In the fifth
section the evaluation model is briefly presented. Finally, the paper is concluded.
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2 Privacy Protection Requirements

According to European data protection legidation, every organization has an explicit
obligation towards the protection of personal data. Data controllers processing
personal data have to demonstrate that they have implemented an effective approach
with respect to their own IT security arrangements as far as the secure processing of
personal datais concerned.

The data protection laws are based on the principles of lawfulness and fairness,

minimality, purpose specification, accuracy, anonymity, security, individual
participation and accountability. These principles are analyzed as follows:

Principle of lawfulness and fairness. personal data should be gathered by fair and
lawful means. Unfair or unlawful collection may result in business loss and
deceptive business practices.

Principle of minimality: the amount of personal data collected should be adequate,
relevant and not excessive in relation to the purposes for which they are collected
and/or further processed. The collection of persona information should be limited
only to those that are necessary for the fulfillment of the purposes identified by the
data controller. A connection should be established between the persona data
collected and the purposesidentified for collecting information.

Principle of purpose specification: personal data should be collected for specified,
explicit and legitimate purposes and not be further processed in ways incompatible
with those purposes. The identification of the purposes for which personal data is
needed is a critical step in defining the kinds of personal data that should be
collected and processed for the fulfillment of the activities of the organization. The
data processing purposes should be defined according to the context of the business
and the reasons for collecting information should be well documented and
legitimate. Failure of a data controller to identify the purposes for collecting
personal data will make it difficult to adequately manage the effective and lawful
processing of personal data.

Principle of accuracy: personal data should be accurate and up to date. Inaccurate
or incomplete data should be erased or rectified The identification of the degree of
accuracy, completeness and timeliness of data should be considered according to
the requirements of the identified data processing purposes.

Principle of anonymity: personal data should be preserved in aform, which permits
identification of the data subjects for no longer than is required for the purpose for
which those data are stored. This principle imposes responsibility on data
controllers to retain personal information only as long as it is needed for the
fulfillment of the identified purposes.

Principle of security: appropriate security measures, technical and organizational,
should be taken to protect persona data from unintended or unauthorized
disclosure, destruction or modification.

Principle of individual participation: data subjects should be informed of the
information held on them by data controllers, should be given the right to access
and the right to rectify, erase or block this information concerning them, if it is
inaccurate or misleading. This principle allows users to exercise control over their
personal data and be able to correct inaccurate or incomplete information.
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e Principle of accountability: entities responsible for processing of personal data
(data controllers) should be accountable for complying with the above principles.
This principle focuses on identifying and assigning responsibility for compliance.
Appropriate accountability will ensure effective implementation, policy
development, adherence, evaluation, and refinement of privacy protection
throughout the organization. Privacy policies and practices need to apply to al
personal datain the custody of the data controller.

The above principles congtitute the privacy protection requirements of the
legislation and define aregulatory framework for the protection of personal data. Data
controllers must comply with the privacy protection requirements and implement
privacy protection based on them.

3 Security Principle Requirements

The main security obligations are outlined in the security principle. This principle
clearly defines that appropriate security measures, both technical and organizational,
should be taken by the data controller for the protection of persona data against
accidental or unauthorized destruction or accidental loss as well as against
unauthorized access, alteration or dissemination.

According to data protection laws based on the Directive 95/46/EC [3], the
obligations of the data controller regarding the secure processing of personal data are:
1. Establishment of the appropriate security standards and procedures. Without

appropriate security measures, unauthorized parties (both within and outside an
organization) may be able to access, use, copy, disclose, alter and destroy the
personal data of the data controller. Such action could create significant harm to
the individual to whom the data relates, as well as potentia liability for the data
controller. Without appropriate access controls mechanisms, unauthorized
individuals may access personal data for unauthorized purposes. Without
appropriate audit trails for access to personal data, security breaches may not be
detected and remedied. Furthermore, data controllers are obliged to periodically
assess the security of their information and communication infrastructure
considering the security technology evolution. The establishment of organizational
measures is related to security management and to allocation of resources to
security, the identification of roles and responsibilities, the establishment of rules
ensuring compliance with the security procedures.

2. Selection of personnel based on their skills and ethics and the provision of
appropriate training in security issues: there is a requirement for computer security
awareness training for personnel at all levels throughout the organization. Training
should focus into making them aware of the security and privacy protection
requirements and to prevent them from making unnecessary errors and to make
them aware of their responsibilities for security. On going educational, awareness
and training programs should be put in place within the organization. A third factor
affecting personal reliability indicates the establishment of a work environment,
which meets health and safety standards.

3. Management of outsourcing contracts and the selection of a processor according to
the technical and organizational security measures governing the processing. The
security and organizational measures that should be taken by the processor
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correspond to those implied by the security principle, and are equivalent to those
imposed to data controller. Furthermore, the processor is contractually obliged to
process personal data only on instructions of the controller and to take the required
staff-related precautions. The parts of the contract or the legal act relating to data
protection and the requirements relating to the technical and organizational
measures should be in writing or in another equivalent form.

4. Whenever persona data are transferred outside Europe, the data controller must
consider the security measures taken and the legislation concerning data protection
in the country or territory where the data are transferred.

Consequently, the selection of the appropriate set of security controls meeting the
privacy protection requirements imposed by the data protection legidation is
imperative for the protection of personal data. The appropriate security measures must
be selected and implemented so that an acceptable level of privacy is achieved.

4 Security Controls Selection Process

The selection of an appropriate set of security controls to provide an adequate level of
privacy protection is of major importance and difficulty. It may be accomplished
through the exercise of a risk assessment strategy. Following a risk assessment
exercise, security controls are identified to reduce risks to an acceptable level, based
on the value given to the assets of an organization.

However, in the case of the protection of persona data, the value of personal data
and the risks associated with them are appraised differently according to the relation
of personal datato the party valuing them. Users, usually, place greater value to their
personal data than the data controllers, who are, probably, more interested in
processing personal data for conducting business. Users are not willing to overlook
the failure of a data controller to protect their privacy.

Therefore, a risk assessment exercise should be performed in case the objective of
an organization is unique and specific issues and risks need to be addressed. Also, a
number of baseline control manuals are available that can be used for the selection of
an appropriate set of security controls. For example the 1SO security standard (1SO
17799) constitutes a comprehensive reference document for identifying a set of
security controls that will meet the security requirements of the majority of
organizations across al functional domains. Furthermore, the Common Criteria (CC)
standard, which addresses protection of information from unauthorized disclosure,
modification or loss of use and is, also, applicable to non-human threats, can be used
for the selection of the appropriate security controls. Additionally, sample security
plans can be used for this process.

Baseline security supports the selection of a set of security controls, which will
provide good protection against most threats and under most circumstances. However,
baseline manuals provide little guidance on how to determine the set of controls to
provide adequate security for the particular business situation or according to legal,
regulatory requirements.

The security principle of the data protection law states that the data controllers so
as to protect the personal data in their custody should adopt appropriate security
measures, technical and organizational. Also, the security of their information and
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communication infrastructure should be accessed considering the security technology
evolution and the business dependency on information technol ogy.

Therefore, we propose a model for the selection of the most appropriate set of
security controls that will satisfy the privacy protection requirements regarding the
secure processing of personal data. Baseline manuals, the CC standard, sample
security plans, possibly, in combination with the findings of risk assessment
exercises, support the selection of the security controls

Our proposed security controls selection model is depicted in Figure 1.

The principle of purpose specification serves as the axis of the selection model.
Thus, the first step of the model is to identify the purposes for which the data
controller collects and processes personal data, according to the range of activities of
the organization. The result of this step identifies the data processing purposes of the
data controller.

According to the principle of purpose specification, personal data should be
collected and processed for legitimate purposes only. However, non-legitimate
purposes may be identified at this step of the model. In such case the non-legitimate
purposes are removed and the steps of the model are repeated for each legitimate data
purpose of processing. At this point it is worth mentioning that the purposes of
collecting and processing personal data for security reasons, such as auditing and
logging, are legitimate. Such data processing purposes should, also, meet the privacy
protection requirements of the legidation.

In the next step, the personal data or categories of personal data, whose processing
is necessary for the fulfillment of the identified data processing purposes, are defined.
The identification of the personal data corresponding to each data processing purpose
is based on the application of the principles of lawfulness and fairness and the
principle of minimality.

In the following step, the protection degree of personal data corresponding to each
data processing purpose is identified based on the privacy protection requirements
imposed by the data protection legidlation and any particular privacy requirements
deriving from the activities of the organization. For each purpose specification and the
corresponding data the privacy protection principles accuracy, anonymity, individual
participation and accountability are applied so that a specific (concrete) privacy
protection requirements set is defined. The concrete privacy protection requirements
set includes the identification of the law compliant operations that can be performed
on personal data for the fulfillment of the specific data purposing purpose, the sources
(origins) for collecting personal data and the recipients to whom the personal data are
disclosed and communicated. Furthermore, the identification of the time period
during which it is intended to conduct the data processing operations on the personal
data, the interconnections of the personal data, the staff members that are responsible
for the processing of personal data and accountable for compliance with the
established privacy principles.

The next step involves the application of the security principle for the selection of
the appropriate security controls from one or a combination of baseline manuals, the
CC standard, sample security plans and the findings of risk assessment exercises. The
security controls are selected according to the concrete privacy protection
requirements. The security principle is specifically applied in this step so that the
security controls selected are the appropriate ones to assure the law provisions
regarding data disclosure, destruction and modification, both in technical and
organizational domain. The computational and telecommunication infrastructure of
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the organization is taken into consideration in this step so that the security controls
selected are in accordance with the existing infrastructure, the procedures in operation
and the possible security-related technol ogical solutions.

The technical control requirements of the security principle range from
authentication, integrity, access control mechanisms, confidentiality, accountability
and digital signature creation and verification to privacy-enhancing requirements such
as anonymity, pseudonymity, unlinkability and unobservability. To organizational
control requirements belong among others security and privacy protection planning
and strategy, security and privacy policy creation and maintenance and disaster
recovery and business continuity planning.

Additionally, the selection of the appropriate security controls is based on the
requirements regarding staff selection and security and privacy related training and
the possible outsourcing contracts, in case the data controller involves third entities
for the collection and processing of personal data. Finaly, possible transfers of
personal data outside European Union should be considered with respect to the
security measures taken and the legislation concerning data protection in the country
or territory where the data are transferred.

The security controls selected along with the privacy protection requirements
determine the privacy protection profile corresponding to each data processing
purpose. Thus, the privacy protection profile defines a set of appropriate privacy and
security requirements and objectives. The privacy protection profiles should guide the
eventual product selection and evaluation. The model steps are repeated so that a
privacy protection profile is determined for al the processing purposes of the data
controller.

Finally, the last step refers to a periodical monitoring of the security publications
and vulnerability analysis and generally of technological solutions and advances that
should be considered so that privacy protection profiles and implementations are
adjusted properly.

The following example will contribute to the clarification of the model. The data
processing purposes of a hospital may include, among others, the provision of health
services, the administration of personnel and the notification of infectious diseases to
the authorities responsible for monitoring such diseases. Each of these purposes has
certain privacy protection requirements regarding the secure processing of personal
data, which dictate the adoption of different security controls. To the personal data for
the purpose of administration less strict security controls may be applied in
comparison to the personal data for the purpose of providing heath services.
Furthermore, to the personal data of the third purpose the control of anonymity should
be applied when transmitted to the authorities monitoring infection diseases.

Therefore, the data processing purposes have different privacy and security
requirements even if some of them are processing the same persona data. Thus, the
privacy protection profile corresponding to a processing purpose is determined based
on the privacy protection principles of the legislation and the privacy requirements
both of the business and the specific data processing purpose.
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Fig. 1. Privacy Protection Model

5 Privacy and Security Evaluation Process

In order to gain confidence that the data controller has achieved the desired level of
privacy protection, an evaluation of the security controls selected and implemented
should be performed based on some security standard [5, 6]. The Common Criteria
(CC) standard provides a flexible evaluation framework that can deal with security
and privacy protection requirements. It provides a common set of requirements for the
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security functions of products and systems and for assurance measures applied to
them during a security evaluation. The evaluation process establishes a level of
confidence that the security functions of products and systems and the assurance
measures applied to them meet these requirements.

Thus, the evaluation of the selected and implemented security controls will take
place against the CC standard in order to ensure that an appropriate set of security
controls is identified, that the selected controls are indeed adequate to satisfy an
acceptable level of security and privacy protection and that these controls are properly
installed and operated. The evaluation of the privacy protection requirements will be
based on the privacy protection principles discussed on the previous sections.

Our proposed privacy and security evaluation model is depicted in Figure 2. It is
based on a two-stage evaluation process. The privacy protection profile is examined
against both the privacy protection requirements and the selected security controls.
The model steps are repeated for each data purpose of processing.

In the first step of the model the privacy protection level of each data processing
purpose is examined as complying with the legal provisions of the privacy protection
principles. The principles of purpose specification, lawfulness and fairness,
minimality, accuracy, anonymity, individual participation and accountability are
checked with respect to the collection and processing of the personal data
corresponding to each data processing purpose.

In the next step of the model the selected and implemented security controls of the
privacy protection profile are assessed with respect to CC-based security functional
and security assurance requirements. The principle of security is checked regarding
both the technical and the organizational control requirements of each data processing
purpose.

In the final step of the evaluation process tests are carried out to ensure that the
selected technical and organizational security controls are permanently in operation
and that all operational procedures are adhered to. Furthermore, penetration tests
should be used to determine whether the security controls implemented are adequate
to protect from known vulnerabilities. [8]

The successful completion of the evaluation process ensures trust regarding the
privacy protection of the data controller and may lead to a certification. In case the
evaluation process fails, corrective actions should be taken according to the problem
determined. The security and privacy policy and the privacy protection profiles may
be revisited and the security controls selection model may be repeated.

6 Conclusion

In this paper, we proposed a security controls selection model, that aims at
methodologically supporting data controllers to comply with privacy protection laws.
This model reflects the security auditing practices followed by the Hellenic Data
Protection Authority in its efforts to evaluate and probably approve the privacy
protection degree achieved by data controllers. The model uses as an axis of the
selection process the processing purpose dictated by the data controller’s business
activities. The data controller’s practices regarding creation, collection, processing
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Fig. 2. Privacy and Security Evaluation Model

and communication of persona data are determined in the light of the privacy
protection law principles lawfulness and fairness, minimality, accuracy,
anonymity,security, individual participation and accountability. The concrete privacy
protection requirements comprise the input to the next step of the methodology along
with a security baseline manual, the computation and communication infrastructure
and existing vulnerabilities and security solutions resulting to a detailed set of security
controls (privacy protection profile) for each processing purpose. The fina step of the
model anticipates the periodical reviewing and modification of the protection profiles
according to new vulnerability analysis results and technological security solutions.
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Furthermore, we, also, proposed a security and privacy evaluation model, which
takes as input the privacy protection profile that is the output of the final step of the
security controls selection process. This model is repeated for all the data processing
purposes of the data controller. It examines both the privacy protection requirements
of the privacy protection profile and the selected and implemented security controls.
Evaluation of the privacy protection level of personal data corresponding to the data
processing purposes is based on the privacy protection principles of the legislation.
Evaluation of the selected and implemented security controlsis based on the Common
Criteria standard regarding both the security functional and assurance related
requirements. The final step of the model evaluates the selected security controls for
operation. In case the evaluation is completed successfully trust is established
concerning the level of privacy protection of the data controller, otherwise corrective
actions should be taken.
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Abstract. We present a protocol that enables mobile clients to be authenticated
and authorized in data networks that are deployed in public places otherwise
referred to as hotspots! The three key elements of a hotspot network are the
mobile client, the hotspot server and the service provider. A mobile client is any
device that can be used to access the internet. The hotspot server isanodein the
data network that is a bridge between wireless clients and wired broadband
network. The service provider is an entity that has an existing service
relationship with the client and the hotspot server. The protocol discussed in
this paper shows how three parties. Client, hotspot server and the service
provider come together in a mutually un-trusted environment, authenticate each
other and upon authentication exchange authorization tokens that are used in
subsequent service requests. The most common use of this protocol is for
clients to gain internet connectivity in public places, specifically in hotspots.
The hotspot server provides the equivalent of cellular network roaming
functionality. The service provider allows added featuresto its clients.

1 Introduction

Mobile access to the web is rapidly growing in popularity. You see people accessing
the web at airports, coffee shops, malls etc. Internet connections are being made
available in more and more public places. There are several reasons for the sudden
growth of wireless access to the web in public places. One of the reasons is the
standardization of the wireless local area network (WLAN) around the 802.11b. This
standard referred to as Wi-Fi operates at speeds up to 11 Mega Bits per second. As a
result of this standardization there has been an explosion of wireless devices equipped
with WLAN access cards. The cost of wireless networks is coming down and they are
easier to set up than awired network.

By year-end 2007, 60 percent of the population in the U.S. and Europe will carry
wireless devices, according to a recent Gartner report. By 2010, the percentage will
leap to 75 percent.

Even though the public wireless networks are seeing rapid growth, they are not in the
mainstream yet. The public wireless networks are mushrooming along different lines
a) An individual deploying their own access point and making it available for public
use b) Companies trying to build their own infrastructure to provide access for fees
and c) A few other companies are trying to build a virtual network by aggregating
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existing public wireless networks d) A true roaming model. If we examine the
evolution of cellular networks, each carrier started out by building their own network
and servicing their own customers. If the customer were to travel outside the
providers network, the service was not available. The carriers soon realized that they
could make their network appear wider and generate more revenue by setting up
service level agreements (SLA) to allow customers to access each other’s networks
leading to the birth of roaming. The carriers had to figure out how to authenticate,
authorize and bill each other’s customers.

We see asimilar model developing with perhaps one major difference. As the cost of
deploying a public wireless network infrastructure is considerably smaller than when
compared to deploying a cellular infrastructure, we anticipate lot more infrastructure
providersin this space.

Given this model, we need an authentication and authorization (AA) model that can
deal with the three parties that are involved in connecting a mobile node to the public
wireless network.

Current schemes do not span trust boundaries, because WLAN/LAN infrastructure
providers from unrelated enterprises have not established a mechanism for
authentication and authorizing a mobile node. This paper defines an AA protocol
which can be deployed in a public wireless networks.

In section 2 we will introduce the terminology and we will discuss the AA schemes
currently being used. Section 3 will describe the network model and walk thru the
steps of authentication and authorization and describe in detail the message sequence.
We will walk thru the implementation details of the protocol in section 4. We will
conclude by discussing the results and identifying future work.

2 Authentication and Authorization

Authentication and authorization are partly independent. Authentication is necessary
before any authorization can happen. Authenticating clients in un-trusted domains
requires adopting a scheme/protocol that will allow verifying the identity of the
involved parties without revealing shared secrets or keys.

2.1 Definitions

Authentication is the act of verifying a claimed identity. It should be possible for the
receiver of a message to determine its origin and an intruder should not be able to
assume someone else’ s identity.

Authentication is a technique to ensure that the stated identity of the user is
correct. As afirst step, the entity interested in authenticating itself with some service
will introduce itself and declare its identity. The service provider should be able to
verify that the contacting party (sender) is the one it claims to be. The initiating party
has to present some verification to prove its identity. The initiating party on the other
hand would want to ensure the validity of the contacted party. The contacted party has
to present some identification about itself to the initiator.
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Upon successful authentication, the service provider (contacted party) is
assured that the service is available only to users who have a right to access the
service and the user can be sure that the correct service provider is being used.

Authorization is the process of determining if the presenter of certain
credentials is authorized to access a resource or make use of a service. Typicaly a
user is authenticated by the service and an authorization token is supplied to the user,
which is used for any future service requests. The authorization token could be as
simple as a random number, or could be encoded with other information like
expiration time, users identity etc. In order for authorizations to be effective, they
should be carefully constructed, and protected from intruders when services are
requested. One can easily weaken a sound authentication scheme with a weak
authorization mechanism. Authorization tokens should not be easily reproducible,
they should be protected when making service requests and finally should minimize
the time for which they are valid so as to prevent them from being used in replay
attacks.

2.2 Evaluation Criteria

We will be examining some of the AA schemes currently in use in public wireless
networks. Before describing and analyzing these solutions, this section considers the
various requirements that a viable solution needs to address.

o First and foremost, the authentication and authorization scheme needs to work at a
practical level. From a users perspective it should be easy to use, perhaps non-
intrusive.

¢ |t needsto scale.

e The solution should allow for new service providers and infrastructure providers to
join and participate in the emerging public network.

e The solution should facilitate access to services minimizing redundant interactions
for authentication and provide a single-sign on regardless of the users primary
service provider.

e |t must support the need to access the service independent of the users physical
location.

¢ Clients should be allowed to use multiple client devices to gain access.

From a service provider point of view, their customers should be able to access public
networks that are their own or belong to those of its partners. This implies that once
they have implemented the server side of the scheme, they would be able to
expand/participate in the public network by either deploying their own infrastructure
or by establishing SLAs with existing service providers.

The primary responsibility of the infrastructure providers is to verify the authenticity
of the authorizations issued by their service provider partners prior to allowing the
users access to services. In addition, they can keep track of usage statistics and
present them to the users service provider for accounting/billing purposes.
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2.3 Related Work

In this section we will examine some of the AA schemes used in the public wireless
networks. Any AA scheme has to be evaluated within the context of its operation.
The context is defined to be the number of partiesinvolved and the interaction needed
to authenticate and authorize a user.

The first model we will examine is where an entity has deployed aWLAN in
a public place. Any person with a mobile node entering the place has the ability to
access the network provided the user has established a relationship with the owner of
the network. For example this relationship could be in the form of registering with the
provider or giving out the credit card at the time of access. It is quite possible to
establish arelationship at the time of access by providing the proper credentials. Once
a relationship exists, the user is required to access a particular web page using their
browser. This page requires the users to authenticate themselves by entering their user
id and the associated password. Any access to the network resources is prevented
until the user has been authenticated. The authentication step needs to happen at each
location the user wants to access the network. Lets examine this model by first
breaking it into onetime steps and steps that are to be repeated each time.

Registration is a one time process and involves the following steps:

e The user must go thru a registration process with the provider and establish a user
id and password. This may involve user modifying some settings on the mabile
device.

e The user must know how to reach the web page that allows them to authenticate
themselves.

o Authentication is a process that has to be repeated every time users enter a physical
location where they would like to access the public WLAN. The process is made
up of the following steps:

e When the user is interested in accessing the public WLAN, he or she must direct
the web browser to the authentication page of the provider.

e Enter the user id and the associated password. Which would be sent to the
provider’'sinfrastructure and verified.

e Upon successful authentication, the user is allowed to use the network.

Let us examine to see how well this scheme matches the criteria we have laid out.
The scheme outlined above seems to be practical and scalable from the provider's
point of view. In this case the network and service is provided by the same entity. The
network provider can expand the network and automatically allow al its existing
users to access the expanded network. From the users point of view, they can use the
network where their provider has a deployed infrastructure. The users have the
responsibility to authenticate themselves every time they enter a physical location.
Entering user id and password information using a resource-constrained device
becomes an issue, however a different implementation of this scheme could over
come this limitation.
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Table 1. shows the messages that are exchanged between the user and the network owner as
part of the authentication process.

Mobile Client Service provider
1. User access providers web 1. Provider sends a authentication form
page
2. User enters user id and 2. Provider verifies the presented credentials
password against its user database and approves or
rejects
3. Userisapproved andis 3. Provider keeps track of usage
allowed to access the network
resources.

The user id and the password are passed in the clear or can be encrypted. If they
are passed in the clear it is very easy for sniffers to steal the credentials. Encryption
scheme would require additional software to be installed on the client device and all
authentication reguests have to be handled by this software. A more serious issue with
this scheme isif another rogue provider pretends to be the provider known to the user,
they can easily steal the users credentials and any other information being accessed by
the user. This scheme does not alow the user to verify the authenticity of the
provider.

Privacy in this scheme is limited to what is agreed upon between the user and the
provider at the time of signup. The provider has the ability to keep information about
all of the services being accessed on a per-user, per physical location.

The virtual public WLAN uses a similar scheme as above. The main difference is
that network is made up of several different infrastructure providers and a coalesced
together and made to appear as a single network by the service provider. The user
signs up with the service provider and is allowed to access any of the public WLANS
deployed by the service provider partners. The major difference in this scheme from
the user perspective is the availability of the expanded network.

In terms of protecting the user credentials and the privacy this scheme suffers from
similar limitations as identified above. Even though the user has a better coverage, the
user is still required to authenticate at each new physical location.

The service provider has to deal with wide range of infrastructure owners and enter
into SLAs with each of them. The service provider cannot guarantee the performance
or the reliability of the network as each infrastructure owner may have distinct
standards.

The infrastructure provider by signing up with a service provider may be forced to
restrict the use of the infrastructure to just the clients of the service provider. They
may be limited or restricted from offering local services and charging for it as they
have no way to authenticate or bill the client directly.
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Table 2. shows the three entities involved in a public network and the messages that are
exchanged between them.

Mobile Client Infrastructure Service provider
1.User connectsto | 1. Detects user, notifies service 1. Provider sends a
infrastructure provider. Returnsthe form sent by | authentication form

provider to user.
2. User entersid 2. Does minimal validation and 2. Provider verifies
and password forwards it to service provider. the presented
Saves the authorization tokenand | credentials against its
accepts the user. user database and

approves by sending
an authorization

token.
3. Userisapproved | 3. Keepstrack of users usage. 3. Receives user
isable to use the Sends usage info to service specific usage data.

service. provider.

3 Our Protocol

We use the following authentication and authorization protocol for service access at
hotspot servers. In our system, a nomadic user/client gets network services by
subscribing to an Internet Service Provider (ISP). There can be many I1SPs each
running its own authentication/authorization server (AS) for user authentication and
authorization. There also exist wireless-based hotspot servers (HS), which provide
connectivity as well as local services to the nomadic user. Hotspot servers could be
deployed either by 1SPs or by third parties.

Our protocol has two phases, the client authentication phase and the access setup
phase. In the client authentication phase, the client and hisher ISP (AS server)
mutually authenticate each other and derive a shared session key. In the access setup
phase, the AS server sends client authorization information to the HS server.
Additionally, the AS server chooses a service access key and sends it to the HS server
and the client in a secure way. The client can then use the service access key to access
HS server securely. Before describing the protocol, we first outline some of the
assumptions we make about the environment.

3.1 Assumptions

Here are some of the assumptions we make while describing the protocol.

a. There are many Hotspot (HS) servers. HS,;
b. There are many ISPs that run Authentication/Authorization Servers (AS) —

AS[l...m]

c. Thereare several nomadic users—referred as Client (C) — C

[1...n]
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d. The number of clients are much greater than the hotspot servers, which in turn are
more than authorization servers.

e. Any given nomadic client C has a Service Level Agreement (SLA) with one or
more | SPs(ASs).

f. A nomadic client C, will request service access through HS_ (where k is based on
C’slocation.

0. In-order for hotspot providers to be viable they will have SLAs with ASs. When
C, requests a service from HS,, HS, needs to ensure that it [HS] has an SLA with
C'sAS.

h. Anonyrﬁity of C should be maintained wherever possible. Thus HS, does not
need to know C/’sidentity. C’sidentity isverified only by AS.

i. There is a Discovery protocol/mechanism that enables the C to establish a
communication channel to HS,.

j-  The User & the personal client device are viewed as one (C). Ci gets access to
HS, using wireless local area network interfaces like 802.11, C is uniquely
referred by an identifier (like the Wireless LAN card’s MAC address).

k. The Client Device can range from a Laptop to a single functionality device with
minimal Ul.

.  We assume that each pair of AS and HS servers have a secure communication
channel between them. These secure communication channels can be set up using
a PKI infrastructure or other existing methods. Since AS and HS servers are
expected to online, we think thisis a reasonable assumption.

3.2 Client Authentication Phase

Before a mobile client can access any service offered by a HS, they must be
authenticated. The pre-requisite for client authentication is that the client has
established a relationship with an AS and the HS also has an SLA in place. We
assume that the client shares a secret authentication key with each AS that he/she has
an SLA with.

There are three messages exchanged between an authentication server AS and client
C. inthis phase. All three messages are sent via a hotspot server HS. Therole of HS is
simply forwarding messages between the client and the appropriate AS.

e Msgl(C ->AS): C_id, AS_id, Nonce, HS_id, Request specific data
where Nonce is a number randomly chosen by C and sent to AS as a
challenge. C_id is how the client isidentified by AS AS_id and HS_id are
identifiers of the authentication server and the hotspot server, respectively.

Upon receiving Msg 1, AS verifies that the request is from a valid client (by looking
up its client database). If the verification fails, AS aborts the protocol.

e Msg2(AS ->C): C_id, AS_id, Nonce, Nonce Response specific data,
MAC,
Wheré Nonce is a number randomly chosen by AS and sent to C, as a
challenge, and MAC, is the message authentication code computed on the
whole massage using the authentication key K; shared between C and AS.
MAC, servesas AS’sresponseto C's challengein Msg 1.
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Client-AS authentication messaoe seauence

Fig. 1. Shows the three messages that are exchanged between the client (C) and authorization
service (AS) to establish mutual authentication. Hotspot (HS) simply forwards the messages.

Upon receiving Msg 2, C, verifies that MAC, is correctly computed using key K If
the verification fails, C, aborts the protocol.

e Msg 3 (C, -> AS): C_id, AS_id, Nonce, Nonce, MAC, Response
specific data, MAC,
where MAC, is the message authentication code computed on the whole
massage using the authentication key K, shared between C and AS. MAC
serves as C's response to AS's challenge in Msg 2. MAC, is included in
this message as away of integrating the previously exchanged data.

Upon receiving Msg 3, AS verifies that MAC, is correctly computed using key K, If
the verification fails, AS aborts the protocol.

When all the verifications are successful, client C, and authentication service AS have
mutually authenticated each other. They can now privately compute the shared
session key K, from the message authentication code computed on (MAC, MAC)
using the shared authentication key K, i.e., K,.= MAC(MAC, MAC).

ij?

3.3 Access Setup Phase

After successfully authenticating client C, AS obtains authorization information for
C, and send it to HS, using the secure channel between AS and HS.. Additionally, AS
choose a service access key K and send it to both C, and HS, so that C, can use it for
secure service access with HS. The following two messages are exchanged in this
phase.
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AS-HS-Client service access key setup

Fig. 2. Shows the messages exchanged by the client, authorization service and hotspot in the
access setup phase.

e Msg 4 (AS -> HS): Authorization Data, K,, E, [K ], AS_id, MAC,
where E, [K] denotes the encryption of K, using K, and MAC; is the
message authentication code computed on data (E, [K ], AS_id) using K.
This message is sent over the secure channel between AS and HS,.

After receiving Msg 4, HS, gets the necessary authorization information and the
service access key K. HS, then forwards (E, [K ], AS_id, MAC) to theclient C.

e Msg5(HS,->C): E[K ], AS_id, MAC,

After receiving Msg 5, client C, verifies that MAC, is correctly computed using key K
associated with the received AS_id. When successful, client C decrypts E, [K ] using
K, to obtain K_. Client C, can then use the shared service access key K, to access HS,
securely.

3.4 Discussion

We have described a protocol that allows clients to authenticate themselves with
authorization services in public un-trusted environments. The protocol does not
require the client to send its secrets over the network and also alows it to verify the
credentials of the authorization service. Several of the popular protocols either require
the client to send its secrets over the network or provide no way to authenticate the
credentials of the service provider. In public un-trusted networks it is critical that
client not be required to send its keys over the network. For example in user-name,
password based protocal, it is trivial for a rogue hotspot to save the credentials of
users and later use them.

Kerberog11] is an application-level security and authentication system that was
developed as part of MIT’s Project Athena is another protocol that is quite popular,
however it requires that al clients and services be part of a single kerberos
authentication database.
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4 Implementation

We will briefly discuss the various aternatives we considered and give an overview
of our implementation

4.1 General Discussion

The hotspot AA protocol’s intent is to establish a secure environment where there is
mutual distrust between the three parties involved, i.e., the Client, the hotSpot server
and the Authentication Server. NASREQ & Mobile IP extensions to Diameterf] 1]
have similar goals, i.e. secure authenticated remote access, but address them in
different domains. Therefore some of their features do not satisfy the requirements
defined for our domain as defined in the introduction section.

Currently, Internet access is the only application these extensions support. The
hotspot AA protocol a so supports AA for application services that may be potentially
distributed.

The NASREQ extension is tuned to provide IP access, logging-in service etc. It does
not support a 3-party authentication scheme. The Mobile | P extension is very similar
to hotspot AA protocol conceptually. This is because the three entities - mobile node
(MN), foreign agents and the home agents share a security association. New session
keys are generated for each combination MN-Home, MN-Foreign, Foreign-Home
whenever a user tries to access a home agent. The hotspot-AA protocol deals with
mutual authentication between User (MN) and AS (Home agent) while in the mobile
IP case the MN authenticates with the Home Agent; Home Agent authentication (by
the user) is not required.

4.2 Hotspot-AA Protocol |mplementation

Section has 2 sub-sections: the first part discusses the implementation details of the
AA protocol & sub-section 2 is about the encryption options between client & HS.

4.2.1 AA Protocol

Our implementation currently supports authenticated access for HTTP-based access &
services. The protocol has been implemented over both Diameter (as an Diameter
application) and HTTP [13]. For the Diameter based implementation, the publicly
available implementatiorf of the Diameter base protocol from Sun [8] has been used
(which also implements the Diameter protocol API specification [9]). The hotspot-AA
protocol messages are transported in the format as defined in the EAP specification
(in the NASREQ extension). The protocol was implemented over HTTP to also cater

1 The Diameter protocol, an IETF Internet Draft based on RADIUS, is defined to provide a
base protocol that can be extended in order to provide AAA services to new access
technologies. The base protocol is not stand-alone & is designed to be extended with a
Diameter application. Two Diameter applications, currently defined in the IETF drafts, of
interest are: the Mobile IP & NASREQ extensions.

2 Only binaries are made available.
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to entities not supporting the Diameter release from Sun. It also enabled access to
systems across firewalls (by exploiting the presence of http proxies).

The implementation of the hotspot-AA protocol is a proxy-based solution and hence
the execution of the protocol is transparent to the user being authenticated. The
implementation was done keeping Internet Access AA in mind mostly because one of
the primary functionality of the hotspot server is providing access to the Internet at
the hotspots.

We aso provide implicit authorization for local web services deployed at the
hotspots. For example, certain services should not be accessible to a certain class of
users whereas certain services should be accessible to only administrators. These
kinds of Access Control can be specified at the HS.

Auth-Hapdler
\ HS-Proxy

Hotspot-AA Implementation

Fig. 3. Showsthe four parts of our implementation

4.21.1 Client Sde Protocol Handler (ClientProxy)

The client side protocol handler is implemented as a proxy (referred to as
ClientProxy). The user is expected to set his browser's HTTP/HTTPS proxy to the
ClientProxy. ClientProxy modifies each request in a way such that the entities at the
HS can verify that the client is authentic. Specifically, the ClientProxy signs the
request URLs with the authorization key and the signature is appended to the URL
request before sending it to the HS. Apart from the signature, the Client-ID is aso

appended.

The firs URL request triggers the hotspot-AA protocol execution after the
ClientProxy discovers that it does not possess the authorization key for accessing the
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entities at the HS. The ClientProxy sends and receives the hotspot-AA pratocol
messages as HTTP POST messages and responses respectively. The protocol message
exchanges happens with the Auth Handler (described in the next section) at the HS.

4.2.1.2 HSSdeProtocol Handler (Auth-Handler & HS-Proxy)
The HS side has two components:
o Auth-Handler

The implementation of the HS side protocol handler (referred to as Auth Handler) is
implemented as aweb service. There are two variations of this:

— Diameter based Auth Handler
This implements a subset of the NAS side of the Diameter NASREQ extension.
Simply put, the Auth Handler converts the POST HTTP messages from ClientProxy
to corresponding Diameter messages. These messages are then sent to the AS and the
responses are converted to HTTP POST response and sent to the client.

— HTTP based Auth Handler
In this case, the hotspot-AA HTTP POST messages from the ClientProxy are
forwarded totheintended AS over HTTP.

Access to the Auth Handler for hotspot-AAA protocol execution itself does not
require user authentication. In both the above cases, the HS and the AS gets mutually
authenticated (and a session key is generated) before the client messages are
forwarded. The HS and the AS also undergoes the shared key based authentication.
The shared key is established as a result of the SLA. (There are other aternates
possible for the HS «» AS authentication, using PKI, for example.) The mutual
authentication between any two principals is limited to a definite time interval after
which they have to undergo the authentication again. The Authorization key that is
distributed by the AS (Message #4 in the protocol description) is stored.

e HS-Proxy

For providing Internet access to clients the HS hosts a proxy. In order to provide
access to only authenticated users, the proxy needs to have some hooks to query the
Auth Handler, etc. In other words, the proxy has to invoke the AA infrastructure for
each client request.

Every client URL request contains a signature and the client-id (refer the section on
Client side protocol handler). HS-Proxy invokes the Auth-Handler service with the
arguments - URL, signature and client-id. The Auth-Handler validates the signature
and responds back with the authorization status.

The Authorization key given by the Auth-Handler is used by the HS-Proxy to do
encryption/decryption.
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4.3 AS Side Protocol Handler

The AS has aso been implemented over both Diameter and HTTP. The Diameter
based implementation is a standalone Diameter server (implementing the Diameter
base protocol) which dynamically loads the AS side of the hotspot-AA protocol
(implemented as a library). The library registers a set of callbacks to process the
Diameter messages dealing with hotspot-AAA. On receipt of a message, the Diameter
server parses the message and invokes the registered callbacks.

The HTTP based implementation is a web-service. The AS maintains two databases —
one for the clients and one for the HSs that it has SL As with.

4.4 Encryption Options

Data encryption is optional and is left to the client to decide whether he wants
encrypted data transfer or not. Encryption is provided only between the ClientProxy
and the HS-Proxy. The HS-Proxy decrypts the data before forwarding it to the next
network hop. Encryption/decryption algorithms use the Authorization Key (that the
AS hands over to the client and the HS) as the key. The ClientProxy and the HS-
Proxy does the encryption on only a part of the data (bodies of the HTTP messages).
Note that this encryption is over and above the encryption due to data transfer with a
secure web-site (SSL communication).

5 Summary

We have outlined several AA schemes that are in practice today and shown that hone
of these adequately address the three party mutually un-trusted network model. We
propose a protocol that can be used to authenticate and authorize clients,
infrastructure and service providers that operate in an un-trusted environment. This
protocol can play a significant role in the development of public data networks that
support true roaming. The current implementation supports only HTTP, we would
like to extend the implementation to support other transport mechanisms like FTP and
RTSP. We also would like to investigate how this protocol can co-exist with mobile-

ip.
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Abstract. This article contains a current outline of the GSM system security,
with focus on the air interface protocol. It presents the terminology and de-
scribes the GSM  security operation, including its principles and features. This
document also discusses the effectiveness of GSM authentication and the
strength of GSM encryption. It includes therefore the most significant physical
and cryptanalytic attacks on GSM security mechanisms, such as the up to date
optical fault induction and partitioning attacks. GSM security features retained
and enhanced for the 3G Security and further applications in network (Internet)
remote access are also contemplated. This article aims primarily at contributing
to a progressive research in mobile systems security and at reviewing the secu-
rity solutions implemented in this area for further applications.

1 Introduction

This article contains an up to date overview of the European GSMH cellular phone
system security, with focus on the air interface protocol. It presents the terminology
and describes the GSM security operation, including its principles and features, such
as subscriber identity confidentiality and authentication, stream ciphering of user traf-
fic and user-related control data, and use of triplets and SIM module.

This document also discusses the effectiveness of GSM authentication and the
strength of GSM encryption. It includes therefore the most significant physical and
cryptanalytic attacks against GSM security mechanisms, for instance the new optical
fault induction and partitioning attacks, and the GSM features retained and enhanced
for the Third Generation Security (3GPP)E1 Further applications in network remote
access are also contemplated. This article aims primarily at contributing to a progres-
sive research in mobile systems security and at reviewing the security solutions im-
plemented in this area for further applications in other correlated areas, such as
authentication for Internet remote access supporting ubiquitous mobility.

1 GSM was formerly acronym for Groupe Spéciale Mobile (founded 1982). Now is acronym
for Global System for Mobile Communications (http://www.gsmworld.com).

2 3GPP (3rd Generation Partnership Project) is a partnership project including: ETSI (Europe),
ARIB & TTA (Japan), TTC (Korea) and T1P1 (USA).

G. Davida, Y. Frankel and O. Rees (Eds.): InfraSec 2002, LNCS 2437, pp. 129-144, 2002.
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1.1 Terminology

Mabile Station (MS): a Mobile Equipment (ME or “mobile telephone”) with its
GSM Subscriber Identity Module (SIM). Each MS has a contractual relationship
with a network, called the home network but may be alowed to roam in other vis-
ited networks when outside home network coverage area (Figure 1.).

B SIM (with o IMSI and Ki)

PSTN
ISDN
Internet

Fig. 1. GSM System Overview.

International Mobile Subscriber Identity (IMS]) and Authentication Key (Ki): at
the subscription time, the home network assigns the MS a unique and permanent
identifier, the IMSI, together with a unique 128-hit secret key (Ki). Each cus-
tomer’s Ki is also stored in an Authentication Centre (AuC) in the home network.
Ki plays two roles in GSM: authentication consists of proof that MS possesses Ki
and encryption is performed with the use of a cipher key derived from Ki.

GSM Subscriber Identity Module (SIM): module implemented on a smart card that
must be inserted into the ME for service access. The IMS| and the authentication
key Ki of the MS should be “securely stored” in the SIM.

Public Land Mobile Network (PLMN): network that currently provides service or
“isvisited” by aMS. A MSis registered with the PLMN which it is currently vis-
iting. A PLMN contains, among others components. a Base Station (BS) and a
Visited Location Register (VLR).

Base Station (BS): the Base Transceiver Station belonging to a PLMN serving the
MS. Base stations form a patchwork of radio cells over a given geographic cover-
age area. Base Stations are connected to base station controllers (BSC).

Base Station Controller (BSC): is a hode controlling a number of BS, coordinating
handovers and performing BS co-ordination not related to switching. The BSC to
BSlink isin many cases a point to point microwave link. BSC are also connected
to mobile switching centres (MSC) via fixed or microware links. MSC are con-
nected to the public networks (e.g. PSTN, PDNS, ISDN and Internet)@

Visited L ocation Register (VLR): used to record information about all MS “visit-
ing” aspecific PLMN.
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e Home PLMN (HPLMN): each MS has a home PLMN with which shares an IMS|
and a Ki. The HPLMN and the visited PLMN have a bilateral agreement, under
which the visited PLMN trusts the HPLMN to pay for the services that the visited
PLMN provides to the MS. Each HPLMN maintains a Home Location Register
(HLR) and operates an Authentication Centre (AuC) to support its MS.

e Home L ocation Register (HLR): used to record the most recent known location of
all MS belonging to a specific HPLMN.

e Authentication Centre (AuC): used by a HPLMN to generate random challenges
(RAND) and to store secret key information (Ki) relating to each of its MS. The
AuC can be integrated with other network functions, e.g. with the HLR.

o Air Interface: synonym for radio path. The MS *visits a PLMN by communicating
with the serving BS across an air interface and receiving an entry in the VLR.

2 Security Featuresfor GSM

The purpose of security for GSM system is to make the system as secure as the public

switched telephone network and to prevent phone cloning. The use of air interface as

the transmission medium allows a number of potential threats from eavesdropping. As

stated by , “it was soon apparent in the threat analysis that the weakest part of the

system was the radio path, as this can be easily intercepted”. In fact, there was no

attempt to provide security on the fixed network part of GSM. And it should be noted

that the GSM security was designed with three constraints in mind

e Concern of grant too much security and so bringing export problems upon GSM;

e GSM did not have to be resistant to “active attacks’ where the attacker interferes
with the operation of the system, perhaps masquerading as a system entity; and

e Thetrust between operators for the security operation should be minimized.

The technical features for security are only a small part of the GSM security re-
quirements; the greatest threat is from simpler attacks such as disclosure of the en-
cryption keys, insecure billing systems or even corruption. A balance is required to
ensure that these security processes meet these requirements. At the same time a
judgment must be made of the cost and effectiveness of the GSM security measures.
The principles of GSM security are, according to [6]]and
Subscriber identity confidentiality;

Subscriber identity authentication;

Stream ciphering of user traffic and user-related control data; and

e Useof SIM as security module.

It is also important to emphasize the GSM feature of use of triplets. The GSM princi-
ples and this special feature are described in the following sections.
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Subscriber Identity Confidentiality

Purpose: to avoid an interceptor of the maobile traffic being able to identify which
subscriber is using a given resource on the air interface.

Description: The use of temporary identifiers provides anonymity, so that it is not
easy to identify the GSM user. This protects against the tracing of a user’s location
by listening to exchanges on the radio path. Instead of using the IMSI, a new tem-
porary mobile subscriber identity (TMSI) is alocated by the PLMN at least on
every location update and used to identify aMS on the air interface.

Operation: When a M S attempts access with a PLMN with which it is not presently
registered, the MS uses its IMSI to identify itself. The IMSI is then authenticated
by the PLMN, which results in the sharing of a cipher key (Kc). When the PLMN
switch on encryption, the VLR generatesa TM S| to the MS, storing the association
of TMSI and IMSI in its database. The TMS] is then sent to the MS, encrypted
with Kc. The next time the MS attempts access in that PLMN, it uses the TM S|
previously allocated by the VLR instead of its IMSI. Then the PLMN looks up its
table of TMSI to IMSI mapping to find the MS permanent identity. After a suc-
cessful authentication and once an encrypted channel have been established, the
PLMN assigns to the MS another TMSI. It is frequently given anew TMS to that
a MS cannot be previously identified and followed around. After a handover to a
new VLR, or asuccessful re-authentication with the same VLR, the PLMN always
sends anew TMS| to the MS. Then the M S stores the new TMS| and removes the
association with any previously allocated TMSI. In turn, the VLR removes the as-
sociation with the old TMSI and the IMSI from its database.

A3

RAND
128 bits

| Ki
128 bits

Ke -
A8 oaesins A5 | ——{Ciphertext|
I

Fig. 2. GSM Authentication, Cipher Key Generation and Encryption.

Subscriber Identity Authentication

Purpose: The authentication is used to identify the MSto the PLMN operator.

Description: It consists in the guarantee by the land based part of the system that
the MS identity presented across the air interface is the real one originally embed-
ded in the SIM. The PLMN then knows who is using the system for billing pur-
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poses. This protects the PLMN from illicit use. GSM authentication is a one-way
process, i.e., the visited PLMN is not authenticated.

Operation: Authentication is performed by a challenge and response mechanism.
Ki in the HPLMN is held in the AuC. A random challenge (RAND) is generated
by the AuC and issued to the MS, via PLMN. The MS encrypts RAND using Ki
and the authentication algorithm A3 implemented within the SIM, and send a
signed response (SRES) back to the PLMN. AuC performs the same process with
RAND to compute the expected response (XRES), which is sent to the PLMN. The
PLMN now can check that the MS has Ki and that the response received is correct
by comparing the value received from the HPLMN (XRES) with what it receives
from MS (SRES). Eavesdropping of the radio channel should reveal no useful in-
formation, as the next time a new RAND will be used (Figure ZE

SRES= A3, (RAND) 1)
XRES = SRES?

2.3 Stream Ciphering of User Traffic and User-Related Control Data

Purpose: stream cipher encryption is used in GSM system to protect sensitive in-
formation against eavesdropping on the air interface.

Description: This provides protection to the user data passing over the radio path
on physical connections or connectionless and to the sensitive information on the
signalling channel (e.g. phone numbers, TMSI) from eavesdropping on the air in-
terface. Confidentiality is achieved by the use of encryption at physical layer, the
choice being influenced by: speech coder, error propagation, delay and handover.
Operation: At the same time that XRES and SRES are calculated, RAND and Ki
are passed through algorithm A8 by both the MS (SIM) and the HPLMN (AuC) to
derive the cipher key Kc. Then Kc is delivered from the HPLMN (AuCeHLR) to
the serving PLMN (VLR<BS). Typically, algorithms A3 and A8 are combined into
one called A3/8 that is residing within the SIM and the AuC. Kc is used for en-
crypting the signalling and messages to provide privacy through the use of A5 se-
ries algorithms (Figure 2). The BS tells ME which A5 agorithm it has (if it has
one) and sends a cipher command. At the same time, the BS starts decrypting. The
ME starts encrypting and decrypting when it receives the cipher command. The BS
starts encrypting when it receives back the cipher command acknowledged. A
fresh cipher key Kc is generated for each call. When a handover occurs during a
call, the necessary information is transferred by the PLMN to the new BS, and the
encryption continues using the same Kc.

Kc=A8,,(RAND) 2
Ciphertext = A5, (Plaintext)
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24 Useof Triplets

e Purpose: with the use of the triplets, authentication can be performed in the ‘vis-
ited” PLMN without the network operator (BS, VLR) having knowledge of Ki.

e Description: A random challenge (RAND) and the resulting expected response
(XRES) and the cipher key (Kc) produced by A3/8 form a“triplet” (224 bits).

e Operation: An AuC will produce a batch of triplets for a MS, each entry with a
different RAND, all at once and pass these for distribution to the associated HLR
of the same HPLMN. When a M S attempts to make a call or a location update in
either its HPLMN or in a visited PLMN, the SIM passes its identity to the VLR.
The VLR makes arequest to the subscriber’ sHPLMN for a batch of triplets for the
identity claimed by the M S (i.e. SIM) and the HLR of the HPLMN responds with a
batch of (n) triplets for that claimed identity (Figure 3).

HPLMN
AuC HLR

for each subscriber: Batch of triplets stored
for several subscribers

RAND | Ki /

l RAND(1) XRES(1)| Kc(1)

A3/8 Ke »RAND(2)XRES(2)| Ke(2)

XRES RAND(n) XRES(n)| Kc(n)
| v

n triplets stored for .
RAND(I)| XRES() | Ke(i) each subscriber to _ Serving
be send (by demand) PLMN

to the serving VLR

Fig. 3. GSM Triplet Generation, Distribution and Subscriber Management.

The serving VLR then authenticates the SIM by sending RAND(i) of the batch of
triplets to the MS, via BS, and by comparing the value of the stored expected re-
sponse XRES(i) for that RAND(i) with the received SRES produced by the SIM. If
they match, the M S claimed identity is deemed to be authenticated and so the VLR
can pass the cipher key Kc(i) from the triplet to the serving BS. Kc(i) and the se-
cret key Kc calculated by the SIM, both with the same value, can be used respec-
tively by the BS and the MS to protect the air interface (Figure 4). When the
PLMN has run out of triplets, it should request more from the home HLR, though
the PLMN is allowed to re-use tripletsif it cannot obtain more from the HPLMN.

Triplet(i)=(RAND(i) XRES(i),Kc(i)); 1<i <n. ®)

Where: n=number of entries stored in abatch of triplets for a subscriber.
i=entry chosen by the serving VLR to be send to the MSviaBS.
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25 Useof SIM as Security Module

e Purpose: Key distribution, authentication and cipher key generation.

e Description: SIM is implemented on a smart card (which should be “tamper
proof”) to make it “infeasible” to extract the Ki. Although the SIM is required at
the start of a cal only, In GSM a call must close if the SIM is removed from the
ME during acall to avoid parallel calls using aunique SIM (i.e., astolen SIM).

e Operation: As described before, the ME passes the RAND received from the VLR
to the SIM. Then SIM passes its Ki value and the received RAND through ago-
rithm(s) A3/8. The resulting SRES produced by the SIM is passed back to the ME
and then to the VLR, that verify if the SIM claimed identity can be authenticated.
If the SIM is authenticated, the VLR passes Kc from the triplet to the serving BS.
Then SIM passes Kc to the ME and as a result the BS and the ME can begin ci-
phering communication using K¢ and the A5 algorithm (Figure 4).

MS Air Interface PLMN
Me VLR
|
SIM | RAND(1) XRES(1)| Ke(l)
Ki
l | RAND(2) XRES(2)| Kc(2) | «— Batch of
| triplets
. received
- A3/8 « RAND(?) RAND()| XRES(i)| Ke(i) from the
HLR of the
| subscriber's
! n triplets HPLMN
SRES »<8RES=XRES; Ke(i
BS
Ke A5 e Encrypted data » A5

Fig. 4. Authentication and Encryption for GSM using triplets and SIM.

3 Effectiveness of GSM Authentication

The efficacy of GSM authentication relies on a number of algorithm requirements:

1%) it is statistically near impossible for an impostor to guess what the correct
SRES should be and therefore masquerade as another subscriber. As the M S has only
one chance to return SRES for a particular RAND, and the parameters SRES/XRES
are 32 bits long, such an impostor has only a 1 in 2% chance of guessing SRES cor-
rectly. Since SRES must be indistinguishable from any other 32 bit number that might
be returned instead of SRES, than thisis not arealistic attack.

2™ an impostor cannot derive Ki from collecting a number of RAND-SRES pairs
obtained from eavesdropping the air interface. This means that A3/8 must resist a
known plaintext attack. Further, as an attacker could steal a SIM, send chosen RAND
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to the SIM and collect the SRES returned A3/8 must be resistant to a chosen plaintext
attack (this latter requirement was shown not to be satisfied by the algorithm
COMP128, used as A3/8 by many operators).

3“) an impostor cannot derive a particular Kc from the RAND and SRES in the
same triplet or by collecting a number as RAND-SRES pairs. This means that SRES
and Kc, though derived from the same RAND and Ki, must be completely unrelated.

4™ Ki was not to be shared with the serving PLMN. Even A3/8 does not need to be
known by the VLR, as this algorithm is used only where Ki is present (i.e. in the AuC
and SIM). The same occurs with A5, not used in the VLR but in the BS.

5" AuC isresistant to penetration.

6") The SIM should be tamperproof.

4 Strength of GSM Encryption

A5 series agorithms are contained within the BS and the ME, but not within the SIM,
as they have to be sufficiently fast and are therefore hardware. There are two defined
algorithms used in GSM known as A5/1 (only members of CEPT'E) and A5/2 (export-
able). Neither A5/1 nor A5/2 has been officially published. The cipher key Kc, related
with algorithm A5, is 64 bits long but the top 10 bits are forced to 0 in SIM and AuC.

Then there are only 54 hits of effective key length. Thereisanew Kc in each call and

22 hit message key changes every frame (4.615 ms), giving a 5.4 hour repeat cycle.

Encryption operates at the physical layer (layer 1) in the protocol stack. Ciphering

only exists between MS (ME) and BS, as it was assumed that most other links after-

wards would be along fixed lines. The decision to put encryption at the layer 1 had
some consequences, as described below:

e The maximum amount of data, both user and signalling data is encrypted;

e Since ciphering takes place after error correction and deciphering takes place be-
fore error correction, than a stream cipher must be used for GSM because of the
relatively high uncorrected error rate (of about 10°) in wireless environments;

e The frame counter, normally used for synchronisation at layer 1, is used with an
expanded length as an input to the key stream generator. The frame counter is 1024
times longer than the longest frame aggregation required for non-encryption pur-
poses to avoid repetition during a call and so causes encryption weakness; and

e Theencryption algorithm can be implemented in hardware.

As a stream cipher, A5 works on a bit by bit basis (and not on blocks, as DES and

AES). So, an error in the received ciphertext will only result in the corresponding

plaintext bit being in error, as shown in the diagram for A5 operation (Figure 5).
Asafunction of Kc and frame counter, a key stream generator produces a string of

pseudo-random bits. This string of bits is XORed with the plaintext to produce the

ciphertext. At the decrypting end, the same key stream is produced and X ORed with

3 CEPT - Conférence Européenne des administrations des Postes et des Té écommunications.
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Decrypting Encrypting
<— 114 bit block of key stream —» <— 114 bit block of key stream —»
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Fig. 5. Operation of A5 at the mobile station.

the ciphertext to produce the plaintext. In GSM both sides can transmit simultaneously
(it is full duplex), so within aframe, aMS or BS both transmits and receives a frame.
The first 114 bit block (BLOCK?1) of the string is used to encrypt the plaintext data
being transmitted. The second 114 bit block (BLOCK?2) is used to decrypt the data
received in that frame, as shown in the diagram (Figure 5). At the other end of the air
interface, the first block is used to decrypt the received ciphertext and the second
block of the same string is used to encrypt the plaintext to be transmitted.

5 Attackson GSM Security

The most significant physical and cryptanalytic attacks on GSM are given below; @
and are also good references on this subject.

5.1 MicrowaveLinks

The fact that the BS to BSC link isin many cases a point to point microwave link is a
clear gap in GSM security. This link can be eavesdropped upon as data is at this point
un-encrypted. At the time of GSM design, it was expected that the BS to BSC link
would be across fixed links and therefore that encryption would not be required. In
3GPP, the encryption extends as far as the Radio Network Controller (RNC), the
3GPP equivalents of the BSC - microwave links are therefore protected

5.2 SIM/ME Interface

When acall is not in progress, it is possible for the SIM to be removed from one ME
and put in another with which it has no previous association. As the SIM-ME interface
is unprotected, it is possible for the SIM to be connected to terminal emulators instead
of “genuine” ME and consequently for messages on the SIM-ME interface to be
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tapped. However, unless the algorithms on the SIM are sub-standard, there is no ad-
vantage in compromising the SIM-ME interface in thisway.

5.3 Attackson the Algorithm A3/8

Wagner and Goldberg announced in April 1998 that they had cracked COMP128, an
algorithm taking the function of A3/8 in the SIM of many operators. COMP128 had a
weakness which would allow complete knowledge of Ki if around 160 000 chosen
RAND-SRES pairs could be collected (“chosen plaintext” attack). There are active
attacks that can be used to obtain these pairs. The quickest attack would be to steal the
user’s mobile phone, remove the SIM and connect it to a phone emulator that can be
used to send 160 000 chosen RAND to the SIM and receive the SRES. SIM tend to
have relatively slow clock speeds and it can therefore take up to 10 hours to obtain the
160 000 pairs (with faster SIM, it would take 2 and a half hours).

Another method is to use afalse BS to send the RAND over the air interface. The
rate at which pairs can be collected is slower and would take a number of days; how-
ever the attacker does not need physical possession of the SIM. After these efforts, the
attacker has the Ki and can masguerade as the user and run calls on her bill, and also
determine the Kc for the user’ s calls and therefore eavesdrop upon them

5.4 Attackson the Algorithm A5/1

The only attack on an algorithm that has been confirmed to be A5/1 was that by
Biryukov and Shamir later improved by Wagner . The technique used is known
as “time-memory trade-off”. In a pre-processing phase, a large database of algorithm
states and related key stream sequences is created. In the attack phase, the database is
searched for a match with sub-sequences of the known key stream. If a match is
found, then with high probability the database gives the correct algorithm state. It is
then simple to compute Kc and decipher the rest of the call. Shamir and Biryukov
made an attack feasible in practice, if 2 minutes of known key stream could be ob-
tained. Wagner spotted a further optimization which would allow Kc to be obtained
with only 2 seconds of known plaintext (from both uplink and downlink).

This is not trivial, because the precise sequence of bits that is encrypted must be
obtained. It isafine piece of cryptanalytic work, but in reality it would probably not
be used, as the false BS attack represents an easier method of eavesdropping

55 Attackson the SIM Card: Optical Fault Induction and Partitioning Attacks

Since the SIM module is implemented on a smart card, then any discovery of a com-
mon vulnerability in smart cards immediately affects the security of the information
stored in the SIM (e.g., IMSI and Ki). Thus, it is vital to emphasize a new class of
attacks on smart cards called optical fault induction, revealed by Skorobogatov and
Anderson They discovered the flaw after Skorobogatov found that he could inter-
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rupt the operation of the smart card’'s microprocessor by exposing it to an electronic
camera flashbulb. Such attacks are practical and cheap. They have carried them out
using a camera flashgun (bought second-hand for $30) and a microscope to extract
secret information from smart cards. According to them, illumination of a target tran-
sistor causesit to conduct, thereby inducing atransient fault.

They were able to expose the circuit to the light by scraping most of the protective
coating from the surface of the microprocessor circuit embedded in each smart card.
With more study, they were able to focus the flash on individua transistors within the
chip by beaming the flash through a microscope. By sequentially changing the values
of the transistors used to store data, they were able to ‘reverse engineer’ the memory
address map, alowing them to extract the secret data from the smart card. The authors
asserted that they have developed a technology to block these attacks.

Another relevant SIM card weakness was lately exposed in an IBM paper entitled
“Partitioning Attacks: Or How to Rapidly Clone Some GSM Cards’ [10]. The IBM
team launched a new class of side channel (i.e. timing of operations, power consump-
tion, electromagnetic emanations, etc.) attacks called partitioning attacks. The parti-
tioning attack exploits vulnerabilities in the execution of COMP128 table lookups.
They have launched a version of the attack on several implementations of COMP128
in various types of SIM cards. Thus, Ki can be recovered from a SIM card with less
than 1000 invocations with random inputs, or 255 chosen inputs, or only 8 adaptively
chosen inputs. So an adversary who has possession of a SIM card for a minute can
easily extract Ki. In contrast, the previously best technique to attack SIM cards was to
use an attack on COM P128 with 160 000 chosen inputs (section .

The new IBM approach seems to be a much more useful method than either
breaking the cryptographic algorithms (COMP128) used by the SIM card or by intru-
sive attacks, such as the optical fault induction. The IBM researchers report also of-
fers advice to the smart card industry on how to protect against vulnerabilities.

< air interface _

7) request call to destination x. 8) request call to same destina
_L (with user IMSI/TMSI) (with attacker's IMSI/TM

- N,
77—\
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TN

\
anN
=0y, | 2) send RAND.
N\
St I—% 3) SRES ignored.
\ 4) start call R
1 un-encrypted (and tampered)
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acting as a MS

Fig. 6. The False BS Threat.
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5.6 False Base Station

According to[9]] “the MS is authenticated to the BS, but the BS is not authenticated to
the MS’. That is, GSM provides unilateral authentication. This allows attacks where a
malicious third party masquerades as a BS to one or more MS. One of the assumptions
when GSM was designed was that the system would not be subject to active attacks,
where the attacker could interfere with the operation or impersonate one or more enti-
ties. It was believed such attacks would be too expensive compared to other methods
of attacking GSM as a whole and wiretapping the fixed links or even just bugging the
target But the cost of BS devices has fallen quickly and it is easy to find BS
emulators. Moreover the use of encryption on a call does not happen automatically —
the call begins un-encrypted and the MS is instructed to begin (or not) ciphering at a
particular point in call set-up. The start encryption instruction is given un-encrypted
and with no origin authentication by the PLMN and it can be subject to tampering in
transit; i.e., the BS instructs the MS to begin encryption but this is manipulated in
transit to be an instruction not to cipher. The problem of the PLMN expecting encryp-
tion and the genuine MS not isrealized by the false BS acting asaMS and setting up a
call to the genuine BSitself. The un-encrypted call from the target MS to the false BS
is connected to the encrypted call from the false BS to the PLMN, so it seems to the
caler that they have the call they requested. But the call from the target MS to the
false BSis not encrypted so the link can be eavesdropped at this point. And since the
call between the false BS (but true SIM) and the PLMN is an encrypted genuine call,
the PLMN does not see that anything is awry.

The Figure 6 shows the steps to be followed in order to achieve the false BS attack.
One effect of this attack is that the call is made on the false BS subscription and not
that of the MS's. So the BS attack can be detected later if an itemized bill is checked.
The 3G prevention of this attack is carried out by integrity protection of the start en-
cryption command, and cannot be achieved merely by mutual authentication.

N %HDE
o 2) Prevents MS . 1

communication.

MS False BS
Fig. 7. Denid of service threatsto GSM.
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5.7 Other Threats

As mentioned in section[5.3, the PLMN is allowed to re-use triplets if it cannot obtain
more from the HPLMN. But there is nothing to stop the BS using the same triplet
repeated times. Thus if a single triplet is compromised, a false BS can impersonate a
genuine PLMN to a MS indefinitely. Moreover, as the false BS has Kc, it will not be
necessary for the false BS to suppress encryption on the air interface. While the genu-
ine BS is using the compromised triplet, an attacker could impersonate a MS and ob-
tain calls at avalid user's expense [9]]

Another threat that always existsis denial of service (DoS), which can be achieved
if an attacker sends a signal at high power on the GSM fregquencies to ‘jam’ the radio
path. Another kind of DoS is for a false base station to capture a MS and prevent the
MS communication (Figure 7).

5.8 Measurement and Fraud Detection

As illustrated in a properly designed hilling system can be used to detect fraud
patterns from normal GSM usage. Different types of fraud often produce a distinct
pattern that can be detected. Therefore what is necessary to detect are: (i) multiple
cals at the same time; (ii) large variations in revenue being paid to other parties; (iii)
large variations in the duration of calls, such as very short or long calls; (iv) changesin
client usage, indicating that a MS has been stolen or is being abused; and (v) monitor
the usage of a GSM client closely during a“ probationary period”.

There are some “Fraud Engines’ on the market that can provide these features,
enabling patterns in billing data to be analyzed, and give time for swift effective ac-
tion. With fraud detection capability, and security procedures in place, it is possible to
minimise the effect of fraud on a billing system.

6 Third Generation Security — 3GPP

The 3G radio access link security was built on the security of GSM. 3GPP, that devel-
oped the 3G/UMTS standards, adopts the security features from GSM that have
proved to be needed and robust and try to ensure compatibility with GSM to ease
inter-working and handover. 3G security tries to correct the problems with GSM by
addressing security weaknesses and by adding new features. The 3G security has the
following security features: mutual authentication and key agreement between MS and
network; encryption of user traffic and signalling data over the air interface; and integ-
rity protection of signalling data over the air interface. The GSM security features to
retain and enhance in 3GPP are, according to and @ (i) maintain a smart card as a
subscriber identity module (UMTS SIM or USIM); (ii) authentication of the MS to the
network; (iii) encryption of the user traffic and the signalling data over the air inter-
face; and (iv) user identity confidentiality over the air interface.

The new security features required for 3GPP includes mandatory integrity protec-
tion for critical signalling commands (e.g. for the start encryption command), which
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provides enhanced protection against false BS attacks (section by alowing the
MS to check the authenticity of certain signalling messages. This feature also extends
the influence of MS authentication when encryption is not applied by allowing the
PLMN to check the authenticity of certain signalling messages. Mutual authentication
and key agreement also provides enhanced protection against false BS attacks by al-
lowing the MS to authenticate the PLMN. 3G authentication provides authentication
of MS (USIM) to PLMN and PLMN to MS, establishes a cipher key (CK) and an
integrity key (1K), and assures to the MS that the keys were not used before.

In 3G systems a new sequence number (SQN), generated in the AuC, is attached to
the triplets to prevent the threat resulting from the triplets re-use (section @ USIM
has a scheme to verify freshness of received SQN (the SQN attached to a triplet must
exceed the most recently received subset). A Message Authentication Code (MAC) is
also attached to show that the authentication vector (or ‘quintet’) really came from the
HPLMN and to integrity protect the SQN recently attached.

The encryption of the user traffic and the signalling data over the air interface is

formed through an algorithm called KASUMI (based on the Japanese MISTY 1

, which had an open design process, taking a longer cipher key length (128-bit)
derived during authentication. The encryption terminates at the RNC, a 3G entity
similar to the BSC. The links BS-RNC that may be over microwave are thus ciphered
(section . KASUMI is aso used for the integrity protection of commands (critical
signalling) between MS and RNC

3G gpecifications also introduced protection of network signalling (e.g. quintets)
transmitted between and within networks, which can be used to eavesdrop upon MS
traffic or to masquerade as valid MS. Further, to prevent false messages transmitted
along the network, it is vital that the origin of such commands can be authenticated so
that only authorised parties can send them.

7 Further Applicationsin Network (Internet) Remote Access

The use of tripletsis an significant GSM feature that permits delegation of the authen-
tication function as well as cipher key distribution from the HPLMN to the serving
PLMN through a minimal trust relationship between operators. That is, the home
network does not need to reveal the information most sensitive, such as the secret key
(Ki), to any intermediate entity in the PLMN currently ‘visited’ by the MS. Another
benefit with the use of triplets is that subsequent authentications do not require addi-
tional round trips with the HPLMN and this gives a big performance advantage. This
kind of solution (enhanced in the 3GPP with the use of quintets), can be “exported” to
applications like network remote access supporting ubiquitous client mobility.

In particular, in the scenario where a user’s access device wishes to access the
Internet via different multiple access media and network interfaces (e.g. PPP, Blue-
tooth, IEEE 802.1x), leading to the use of a number of network operators, such as the
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recently inaugurated IETF PANA WorkE] In this scenario, the backend authentication
server (home AAAE] server) can make use of triplets (or 3G quintets) to delegate client
(e.g. PANA client) authentication function to any intermediate authentication agent
(e.g- PANA authentication agent) in the access network, achieving minimal trust rela-
tionship between home and access network operators as well as performance benefit.

Moreover, the same triplet (or quintet) distribution operation can include cipher
keys distribution to any network access point, such as NAS (Network Access Server),
wishing to establish an encrypted channel with a visiting access device (e.g. PANA
Client). We can imagine a feasible scenario where the interface between the client and
the NAS is wireless and the NAS must use a signalling message, such as a start en-
cryption command, to activate the encryption in the air interface. In this case, beyond
the use of triplets, the introduction of mandatory integrity protection for critical sig-
nalling protocol instructions is crucial to avoid the typical masquerading or ‘false
entity in-the-middle’ attack, as occurs in the false BS attack, of which prevention
cannot be achieved solely by mutual authentication. Thus, the mandatory integrity
protection for critical signalling messages is another solution arising from the mobile
telecommunications sphere that may be clearly adapted on security mechanisms for
the Internet remote access area.

8 Conclusions

This article reviewed the GSM cellular phone system security, with focus in the air
interface protocol. This document described the GSM security operation, the effec-
tiveness of GSM authentication and the strength of GSM encryption. The GSM secu-
rity threats and attacks were included in this paper for a better understanding of the
GSM features retained and enhanced for the Third Generation Security (3GPP).

Some simple but useful and robust security solutions implemented in GSM and en-
hanced in the 3G security, such as the use of triplets and quintets and the mandatory
integrity protection for critical signalling commands, can be “exported” and adapted
for application in other correlated areas, such as authentication for network (Internet)
remote access supporting ubiquitous mobility.
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Abstract. The main contribution of this research is to present the method that
make it possible to assess the vulnerability in the information infrastructure
using simulation technology. To construct the vulnerability assessment
simulation system, we make use of the knowledge-based simulation modeling
methodology and we designed expressions to estimate the degree of
vulnerability of host. Also, we show newly defined vulnerability analysis
method that is applicable to vulnerability assessment simulation system. As
research results, the vulnerability assessment simulation system and
VDBFS(Vulnerability DataBase For Simulator) are constructed.

Keywords. Vulnerability Assessment, Vulnerability Analysis, Information
Infrastructure, Modeling and Simulation, Knowledge-Based Simulation

1 Introduction

Recently, as entire area of social activity becomes more related with the information
infrastructure, the importance of its protection against threats increases. Since most of
attacks are caused by the vulnerability in the network and system, vulnerability
assessment is a prerequisite to protect the information infrastructure. In the
vulnerability assessment area, the scanning tool and penetration test are widely used.
Scanning tools have their vulnerability database that is used to investigate whether
there exist vulnerabilities in the information infrastructure. Penetration test is
performed by human-attacker who is good at exploiting the vulnerabilities. These two
methods have their own merits, but they have several shortcomings that make it
unsuitable to assess the vulnerabilities in the information infrastructure. The
representative shortcomings that should be supplemented are as follows.

First, the two methods can cause damages or performance degradation in the
information infrastructure, because their activities are based on real networks.
Especially, when some essential services or systems in the information infrastructure
are stopped, it can be badly damaged. Second, when we make use of scanning tools or
penetration tests, it is impossible to assess the vulnerability of networks that doesn’t
exist currently. There are needs to assess the network that will be constructed in near
future and to assess the network whose design will be altered. Third, scanning tools
and penetration tests assess the vulnerability of the network just based on the current
security related state. So, it is very difficult to get the difference after security
manager applies new defensive mechanism to the network. Especially, although the
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© Springer-Verlag Berlin Heidelberg 2002
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results are different according to the manager’s experience and management period,
these two methods cannot consider these attributes.

The simulation technology is appropriate to overcome these limits. When we make
use of the simulation technology, the relation between previous and subsequent
behaviors can be defined in the model, and selection of attacks based on the result of
previous attacking is possible. Also, vulnerability assessment using simulation has no
bad effect on functionality and performance of the information infrastructure, and
makes it possible to evaluate the network that doesn't exist currently. Additionally,
since attacks are generated in various time axis, it is possible to assess vulnerabilities
at the various security level and management period.

As a result of this research, we present a vulnerability analysis method that is
appropriate to the vulnerability assessment simulation and vulnerability assessment
method using simulation technology. As a result of the vulnerability analysis,
VDBFS(Vulnerability DataBase For Simulator) that contains 126-attack, 110-
vulnerability, and 384-solution information is constructed and the knowledge-based
simulation methodology is used in the construction of the system.

2 Related Work

Fred Cohen [1] proposes a cause-effect model to simulate cyber attacks and defense
efforts. When simulation is started, the cause-effect model is applied to network
model and the process of attacks and defenses is simulated. The cause-effect model is
designed for the purpose of simulation and analysis and it is based on a set of 37
classes of threats, 94 classes of attack mechanisms, and about 140 classes of
protective mechanisms. Those are interlinked by database, which associates threats
with attacks and attacks with defenses. In this simulation, users can specify defender
strength, strategy, and the number of simulation runs. In CMU/SEI [2], attack-
modeling method is suggested for information security and survivability. In the
research, attack tree is used to represent an event that could significantly harm the
enterprise’s mission. Also, the attack patterns are defined to represent a deliberate,
malicious attack that commonly occurs in specific contexts. The attack pattern
consists of the overall goal, a list of pre-conditions, the steps for carrying out the
attack, and a list of post-conditions that are true if the attack is successful. Related
attack patterns are organized into attack profile that contains a common reference
model, a set of variants, a set of attack patterns, a glossary of defined terms and
phrases. When the attack patterns that have a set of variants is properly instantiated,
we say such patterns are applicable to the enterprise attack tree. The instantiation is to
substitute the variants for domain specific values. Bishop [3] defines a characteristic
of a vulnerability as a condition that must hold for the vulnerability to exist. Each
vulnerability can be represented by its set of characteristics, called the characteristic
set. He hypothesizes that every vulnerability has a unique, sound characteristic set of
minimal size i.e., the basic characteristic set of the vulnerability. A set of
characteristics for a set of vulnerabilities can be determined and the size of a complete
set of characteristics for a system is smaller than the set of vulnerabilities. Each
characteristic suggests a tool to analyze the system or system programs to determine if
the condition exists. This analysis can be used to eliminate vulnerabilities; Simply
look for situations in which the characteristic conditions hold, and negate them.
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Fig. 1. The overall structure of system

3 Modeling of Computer Network for Vulnerability Assessment
3.1 Overall Structure of Simulation Model

Fig. 1 shows the overall structure of the simulation system. It consists of simulation
component and database component. The simulation component consists of
EF(Experimental Frame) which is vulnerability assessment environment and target
network model. The database component contains data, which are used at simulation
execution time. The database component is named as VDBFS(Vulnerability DataBase
For Simulator) and it consists of Attack DB and Vulnerability DB. The
ADBI(Abstracted DataBase Interface) is designed to interface simulation component
with VDBFS.

Left side of Fig. 2 shows the simulation processes - model design, model execution
and model analysis. At the model design process, the models in model base are
extracted and overall simulation model is constructed, and the data in VDBFS are
used to execute the model. During the execution process, the data related with
vulnerability assessment are gathered, and they are used at the model analysis
process. The right side of Fig. 2 shows that the whole scope of process related with
vulnerability assessment simulation. The processes in the cross shape are for end user
of simulation system and the other processes are research scope of this paper. We
have two main research topics, one is construction of VDBES and the other is design
and implementation of models in model base. The remainder of this chapter is related
with VDBFS and model base construction. In the VDBFS construction, the cause-
effect model and vulnerability analysis method is presented. In the model base
construction, the design of each model is explained focusing on the EF.
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3.2 VDBFS (Vulnerability DataBase For Simulator) Construction

Cause-Effect Model for Simulation: Cause-effect model for security simulation is to
model what events inevitably cause security policy violations. In this research, we
define causes as vulnerabilities and attacks, and effects as target system’s state
transitions. At a higher level, target system’s state changes initial state into final
compromised state. At a lower level, an attack is composed of a sequence of actions.
Each action exploits system’s vulnerability, and this causes state transition. In our
simulation, attacks are modeled by attacker model component, and vulnerabilities,
states and state transitions are modeled by vulnerability model component. To meet
our research goal, we introduce CV (Compound Vulnerability) and AV (Atomic
Vulnerability) as a analysis method. In the design of CV and AV, we refer Bishop’s
approach. While Bishop’s approach is a kind of speculation, we extend and
implement these concepts to actual simulation system. We classify AVs using
Category and Type attributes. Also we represent CV by logical composition of AVs
not by a simple set. The cause-effect model serves as behavioral knowledge of the
simulation model components and this is implemented as VDBFS (Vulnerability
Database For Simulator).

CVs and AVs: The definitions of CVs and AVs are as follows:

Compound Vulnerability: CV = {Icv, Qcv, dcv, WSX, VX}
Where,
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Icv = {Icv,, Icv,, ..., Icv, }

Qcv= {Normal, Intermediate, Warning, Consequence}
dcv: Iev X Qev — Qev

WSX: warning state vulnerability expression

VX: vulnerability expression

In the definition of CV, Icv is a set of attack input sequences. Qcv has four
essential states that are meaningful in the simulation. Normal state is a state in which
a target system is waiting for input packets. When the target system is under attack,
system’s state is Intermediate. The Warning state means that probability of
exploitation occurrence is beyond a specific level, and the system can be an abnormal
state by a simple malicious action. Consequence state is a goal state, which means the
target system is exploited by attacker. dcv is state transition function and defined as
shown in Fig. 3.

A CV is represented by logical composition of AVs. VX holds the expression. An
expression is composed of AVs and five binary logical operators. We evaluate the
expression by calling AV objects. If this expression is evaluated as TRUE, it means
that the target system that has this vulnerability is exploited by attack action sequence
and state transition to compromised state occurs in the model.
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Fig. 3. State and state transition of CV

WSX is warning state vulnerability expression. Syntax of WSX is the same as VX’s.
If this expression is TRUE, state transition to warning state occurs.

Atomic Vulnerability : AV = {Iav, Qav, dav, Type, Category}

Where,

lav = {Iav,, lav,, ..., lav_}

Qav = Q(initial state) U Q(final state)

dav : Iav X Q(initial state) — Q(final state)
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Type: {Fact, NonProb, Prob}
Category: {Generic, Application-Specific, System-Specific}

Table 1. Logical operators for VX

AND Relation (AND) To represent vulnerability exploited if both AVs are true

To represent vulnerability exploited if either or both AVs are

OR Relation (OR)
true
Probabilistic OR To represent Vulnerablllty_ exploited if either or both AVs are
Relation (POR) true. But.e.ach AV has weight value that accounts for
vulnerability of target system for each AV(from 0 to 1).
Sequential AND To represent vulnerability exploited if one AV at front is true

Relation (SAND) and then the other AV is true sequentially.

In the definition of AV, Qav is a set of states. Q (initial state) is a subset of Qav
and has special states NONE and ANY. Q (final state) is a subset of Qav and has a

special state NONE. lav is a set of attack input sequences to AV. dav is a state
transition function. Identification of states and attack inputs is relevant to future
application [3]. If goal of vulnerability analysis is to develop automated tools such as
vulnerability scanner, abstraction level should be low. Low level requires precise and
well-defined identification. If the tools are to be run with much human intervention
and analysis, abstraction level may be higher. Abstraction level of this research is
related with simulation methodology. We are modeling systems at a conceptual level
of Ye’s process control approach [6]. The conceptual level describes security-critical
states and state transitions of an entity. Attack inputs are formalized in the form of
[command parameter] like lpd [file begin with \"cf\" and execute command].

Type and Category are bases for classifying the corresponding AV. An AV is one
of three type; Fact, NonProb or Prob. A Fact AV has no input (NONE) and no state
(NONE). Therefore, a Fact AV’s 8av is dav (NONE, NONE) = NONE. This type
explains the corresponding AV’s origin. NonProb and Prob type AVs explain whether
these AVs are exploited probably or deterministically. Category is Generic,
Application-Specific for specific application, System-Specific for specific OS or
H/W.

We present two examples to show how the CV and AV are defined. For each
example, we describe vulnerability and then define it as one CV, several AVs and
relation among the AVs.

Example One. libedit searches for the .editrc file in the current directory instead of
the user's home directory, which may allow local users to execute arbitrary commands
by installing a modified .editrc in another directory [7]. CVE code is CVE-2000-0595.
Vulnerable S/W is FreeBSD 4.0 and earlier. An attacker exploit this vulnerability by
executing /usr/sbin/nslookup or /usr/bin/ftp which are statically or dynamically linked
with libedit. This vulnerability is decomposed into 3 AVs. First, AV#1 represents that
libedit searches for the .editrc file in the current directory instead of the user's home
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directory. AV#1 is explains why libedit in FreeBSD 4.0 is vulnerable. AV#2
represents that an attacker modified .editrc in another directory. In AV#3, an attacker
gains root access by execute arbitrary commands in a modified .editrc.

CV amooses = 11cv, Qev, dcv, WSX, VX}

Icv = {libedit [.editrc], libedit [arbitrary command]}
WSX = AV#1 and AV#2

VX = AV#1 and AV#2 sand AV#3

Qcv, dcv and AVs are shown in Fig. 4.

Example Two. Buffer overflow in Berkeley automounter daemon (amd) logging
facility provided in the Linux am-utils package and others[7]. Vulnerable S/W is FreeBSD
3.2 and RedHat Linux 6.0. CVE code is CVE-1999-0704. There is a remotely exploitable
buffer overflow condition in the amd daemon under several operating systems. Amd is a
daemon that automatically mounts filesystems whenever a file or directory within that
filesystem is accessed. Filesystems are automatically unmounted when they appear to have
become quiescent. The vulnerability is in the log functions of the daemon [8]. This is an
example of buffer overflow. This vulnerability comes from a failure to check bounds when
copying data into a buffer(AV#4). At the same time this can be occurred because an
attacker is allowed to alter the return address in stack(AV#5). If an attacker calls RPC amd
with synthesized buffer, an attacker can gain root access(AV#6).

CVCVE-2000-0595 : VX = AV#1 and AV#2 sand AV#3

i libedit [.editrc] i
,L:V#l libedit [arbitrary command]%
Type = Fact

Category = Generic ;

Alias =
avFileAccessControlViolation AV#3
v Type = NonProb
AV#2 .Categury = Application-Sp?cifif
Type = NonProb Alias = avRootShellCreated(libedit)

Category = Application-Specific
Alias = avUnExpectedFileA ccess(libedit) (libedit)

libedit [.editrc]
% sGainFileA ccess(libedit)

libedit [arbitrary command]

sGainRootAccess(libedit)

Fig. 4. Example one. State transitions of CV and AVs

CV = {Icv, Qcv, dcv, WSX, VX}

CVE-1999-0704 —

Icv = {amd [shellcode]}
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WSX = AV#4 and AV#5
VX = AV#4 and AV#5 and AV#6
Qcv, écv and AVs are shown in Fig. 5.

VDBFS: VDBES is composed of Attack DB and Vulnerability DB. In
Vulnerability DB, there are four tables: VictimInfo table for OS, OS version, H/W
platform, installed S/Ws and their versions; Vulnerbilitylnfo table for vulnerability
information such as CVE code, published date; AtomicVulnerabilitylnfo for AVs;
SolutionInfo for information about patch and remediation. In Attack DB, there are
also four tables: AttckInfo for information about attacker; InputTypelnfo for making
attack packets; CommandInfo for commands; AttackUseVulnerability table for
relationship between attack and vulnerability. We select carefully and analyze more
than one hundred vulnerabilities based on CVE code to validate simulation model
components, to generate useful attack scenarios and to be worthy of vulnerability
database itself.

3.3 Model Base Construction

In this section, The Design of the model components is explained, the model base
includes EF (Experimental Frame) Model, Host Model and Security Model.

CVCVE-1999-0704 : VX=AV#4 and AV#5 and AV#6

@ i m Consequence
v amd [shellcode]
AV#3
Type = Fact

Category = Generic
Alias = avNoCheckParameterCondition

v v

AV#4 AV#5
Type = Fact Type = NonProb
Category = Generic Category = Application-Specific
Alias = avEnabledAlterReturnAddressInStack Alias = avRootShellCreated(amd)

4> sGainRootA ccess(libedit)
amd [shellcode]

Fig. 5. Example two. State transitions of CV and AVs

Experimental Frame Design: EF (Experimental Frame) is a specification of the
conditions under which system is observed or experimented [4]. Usually, EF is a
frame that interacts with evaluation target to obtain the data of interest under specified
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condition. The EF usually has two type of component: generator, which generates
input segments to the system; transducer, which observes and analyzes the system
output segments. Fig. 6 represents the EF that is used for vulnerability assessment. It
consists of Attack Simulator model, which generates attacks against the target
network and Evaluator model, which observes and analyzes the model’s reaction. The
Attack Simulator consists of Attacker model and Input Generator model. The
Evaluator Model receives generated attack information from Attacker Model and
reaction of network model through port *solvd.

The core of Attacker Simulator is knowledge processing facility in Attacker model.
To make it possible for the Attacker model to process knowledge, we make use of the
knowledge-based modeling methodology that is explained as interruptible atomic-expert
model [10].

The Evaluator Model has two roles to get to the objectives of simulation. One is to
gather the data from the target network and the other is to analyze the data and to show
the security-related characteristics of the network. In the model design, we can see the
simulation-based security analysis method, its limits and the method of overcoming it.
In the analysis method description, we should categorize two types of method, because
the simulation time unit is different and there is definitely difference in cause of
exploitation. The two analysis methods are as follows.

%7 EvaliatorM odel

* 'sovd
g "resul
——'gen
Atlack Stmultor
AtmckerModel nputGenerito
. Mode :
sop stop i ‘ou *h i ‘0 ‘out ‘out i
Attack Strategy ik

Fig. 6. Experimental Frame Design
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Flooding Attack Analysis: Flooding attack is that attacker effectively disables server
by overwhelming it with connection requests or transferring of data. The achievement of
the attacker’s goal (Denial of Service) is determined by the resource of the server
and the severity of attack (number of attack input per time unit). In this circumstance,
we defined performance index that represents the host’s vulnerability against flooding
attack. The degree of flooding attack vulnerability is described as (1).

. _ 1
flooding — 4k
TCapaSamm tion
k
T} = R
CapaSatura tion ™~ m
NP
k
z ﬁk V/loacl[ng
host — k=1
flooding — T
Where,
Vflj(w ding - Degree of Vulnerability of K, protocol in host (D
V/’,’Z;;in . - Degree of Vulnerability of Host

NP : Number of Protocol

B, : Coefficient to Calculate the Vulnerability Contributi on of K

A" Attack Input Generation Rate (input/msec) of K, protocol
C]‘{apaSatura sion - Capacity Saturation Time (msec) of K, protocol

R* : Allotted Resource of K s protocol

FR" :Filtering Rate of Access Control List of K . protocol

where,0 < FR* <1

s protocol

S/W Vulnerability Exploitation Analysis: In the S/W vulnerability analysis, we
should assume the problem domain of simulation as a selected cause-effect set in
VDBES. Since there are a number of vulnerabilities in the S/W in the information
infrastructure, it is impossible to estimate all the vulnerabilities in all S/Ws. Another
assumption of this simulation is that the configuration of the s/w related with
vulnerability is default value and it recommends sound configuration as a simulation
result. The second assumption is inevitable in this simulation that does not utilize any
scanning tools. But, if we make use of scanner to gather the configuration data, we
can overcome this limitation. But, limitation in the first assumption still exists though
we make use of the scanning tools, because there is same limitation in scanning tools
whose problem domain is limited in vulnerability database. Since we do our
simulation under these assumptions, we should analyze the simulation result based on
the limited data. So we should define several expressions to analyze the vulnerability
of host. Especially, in the S/W vulnerability analysis, we should consider the relation
between universal set of vulnerability in real world and selected set of vulnerability in
simulation world.
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1, ee(k)
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Vs Iw -
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n
unknown __ y y universal selected __
V =V -V = I, ee(k)
s/w s/w slw k

k=m+l1
k {1 When K, Vulnerability is exp+loited 2)
e(k) 0 Otherwise
Where, n: Number of Element of Universal Vulnerability Set
m : Number of Element of Selected Vulnerability Set

V universal

s/w
V selected

s/w

: Degree of Universal S/W Vulnerability in a Host

: Degree of Selected S/W Vulnerability in a Host
V4o Degree of Unknown S/W Vulnerability in a Host
I, :Impact of the k,, Vulnerability in a Host

In the (2), the three types of vulnerability and the relation among them are
presented. In our assumption, our target system is more vulnerable than the simulation
result, since it has unknown vulnerabilities that don’t contain in VDBFS.

Vs/w o = Vs’/:u ¢ X(l+ V./\'el’zlr:red )
s/w
Vunknown Z Ik ® e(k) 2 e(k)
UnknowVulF actor (y) = \;25"""‘1" — = o] = koml , where, assume all /, =1.
slw Zlk ee(k) Ze(k)
k=1 k=1
The value of ¥ can be simplified in these three case, 3)
0 When, all value of e(k) in unknown case is 0 or n is equal to m.
n-m When, average of e(k) in unknown case is same as e(k) in selected case
m
}/ =
n—m . .
-~ When, all e(k) in unknown caseis1
Y e(k)
k=1

To calculate the unknown vulnerability effects, the unknown vulnerability factor(y)
is defined in simulation analysis, as shown in (3). We assume all value of /, as 1,
because our evaluating target network is the information infrastructure and all
exploitation has large impact to them. Also, we want to avoid the subjective definition
of the severity of exploitation. (3) presents the unknown vulnerability factor(y) as a
function of n (number of universal vulnerabilities)) m (number of known
vulnerabilities) and the summation of e(k).

Though theses expressions are simple, we can see the relation of unknown
vulnerability and known vulnerability through it. Also, these expressions should be
specialized, when this simulation system is applied to assess a specific information
infrastructure. In the next chapter, we show the characteristics of these expressions
using our simulation result.

Host Model Design: The formal description of Host Model is as follows.
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Host Model: H={T, I, Q, Y, Q, A, ¢}

Where,

T: Simulation Time.

I 1={1,, 15, L,..., I,}: Attack Set, that have m Attack elements.

Q: (I, T): Enable input segment set.

Y: Output set. Output values are response of external input.

Q:Q=1{Q1, Q2 Qs, ..., Q,}: Host model state set

A: Qx Q=2 Q, Q = Q: State Transition Function, The state transition is based on
the vulnerability expression and the state of protocol
buffer.

0:IxQ=>Y, Q~> Y : Output Function.

Host Model consists of these four components.

a. Set of host characteristics that describe the characteristics of host.

b. Access Control Model that has facility of user authentication and network

access control.

c. Protocol Buffer Model that used to indicate the state of resource such as

backlog size in system.

d. Vulnerability Model that represents the vulnerabilities in host.

Set of host characteristics contains abstracted information of host such as hardware
platform, IP address, OS and application information. Protocol Buffer Model is used
to indicate the resource occupation rate in Host Model, when DoS attack is occurred.
Buffer Occupation Rate is calculated by the expression (4),

CurrentBufferSize

——x100 (%) “)
TotalBuffe rSize

BufferOccupationRate =

The Buffer Occupation Rate and threshold value are used to make decision to

transit the state from normal state to abnormal state. Vulnerability Model consists of
CV List and AV List. The AV list consists of system-AV and application-AV and CV
has vulnerability expression that is composed of AVs and logical operators.
Fig. 7 shows the timing diagram of host model. As shown in the Fig. 7, there are
critical attack inputs at t1 and t2, and the state transition occurs from normal to
warning and from warning to abnormal. In this case, the vulnerability expression is
fired by the critical attack input at t3. Also, there is flooding attack from t4 to t6,
which affects the Buffer Occupation Rate in (4), and there are state transitions from
normal to warning and from warning to abnormal. In the flooding type attack, the
amount resource of the buffer and reset timer are critical factor to decide the state
transition.

There are four types of security models that have facility that controls the access of
the external input. First type of model is user authentication model and second type of
model is network access control model, which are components of OS Security Model.
The third type of model is static and dynamic packet filter model and the fourth type
of model is application proxy model. These packet filter and proxy model are
components of Firewall Model. Fig. 8 shows the behavioral feature of this
mechanism. When an external input is insert into the model, it infer with security
rules and external input. The result of the inference is to drop or accept the input.
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4 Simulation Executions and Analysis

4.1 Flooding Attack Simulation

In this section, we show a simulation example to validate our simulation model. Fig. 9
shows a simulation result in SYN Flooding attack. We select two attacker-systems in
two different domains. The SYN Flooding attack C is more severe than attack B by
two times and attack B is more severe than A by two times. In our simulation model,
there are two points that access control rules can be applied to. The one is Firewall
Model that is located at the front of the network and the other is Host Security Model
that is component of Host Model. We specify four security scenarios: First, in the
scenario A, we do not use any access control rules. Second, we deploy rules that filter
the SYN packet from unreliable hosts in scenario B. Third, we deploy access rate
rules in scenario C. Fourth, we deploy both access control rules in scenario B and C in
the scenario D.

In this simulation, the inter-arrival time of attack input is taken to be exponential
random variables with a mean of each value in Table. 2. We executed 5 times using
different seed values for each simulation. The scenario B and D of Fig. 9 shows that
when SYN packets from unreliable host are filtered, about a half of the vulnerability
degree decreases. Also, when we deploy the access rate rules in scenario C and D,
there is limit in the decrease of vulnerability degree. The threshold of access rate rules
causes this limit. When the threshold value is large, there is no effect in the degree of
vulnerability at the case of SYN Flooding A and B. Also, as the defense scenario
becomes weak, the variance of the degree of vulnerability becomes larger.
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Table 2. Inter-arrival time of attack input in attack scenarios

Attack Scenario
SYN Flooding A | SYN Flooding B | SYN Flooding C
Attacker Host IP

XXX.XxX.160.4 Exponential dist. Exponential dist. Exponential dist.
e Mean = 100msec Mean = 50msec Mean = 25msec
yyy.yyy.150.4 Exponential dist. Exponential dist. Exponential dist.
A Mean = 100msec Mean = 50msec Mean = 25msec

4.2 S/W Vulnerability Exploitation Attack Simulation

In our simulation system, we defined a vulnerability estimation expression that
includes the unknown vulnerability factor in (3). In this section, we will show
characteristics of the expression through the simulation result.

In the Fig. 10, the three case of e(k) in (3) are plotted. As shown in Fig. 10, the
vulnerability assessment result is 15 degree of vulnerability. The rate of exploitation
is about 48.4% in this simulation. At the end of simulation, user can examine the
Atomic Vulnerability that contributes to the exploitations.

Using this simulation result, we can plot the variance of degree of vulnerability as
the number of unknown vulnerability increases. In the Fig. 10, the Case 1 means that
the probability of unknown vulnerability exploitation is zero and the degree of
vulnerability has no change. But, in the Case 2 and 3, the degree of vulnerability
increases, as the number of unknown vulnerability becomes larger. The degree of
vulnerability in universal set is between the case 1 and case 3 for each number of
unknown vulnerability. If we make smaller the slope of the Case 3 or Case 2, the
difference between each case becomes smaller. As shown in (3), there are two
methods to achieve small slope, the one is to increase the value m in Case 2 and Case
3 or increase the summation of probability value, e(k) in Case 3.

Fig. 11 shows the variance of unknown vulnerability factor (), as the number of
selected vulnerability increases. In the plotting of Fig. 11, we assume that the number
of element in universal set is 1000, and the rate of exploitation is 48.4%. The Case 1
is omitted, because the unknown vulnerability factor is zero. Fig. 11 shows that the
unknown vulnerability factor decreases steeply at first, as the number of selected
vulnerability increases, and the value converges to 0, as the number of selected
vulnerability increases. Since the unknown vulnerability factor (y) implies the
correctness of the simulation result, if we construct a VDBFS containing appropriate
number of vulnerability information, we can get reliable simulation results under our
assumption in (3).

5 Conclusions and Discussion

Our research objective is to construct a vulnerability assessment simulation system for
protection of critical information infrastructure. To achieve it, we should analyze and
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customize the vulnerability information and construct VDBFS. In the construction of
VDBEFS, the Compound Vulnerability, Atomic Vulnerability and Vulnerability
Expression are defined to represent the vulnerability information adequate to the
simulation model. Also, we construct a model base of simulation system. The
components of model base are designed and implemented such as EF, host model,
network device model, security model and so on. Especially, in the EF model,
interruptible atomic-expert model is exploited in the design of attacker model, and the
Evaluator model is designed to estimate the degree of vulnerability of system.

In the VDBFS construction, the future work is to extend the VDBFS and makes its
reserved information as much as that of scanning tools. Also, we should apply this
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simulation system to a specific information infrastructure and specialize the Evaluator
Model. The simulation result should be compared with real world phenomenon and
we should tune the presented expressions. In the EF design, we should develop other
performance indexes that can be extracted through the execution of the simulation
models.
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Abstract. Unix systems in many cases record personal data in log files.
We present tools that help in practice to retrofit privacy protection
into existing Unix audit systems. Our tools are based on an approach
to pseudonymizing Unix log files while balancing user requirements for
anonymity and the service provider’s requirements for accountability.
By pseudonymizing identifying data in log files the association between
the data and the real persons is hidden. Only upon good cause shown,
such as a proceeding attack scenario, the identifying data behind the
pseudonyms can be revealed. We develop a trust model as well as an ar-
chitecture that integrates seamlessly with existing Unix systems. Finally,
we provide performance measurements demonstrating that the tools are
sufficiently fast for use at large sites.

1 Introduction

In times when companies appreciate the value of personal information, customers
will increasingly appreciate the protection of their valuable personal data. Survey
after survey shows that privacy concerns with respect to the use of the internet
are on the rise [5,6,7]. A gap has been shown between what kind of identifying
data users think ought to be collected versus what kind they think actually
is collected when accessing a web site. The biggest disagreement is shown for
some of the data commonly logged by web servers such as machine name or IP
address, browser and OS [7]. Most users would rather not access a site than reveal
personal information asked by the site for registration [7]. The vast majority of
users strongly values being able to anonymously use internet services [7]. This
situation calls for privacy enhancing technologies that can be used today and
that help service providers to comply with user expectancies as well as with legal
regulations concerning personal data. Service providers that can credibly assure
their customers the protection of their personal data may gain a competitive
advantage over those that can’t. Consider as a simple example a web site where
the service provision requires no user registration and no billing. There is a
reasonable user expectancy to be able to access the site anonymously.
Furthermore, prevalent statutory regulations confine the processing' of per-
sonal data. Considering our example web site the users would not only have

* This work is currently partially funded by the German Research Council (DFG)
under grant number Bi 311/10-2.

! Processing, in relation to personal data, covers virtually the entire data life cycle
from collection, through to erasure of the data when no longer required.
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reason to expect, but they would also have a right to be able to use the site
anonymously, based on the pertinent legal situation in many western countries.
Refer to [3] and [8] for a more detailed discussion of the related legal issues.
Unfortunately it is insufficient to merely legally interdict the misuse of personal
data. Once personal data has been collected its processing is hard to control
in a non-technical way, since any processing can occur on arbitrary copies of
the data. Considering the example web site it is practically futile for a user to
determine or even to prove that the organizational controls are ineffective wrt.
the protection of his personal data.

Therefore we observe an increasing demand for strong technical enforcement
of privacy principles. Multilaterally secure systems take into account and balance
conflicting security requirements of all involved parties. Accordingly a multilat-
erally secure internet service allows customers to act pseudonymously as long
as violations of the service security policy are still detectable. In return the ser-
vice provider is allowed to recover the identities of customers upon good cause
shown, which supports the hypothesis of violations of the security policy. Trans-
lated to the example web site this means that the IP addresses and potentially
other identifying data are pseudonymized when the web server logs are gener-
ated. Only if a client exploits a vulnerability of the web server its IP address
and other identifying data is recoverable.

This paper demonstrates that the approach to threshold-based identity re-
covery we designed in [4,3] is actually implementable and applicable in practice.
Specifically the contributions of this paper are the following:

the development of a practical architecture to integrate our pseudonymizer
with existing syslog auditing infrastructures;

the exploitation of a trust model supported by actually deployed systems;
the provision of tools that implement our concepts and architecture;

a detailed evaluation of the performance of our pseudonymizer, indicating
that it lives up to the requirements posed by the audit data volume generated
by a busy server system at the Center for Communication and Information
Processing at the University of Dortmund.

The remainder of this paper is organized as follows: Section 2 justifies
our design decision to pseudonymize syslog audit data and introduces the
relevant concepts. In Sect. 3 we detail the design decisions for integration
of the pseudonymizer, explain the trust model and outline our approach to
pseudonymization. The architecture of our implementation also is illustrated
in Sect. 3. In Sect. 4 we evaluate the performance of the implementation. We
position our contribution wrt. related work in Sect. 5 and conclude in Sect. 6.

2 A Case for syslog-Pseudonymization

Most modern operating systems offer comparable audit components, e.g. AIX,
BSDs, HP-UX, Linux, Solaris, Windows-NT and its descendants. All of these
record the identity of the actor of an event or at least identifying features of
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users. Audit components specifically designed for compliance with the Trusted
Computer System Evaluation Criteria (TCSEC) (C2 or higher) [9,10] or the
Common Criteria (FAU_GEN1.2 and FAU_GEN2) [11] are required to record in-
formation identifying the originator of an event. Hence, all of these audit com-
ponents record personal data and need to be considered for pseudonymization.
In addition to the audit components of the operating system, application pro-
cesses record audit data containing personal data, such as web servers and mail
exchangers.

2.1 Event Sources

When considering pseudonymization of audit data all relevant event data
sources mentioned above should be covered. With our approach we aim at a
non-invasive, easy to install tool that covers as many categories of audit data as
possible. We therefore decided to build a pseudonymizer for syslog audit data.
Due to its uniformity and availability in most significant Unixes many event
sources in the Unix world leverage syslog for recording audit data. Also active
network components such as routers provide for remote audit recording using
syslog. Finally there are several third party products available for Windows
driven systems to integrate with an existing Unix syslog infrastructure. By sup-
porting syslog we can pseudonymize host-based, network-based and out-of-band
audit data. Refer to [1,12,13] to learn more about syslog.

Event sources not using syslog, but directing their audit data to dedicated
files are covered by our redirector. In practice with our tools we cover most of the
audit data usually collected in Unix systems. For a more elaborate discussion on
the diverse sources for audit data in Unix systems refer to [3].

2.2 Audit Data

As mentioned above, host-based, network-based and out-of-band audit data con-
verge in syslog. The audit data collected via syslog describes events and condi-
tions monitored by diverse components of the IT system. These components are
categorized as facilities in syslog parlance. A facility that monitors an event or
condition supplies a rating of its severity [13,12]. The priority of an event record
is defined as the pairing of its generating facility and its severity. The severity
ranges from debugging and informational over error conditions to emergency
conditions. Mostly informational and diagnostics messages from the kernel and
from network services are recorded via syslog. Refer to [1] for some annotated
examples.

Also serious actions of users associated with login sessions are recorded by
syslog. Depending on the system configuration a variety of other sorts of events
may be reported to syslog. As an example the intrusion detection system Snort
[14] is capable of reporting attack detections to syslog. Basically, syslog audit data
is collected and used for troubleshooting and limited manual intrusion detection.
Also some intrusion detection systems analyze syslog audit data, such as the
STAT Tool Suite [15].
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3 Embedding the Pseudonymizer

There are several opportunities for pseudonymization of syslog audit records
along the path from the audit component to the final recipient. While it would
be possible to integrate pseudonymization with all audit components, such an
approach does not scale well. Also audit records should be pseudonymized before
they reach the final recipient, which may be a privacy adversary.

Firstly, a straightforward approach is to pseudonymize the output of syslogd
by reconfiguring syslogd to write into named pipes being read by pseudonymiz-
ers. The problem with this solution is, that a pseudonymizer is not able to
determine the priority of the local output records of syslogd. This information
is lost, but may be required for effective log analysis.

Secondly, there are two ways to pseudonymize audit records before they enter
syslogd. We can wrap the syslog API function calls, but this approach does
not catch audit records received from the kernel or via the network. Instead,
a wrapper may pick up audit records from the syslog-sockets, while syslogd is
configured to receive the pseudonymized audit records from the wrapper. We
implemented such a pseudonymizing wrapper (see Fig. 1).

Thirdly, we can embed pseudonymization within syslogd by patching its
source code or by replacing the existing syslogd by a pseudonymizing syslogd.
The disadvantages of these solutions are that either the access to system-
dependent source code of syslogd is required, which may not be readily available
for all Unixes, or the existing implementation of syslogd may differ significantly
from the replacement version. In addition to the wrapper we provide source code
patches to optionally embed pseudonymization within syslogd.

Some audit components write audit records directly to files without involving
syslogd. As long as our pseudonymizer can parse these records, it may also read
from these files. Sometimes it is useful to consolidate the audit records of as many
audit components as possible in one place, f.i. to use the same pseudonymizer
for these records. We supply a redirector, which picks up the audit records
from a named pipe or a growing file and deposits them by means of the syslog
API.

3.1 Trust Model

When considering audit data generated on the local host we are always con-
fronted with the risk of integrity loss in case an attacker achieves sufficient priv-
ilege to manipulate audit data or the process of its generation. Even in the face
of these problems syslog audit data today is still one very important source of in-
formation that is used to resolve attack situations or to gather early indications
thereof.

In the same way in which an attacker can manipulate audit data or its gener-
ation, he may also corrupt the integrity of pseudonyms in pseudonymized audit
data to evade later identification. We argue that we can rely on the pseudonyms
generated on a host under attack as long as we can rely on the syslog data gener-
ated on that host. Stronger techniques for pseudonym generation are outside the
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scope of this approach. Refer to Sect. 5 for related work. Pseudonymization can
be used to make inferences on the pseudonymized data impractical. However,
we cannot avoid inferences that take into account additional information outside
the scope of pseudonymization.

Our approach to pseudonymization balances conflicting security requirements
of at least two parties. On the one hand the users of an IT system wish to use it
anonymously to protect their privacy. On the other hand the IT system owner’s
representative responsible for the system security requires accountability in the
case of policy violations. Other interests in identifying users are not considered
here, such as direct marketing by means of user profiling.

To put the mutual security requirements for anonymity and accountability
not at risk, neither of the above mentioned parties can be allowed to control
the audit components, syslogd and the pseudonymizer. Hence we introduce a
third party denoted as the personal data protection official (PPO), who controls
above mentioned system components (see the PPO domain in Fig. 1). The PPO
is trusted by the users to protect their pseudonymity and he is trusted by the
site security officer(s) (SSO) to ensure accountability in the face of a security
incident.

In the current implementation audit components (with the help of redirectors)
feed audit records via a wrapper or via syslog into the pseudonymizer (see Fig.
1 and Sect. 3.2). The pseudonymizer substitutes predefined types of identifying
information, henceforth denoted as features, by pseudonyms. We exploit Shamir’s
threshold scheme for secret sharing to generate the pseudonyms. Owing to the
properties of the threshold scheme we use, the features behind the pseudonyms
can be recovered only under certain conditions later on (see Sect. 3.2). Thus,
attacks on the pseudonymity of the system users are anticipated and resisted
as soon as the pseudonymized audit records leave the pseudonymizer. Note that
audit records should be pseudonymized on the same physical component where
they are generated by the audit components. This may not be possible in some
situations, f.i. when consolidating audit data generated by routers or Windows
driven systems as is proposed in Sect. 2.1. In such cases additional measures must
be taken by the PPO to provide a secure channel between the audit component
and the pseudonymizer.

The pseudonymized audit data is delivered to and analyzed by the SSO to
acquire indications for policy violations (see the SSO domain in Fig. 1). In order
to support aforementioned analysis the pseudonyms of a given identifying feature
are linkable wrt. a given suspicion. Given sufficient suspicion, the pseudonyms
can be used to reveal the originally substituted features in the hope to gain
more information helping to identify the perpetrator. In our approach sufficient
suspicion is defined by a threshold on weighted occurrences of potentially attack-
related events. The recovery of a feature is possible if and only if the correspond-
ing threshold is exceeded. Thus, the SSO’s requirement for accountability is met
if the definition of sufficient suspicion is satisfied, but not otherwise, conforming
to the user requirement for pseudonymity. The recovery of identifying features
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is done by the reidentifier, which is — unlike the pseudonymizer — fed with the
output files of syslogd (see Fig. 1).

3.2 Pseudonymizing syslog

The pseudonymizer receives audit records from syslogd containing identifying
features. Since each feature may contribute with a specific weight to a scenario
legitimating feature recovery, the pseudonymizer is able to distinguish different
event types and associates each embedded feature type with one or more scenar-
ios and the respective weight(s). The PPO specifies apriori knowledge about the
syntax of events and features to be pseudonymized. In cooperation with the SSO,
the PPO models suspicions justifying reidentification by specifying associations
between features and scenarios, defining the weight(s) for the contribution of
each feature to its associated scenario(s), as well as the scenario thresholds. This
apriori knowledge is stored in the configuration files of our tools. Consequently,
feature recovery is tied to the scenarios that are configured when the features
are pseudonymized.

Parsing: To locate and pseudonymize identifying features in syslog audit
records, we have to parse them. Since the syntax of the records is mainly de-
termined by the originating audit component, recognition of different event and
feature types is based on the evaluation of syntactical contexts, e.g. by means of
regular expressions for pattern matching as defined in POSIX 1003.2 Sect. 2.8.
Refer to [1] for the details.

When parsing audit records we use the apriori knowledge stored in the config-
uration files for our tools. By sequentially matching audit component, event type
context, and feature type contexts, we isolate the features of the record that are
to be pseudonymized. According to the assigned weight and scenario, a number
of pseudonyms is generated, replacing the respective feature. The pseudonymized
audit records retain the format of the unpseudonymized version.

Generating Pseudonyms: The basic idea of our approach to generating
pseudonyms is to have the pseudonymizer split an identifying feature into as
many pseudonyms as are needed to pseudonymize audit records containing this
feature. The pseudonyms have the property, that given a number of pseudonyms
equal to the associated scenario threshold or more, but not less, the reidentifier
is able to recover the corresponding feature. Secret sharing threshold schemes
are suitable to fulfill these requirements.

For our purposes we exploit Shamir’s threshold scheme, as described in de-
tail in [16]. Owing to different conditions of deployment of Shamir’s threshold
scheme, we make some modifications with regard to its application. For a more
technically inclined description of these modifications and the basic algorithms
used by the pseudonymizer and the reidentifier, refer to [4].

In a nutshell, the pseudonymizer encrypts each identifying feature and the
corresponding decryption key is split into shares, which are used as pseudonyms
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Fig. 1. Interplay with a wrapped syslogd

for that feature. The reidentifier uses Lagrange interpolation to recover the de-
cryption key from a sufficient number of shares belonging to the same feature.

Architecture: We supply tools for the PPO and for the SSO, namely
redirector, wrapper, pseudonymizer, shared, and reidentifier, combined,
respectively. The tools are portable and have been used successfully on Solaris,
OpenBSD and Linux.

According to Sect. 3.1 the audit components, redirector, wrapper,
syslogd, pseudonymizer and shared are controlled by the PPO. The audit
components are configured to generate only audit data required for sustained
service provision, such as audit data indicating proceeding attacks against the
site. The audit data is written to /dev/log (with the help of redirectors), to
UDP port 514 and to other locations usually read by syslogd, f.i. /dev/klog
for OpenBSD kernel audit data. In Fig. 1 the wrapper intercepts audit data at
/dev/log and at UDP port 514%. Audit data that cannot be intercepted?® is re-
ceived by syslogd and sent on to the wrapper (see the dotted lines in the PPO
domain in Fig. 1). The pseudonymizer is fed with audit data by the wrapper.
This solution can be used if syslogd shall not be replaced or modified. Op-
tionally we provide a patch for syslogd such that incoming audit data is sent
directly to the pseudonymizer without involving the wrapper. For this solution
syslogd needs to be replaced by a patched version (refer to [1] for details).

The audit data contains identifying features that need to be pseudonymized.
The pseudonymizer parses each incoming audit record, determines the appro-

2 We actually use UDP port forwarding to redirect packets sent to port 514 to the
port where the wrapper listens.

3 For example OpenBSD kernel audit data written to /dev/klog cannot be inter-
cepted because the OpenBSD syslogd is hard-coded to read kernel audit data from
/dev/klog.
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priate scenarios and asks shared for pseudonyms for the features wrt. these
scenarios. shared provides the cryptographic primitives, such as symmetric en-
cryption and secret sharing. For encryption shared uses the OpenSSL crypto
library [17] and the threshold secret sharing scheme is implemented using the
GNU Multiple Precision Arithmetic library (GMP) [18]. shared may run on
the same machine as the pseudonymizer, or it may run remotely. This allows
several distributed pseudonymizers to use a central shared with the result that
pseudonyms for a given identifying feature are linkable across the corresponding
distributed audit components. The protocol used for communication between the
pseudonymizer and shared transfers identifiable features. Since the PPO might
not control the network between the pseudonymizer and shared, the channel is
protected using the OpenSSL SSL/TLS library [19] when shared runs remotely.
The pseudonymizer replaces the identifying features with the pseudonyms de-
livered by shared. The pseudonymized audit data is then handed to syslogd
(via the wrapper). In the recommended setup syslogd sends the pseudonymized
audit records to a remote syslogd running under the control of the SSO. Note
that using the recommended setup audit data is not written into disk files before
it is pseudonymized and received in the SSO domain.

In compliance with Sect. 3.1 the syslogd receiving pseudonymized audit
records from the pseudonymizer as well as the reidentifier and combined
are controlled by the SSO. syslogd receives the pseudonymized audit records
and handles them according to the SSO’s requirements. If the SSO wishes to be
able to recover identifying features some time later, syslogd needs to be con-
figured to write those audit records to a log file (see Fig. 1). When needed, the
reidentifier is started manually or automatically on an alarm. It reads the
log file, determines which pseudonyms satisfy their scenario and asks combined
to recover the respective identifying features. combined provides cryptographic
primitives, such as symmetric decryption and Lagrange interpolation, the re-
verse operation for the threshold secret sharing scheme we use. For decryption
combined also uses the OpenSSL crypto library [17] and the Lagrange inter-
polation again is implemented using the GMP library [18]. combined may run
on the same machine as the reidentifier, or it may run remotely. The proto-
col used for communication between the reidentifier and combined transfers
identifiable features. Since identifiable features are transferred only if a scenario
is satisfied, i.e. the SSO is allowed to see the features, there is no need for a
channel providing confidentiality.* The reidentifier replaces all recoverable
pseudonyms with the corresponding identifying features delivered by combined.

4 Performance

The pseudonymizer processes audit data as soon as it has been generated. It is
thus required, that it is able to pseudonymize audit records sufficiently fast to
avoid a bottleneck, which might impair overall system performance. In contrast,

4 If the SSO does not control the network between combined and the reidentifier a
confidential channel can be provided.
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the reidentifier is sparely used and needs not to satisfy real-time require-
ments.

The performance measurements were conducted on a single processor Pen-
tium ITT 650MHz machine with 256 MB RAM and a 100Mbps Fast-Ethernet
NIC, running OpenBSD 2.7. For all the details about the presented performance
measurements and for additional results refer to [1].

4.1 Microbenchmarks for the Cryptographic Components

We measured the performance of the cryptographic primitives used in shared
and combined. For secret sharing and Lagrange interpolation they operate over
GF(P) where P is a prime number of 128 bits. For encryption we also use
symmetric 128 bit keys. Thresholds used in the measurements default to 5.
The first time shared processes a given feature it uses the initialize()
routine, which generates a pseudo-random polynomial, encrypts the feature and
inserts the results in an AVL tree. We found that the Blowfish encryption in the
OpenSSL crypto library operates at about 15370 encryptions per second for fea-
tures of eight characters. It slows down slightly to about 15150 encryptions per
second for features of 32 characters. We expect most features to be pretty short
strings. The encryption speed is independent of the number of bits used for the
symmetric keys. Depending on the threshold of the scenario associated with a
feature, initialize () generates a number of pseudo-random coefficients for the
corresponding polynomial. The higher the threshold, the more pseudo-random
numbers are generated (see initialize() in Fig. 2a). share() basically eval-
uates the polynomial initialize() provides. Hence, the higher the threshold,
the more expensive the exponentiations share() calculates using the GMP
library call mpz_powm() (see share() with/without mpz_powm() in Fig. 2a).

4.2 Macrobenchmarks for the Pseudonymizer

We measured the performance of the pseudonymizer for varying parameters us-
ing synthetic audit data and configurations. shared handles features differently
depending on whether they have already been seen in the audit data or not. If a
feature is processed for the first time, initialize () generates a pseudo-random
polynomial and stores it together with the encrypted feature (see Sect. 4.1). In
any case a polynomial is used to generate a fresh pseudonym using share () (see
Sect. 4.1). Owing to these different cases of feature handling we used two kinds of
audit data to measure the best and the worst case performance. In the best case
all features associated with a given scenario were identical. shared then calls
initialize() only once per scenario. In the worst case we had varying features
associated with a given scenario. As a result shared calls initialize() for
every feature in the audit data.

When increasing the number of audit records the pseudonymizer processes,
we observe for varying features a mild performance penalty due to the growth of
the AVL trees storing encrypted features and their corresponding polynomials
(see Fig. 2¢). A growing number of audit components, event types and scenarios
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has a linear influence on the performance since these objects are managed using
lists (see Fig. 2d). The more features per audit record are pseudonymized, the
more often the pseudonymizer asks shared for pseudonyms. In addition to the
communication overhead more feature type contexts need to be matched by
the pseudonymizer (see Fig. 2e). The pattern matching is the main cause for
the performance loss when many features need to be pseudonymized per audit
record. In contrast to this the performance loss caused by generating pseudonyms
with larger weights is moderate (see Fig. 2f). There is no additional pattern
matching or communication overhead involved. Increasing the threshold does not
only slow down the generation of pseudonyms using share (), but also the initial
generation of pseudo-random numbers for each distinct feature in a scenario
using initialize() (see initialize() and share() with mpz_powm in Fig.
2a in comparison to Fig. 2b). However, in practice the parameters will only in
rare cases reach values as high as shown in Fig. 2. In the next section we show
that even in these rare cases the performance of the pseudonymizer is sufficient
to cope with the audit record volume of a large site.

4.3 How Fast Is Fast?

To be able to judge whether our tools perform fast enough in a real world server
environment we evaluated syslog and Apache audit records from a central server
at the Center for Communication and Information Processing at the University
of Dortmund. The machine hardware consists of a SUN Ultra Enterprise 4000
with 3GB RAM, six Ultra SPARC 168MHz CPUs, three disk arrays totaling
396GB and a 100Mbps full-duplex Fast-Ethernet uplink. The server runs Solaris
7 and about 1050 users are registered, which are employees and students of the
University of Dortmund. During working hours an average of 25 users is logged
on simultaneously. We took into account the following services provided by the
machine: 37 world accessible Apache web servers, one FTP server with about
112000 FTP transfers per month with a volume of 12GB, and email services
(SMTP, IMAP, POP) with about 45000 emails per month.

We evaluated all Apache access audit records collected over a period of 13
days for all 37 web servers. We have also evaluated all syslog audit records
collected over a period of four weeks. We observed, that the pseudonymizer is
able to keep up with the number of audit records generated even in situations
where some audit component generates an abnormally high number of audit
records. See Table 1 for the maximum numbers of audit records we measured.
For more details about the evaluation and for statistics refer to [1].

5 Related Work

Our tools can be applied to server log data in order to hide information that
may directly or indirectly identify the users that accessed the server. There are
other well known services available to achieve this at the price of installing some
client-side software or requiring the user to perform additional steps in order
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Table 1. Maximum number of audit records generated per second

audit  |[number of audit records
component |per hour‘ per second
Apache 33506 9.31
syslog 4956 1.38

[ > ] 38462 10.68

to achieve anonymity. More importantly, many of these anonymity tools do not
provide for conditional identity recovery.

On the web the P3P framework helps users to match their privacy require-
ments against the privacy policies of the sites they visit. While this approach
allows for fine grained control over what personal data is revealed at the appli-
cation layer, identifying information from lower layer protocols is not protected.
For this purpose there are also many different anonymizing services for accessing
the web, such as the Anonymizer, Anonymouse, Proxymate formerly known as
LPWA, Crowds, Onion Routing and JAP. In addition to filtering the transmis-
sion wrt. personal data, these services usually involve one or more intermediaries
and aim at decoupling the client from the target server. Thus, identifying data is
hidden before it reaches the target server. Similar examples for anonymous mail
transfer are Anonymouse or remailers such as Cypherpunk and Mizmaster. Since
the techniques employed, f.i. MIXes, are entirely different from the ones used for
pseudonymizing log data, we do not go into the details here. These services are
surveyed and compared in [20,21,22].

The techniques mentioned above are conducted under the control of the user
himself and/or at least one third party trusted by the user wrt. anonymization.
Thus, no trust is required in the target service provider. On the other hand these
approaches require the user to take various actions to be able to communicate
anonymously.

Pertinent legislation in various western countries requires providers of some
classes of target services to support anonymous use of their service. To comply
with these requirements, service providers need technical means, independent
from actions their clients may take to protect their privacy. Existing services
based on Unix systems often record personal data in log files. Reconfiguring the
system such that it does not record certain kinds of log events is not always
an option. The information supplied by some log events may be mission critical
and may also contain personal data. One straightforward and easily deployable
approach is to anonymize or pseudonymize identifying data after it has been
collected, but before it is recorded in log files.

The Anonymouse log file anonymizer [20] is implemented as a customizable
Perl script that replaces identifying information by default values or more coarse
values. Anonymized log files may still be analyzed. In case some event happens,
which requires further investigation wrt. the user’s identity, it would be useful to
be able to recover the original data, which has been anonymized. This feature is
not supported by the Anonymouse log file anonymizer. The situation is similar
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for the aforementioned MIX technologies. Indeed, even in the case of misuse of a
service by an anonymous user it is infeasible for the provider or for investigating
authorities to establish accountability. Contrary to this our tools provide for
recoverability of pseudonymized data under certain conditions.

Due to this property our work is strongly related to privacy enhanced in-
trusion detection systems. Most of these systems use pseudonymization to hide
identifying information after it has been generated and recorded in audit data.
Some approaches have been published for the Intrusion Detection and Avoid-
ance system (IDA) [23], the Adaptive Intrusion Detection system (AID) [23], a
Firewall audit analyzer [24] and for the Aachener Network Intrusion Detection
Architecture (ANIDA) [25]. These approaches have been reviewed and compared
to our work in [2]. Intrusion detection systems (IDS) do not only give warnings
in case of attacks, they also record evidence for further investigation. In case
an attacker is to be prosecuted, it is desirable to extract identifying informa-
tion from the recorded data. Privacy enhanced IDS support the recovery of
pseudonymized information. A common weakness of existing privacy enhanced
IDS is that they do not technically bind the recovery of identifying information to
a specific purpose such as the investigation of a proceeding attack. Some privacy
enhanced IDS require a third party to cooperate in the recovery process. The
users have to trust that party to allow recovery only for given legitimate pur-
poses. Other privacy enhanced IDS provide no strong protection against recovery
for other purposes [2]. In contrast to this our tools instantly allow for recovery
of pseudonymized data if predefined conditions bound to a specific purpose are
met, but not otherwise.

Similar mechanisms are found in fair offline electronic payment systems. Such
systems allow for anonymous payment as long as no payment unit has been spent
more often than permitted. In the case of double spending of electronic coins,
the perpetrator can be traced [26]. Some of the recovery techniques used are
similar to the scheme our tools employ. Others use group signatures to achieve
recoverability [27].

Payment units in fair offline electronic payment systems are also similar to
anonymous credentials, which can be used for anonymous authentication. Many
schemes for anonymous authentication support identity recovery while employ-
ing different techniques. Some schemes have been related to our approach in
[4]. Since the resources of the target service are accessed using anonymous and
pseudonymous credentials or payment units, the target service does not learn
identifying information about the users during authentication. The users do not
need to trust the target service provider regarding their anonymity. Also, mal-
formed credentials, which do not exhibit the properties required by the target
service can be rejected, avoiding further damage. On the other hand, before they
can access any target service anonymously, users need to register with some third
party to generate credentials and payment units. Since no such infrastructure has
yet been widely adopted, in the meantime service providers can pseudonymize
log data to offer privacy enhanced service access.
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6 Conclusion

We motivated the need for technical enforcement of privacy principles and sur-
veyed related work on privacy enhancing technologies. Though many of the re-
lated approaches allow for a strong trust model, they require the user to take
additional steps and/or install client-side software. Also many approaches re-
quire a widely accepted infrastructure for issuing and managing credentials and
payment units. None of these infrastructures is yet in widespread use, i.e. service
providers cannot adopt widely accepted standards.

In contrast to this situation service providers are expected to respect and
protect the privacy of their clients. We supply tools that help to retrofit privacy
protection into existing Unix systems by means of pseudonymization of identify-
ing features in audit data. Different from existing log file anonymizers or privacy
enhanced intrusion detection systems, our approach balances requirements re-
garding anonymity and accountability. That is, pseudonymized identifying fea-
tures can be revealed only if given definitions of scenarios requiring to do so are
satisfied, but not otherwise. A trusted third party ensures that these scenarios
meet the requirements regarding anonymity and accountability. This party con-
trols the technical components that enforce the proper pseudonymization, such
that later on identifying features can be recovered.

We described the trust model and architecture of the tools, and we presented
performance measurements of the pseudonymizer. Finally we demonstrated mea-
surements of the audit data volume generated by a real world system, indicating
that the performance of the pseudonymizer should be sufficient for application
at sites with even larger audit data volume.
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Annex — Example Application

Both, the pseudonymizer and the reidentifier leverage apriori knowledge
provided in configuration files to locate identifying features and pseudonyms in
audit data, respectively. Feature types are located using the audit component
name (see the FACILITY keywords in Fig. 3), the event type context (see the
EVENT keywords in Fig. 3) and the feature type contexts (see the LEFTFEATURE
and RIGHTFEATURE keywords in Fig. 3). The apriori knowledge associates each
feature type and corresponding pseudonyms with one or more scenarios (see
the GROUP keywords next to the RIGHTFEATURE keywords in Fig. 3) as well as
(a) corresponding weight(s) (see the WEIGHT keywords in Fig. 3), specifying the
number of pseudonyms generated for the feature type. Also for each scenario a
threshold is defined (see the THRESHOLD keyword at the top of Fig. 3), specifying
the number of pseudonyms required for associated features to be recoverable
from the corresponding pseudonyms.

In the following example we pseudonymize audit records generated by
tcplog. The teplog program logs TCP flag combinations that should not occur
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in regular TCP traffic. Additionally tcplog is able to detect queso OS finger-
printing scans. queso is a reconnaissance tool used to determine the operating
system version using the OS fingerprinting technique, offering a subset of the
functionality of nmap.

We suppose that the PPO of a site considers IP addresses being sensitive
information since they have the potential to identify the person behind the as-
sociated activities. The PPO thus decides to pseudonymize IP addresses.> The
SSO knows that for an intruder the information provided by queso is useful
for determining if a given service provided by a host might be vulnerable to a
particular exploit. Hence, the SSO wants to be able to identify the IP addresses
originating queso scans against his site.

The PPO analyzes, which audit components generate event types containing
IP address features, such as the sample audit records in Fig. 4. The SSO pro-
vides the PPO with information about scenarios that require feature recovery,
such as the queso scenario. For the tcplog audit component the PPO in coop-
eration with the SSO extends the apriori knowledge stored for our tools in the
configuration files as shown in Fig. 3.

GROUP I1 THRESHOLD 6
FACILITY tcplog EVENT ’QUESQ’

LEFTFEATURE ’ from ’, RIGHTFEATURE ’ port’ GROUP I1 WEIGHT const(1)
FACILITY tcplog EVENT ’ from ’

LEFTFEATURE ° from ’, RIGHTFEATURE °’ port’ GROUP I1 WEIGHT const(1)

Fig. 3. Sample configuration for pseudonymizing tcplog audit records, such as in
Fig. 4

02:23:37 tcplog[1567]: FIN SYN RST URG : port 41067 from 217.82.199.102 port 42312
13:42:06 tcplog[1040]: SYN RES2 : ftp from 192.168.1.4 port 45691

13:42:06 tcplog[1040]: FIN SYN PSH URG : ftp from 192.168.1.4 port 45693

13:42:06 tcplogl[1040]: FIN SYN PSH URG : ftp from 192.168.1.4 port 45693

13:42:06 tcplog[1040]: FIN PSH URG : port 34513 from 192.168.1.4 port 45697
13:42:06 tcplog[1040]: FIN PSH URG : port 34513 from 192.168.1.4 port 45697

13:42:06 tcplog[1040]: QUESO: port 34513 from 192.168.1.4 port 45697

Fig. 4. Sample unpseudonymized audit records generated by tcplog, which contain a
queso OS fingerprinting scan

When the tools have been configured for the queso scenario the audit records
in Fig. 4 are pseudonymized by the pseudonymizer. The resulting audit records
are shown in Fig. 5. For the sake of presentation we moved the additional records
generated by the pseudonymizer to the bottom of Fig. 5 while retaining the rel-
ative order of the tcplog records and of the additional records. Note that in the
tcplog records the IP addresses have been replaced by pointers to the additional

5 The PPO additionally might want to pseudonymize the port numbers. This also is
perfectly possible, but for the sake of the brevity of the example we refrain from
doing so.
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records. The additional records provide the actual pseudonyms, i.e. the crypto-
graphic material and other information required for the recovery of the replaced
IP addresses. Note that the actual pseudonyms for IP address 192.168.1.4 are
linkable using the identifier d2petb50CX0un4CulPh1uM8. Generally there may oc-
cur audit records describing activity that is definitely not related to any scenario,
but where features need to be hidden. These audit records can be pseudonymized
while omitting the additional records, such that recovery is infeasible later on.

02:23:37 tcplog[1567]1: FIN SYN RST URG : port 41067 from al port 42312
13:42:06 tcplog[1040] : SYN RES2 : ftp from a2 port 45691
13:42:06 tcplog[1040]: FIN SYN PSH URG : ftp from a3 port 45693
13:42:06 tcplog[1040]: FIN SYN PSH URG : ftp from ad port 45693
13:42:06 tcplog[1040]: FIN PSH URG : port 34513 from a5 45697
13:42:06 tcplog[1040]: FIN PSH URG : port 34513 from a6 45697

13:42:06 tcplog[1040]: QUESO: port 34513 from a7 port 45697

02:23:37 pseudonymizer: Short=al Long=RWAgGPc2dWVLOwXgF20ENg:10:ECmA!_ph6kOhKLZBsMw!H7H2ztc Group=I1
13:42:06 pseudonymizer: Short=a2 Long=5QgfV3!umUu_Fj8MWI2yoA:5b:d2petb50CX0undCulPhluM8 Group=I1
13:42:06 pseudonymizer: Short=a3 Long=sW7bl670001G5eiBpmu7hg:5c:d2petb50CX0undCulPhluM8 Group=I1
13:42:06 pseudonymizer: Short=a4 Long=wdEey!pfsM4jGtz91yejZw:5d:d2petb50CX0undCulPhluM8 Group=I1
13:42:06 pseudonymizer: Short=a5 Long=Fi709GJU!A5SWY0!dAcxsA:5e:d2petb50CX0undCulPhluM8 Group=I1
13:42:06 pseudonymizer: Short=a6 Long=rog6EObIHE3V5moFB1AT8Q:5% : d2petb50CX0un4CulPhluM8 Group=I1
13:42:06 pseudonymizer: Short=a7 Long=itOSIYeSEYysleQNFOhaNg:60:d2petb50CX0un4CulPhluM8 Group=I1

Fig. 5. Sample pseudonymized audit records from Fig. 4

02:23:37 tcplog[1567]: FIN SYN RST URG : port 41067 from al port 42312

13:42:06 tcplog[1040] : SYN RES2 : ftp from 192.168.1.4 port 45691
13:42:06 tcplog[1040]: FIN SYN PSH URG : ftp from 192.168.1.4 port 45693
13:42:06 tcplog[1040]: FIN SYN PSH URG : ftp from 192.168.1.4 port 45693
13:42:06 tcplog[1040]: FIN PSH URG : port 34513 from 192.168.1.4 port 45697
13:42:06 tcplog[1040]: FIN PSH URG : port 34513 from 192.168.1.4 port 45697

13:42:06 tcplog[1040]: QUESO: port 34513 from 192.168.1.4 port 45697
02:23:37 pseudonymizer: Short=al Long=RW4gGPc2dWVLOwXgF20ENg:10:ECmA!_ph6kOhKLZBsMw!H7H2ztc Group=I1

Fig. 6. Sample pseudonymized audit records from Fig. 5 with recovered features

The audit records in Fig. 5 are transferred to the SSO. When the SSO detects
the queso scan contained in the audit records in Fig. 5 he uses the reidentifier
to recover the IP address features associated with the satisfied queso scenario.
The resulting audit records are shown in Fig. 6. Note that the pseudonym in the
first audit record in Fig. 6 is not revealed since it corresponds to an IP address
not involved in the queso scan originated at IP address 192.168.1.4.
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Abstract. Many claim that software systems must be designed for
security. This, however, is far from being an easy task, especially for
complex systems. We believe that this difficulty can be alleviated by a
set of —preferably rigorous— principles. We propose an architectural
style, the Dual Protection Style (DPS), for constructing secure software.
This style results from our experience in designing and implementing
a distributed, multi-user, medium sized application. We present the
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collaboration called MOTION. We further elaborate on the description
of this architectural style, its formalization and the formal verification
of some of its properties.
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1 Introduction

The dependability of software systems is becoming a foremost concern for the
whole society. This is exacerbated by the increasing pervasive use of software.
These are no longer simply used in a standalone fashion, but have become highly
distributed and embedded in many of our working tools. The pervasiveness of
software systems is accompanied by a variety of security risks. For instance, it is
not necessary anymore to be physically present in front of a computer to attack
its security engine: thanks to the Internet revolution. This frightening reality has
(or should have) consequences on the way we build software. It is increasingly
argued that software must be designed for security right from the beginning
instead of security being added as an afterthought [37IO/T7I822]. Numerous
examples are cited in the literature where applications failed to be “upgraded”
from non-secure applications to secure applications.
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If designing for security seems to be an acceptable and reasonable recom-
mendation, the challenge, however, resides in how to achieve this goal. This is
particularly difficult since the concept of security itself is differently understood.
Though security is difficult to define, there are well understood security criteria
for distributed applications: identification, authentication, authorization and ac-
cess control, integrity, auditing, etc. At least for these well understood notions,
one would expect some principles guiding their introduction into distributed ap-
plications. To our knowledge, little work has been done on illustrating how a
secure application can be constructed.

In this paper, we propose an architectural style for constructing access con-
trolled applications. This style is a collection of rules that constrain the topology
and the behavior of the components of an application that needs to support ac-
cess control. Our architectural style prescribes ways of controlling access to re-
sources made available by applications. It is based on two principles, user access
control and code access control. User access control is the process of verifying
that end-customers only perform actions they are allowed to. Code access con-
trol on the other hand ensures that applications only invoke methods they are
allowed to. Following this architectural style, only one method in each trace of
the application must perform user access control. The paper also presents the
formal specification of this architectural style in Alloy [I1], a formal notation
for micromodels of software. The main purpose of this formal specification is to
provide a strong foundation to the style, and a precise definition of its invariants.

The remainder of the paper is organized as follows. Section Pl is concerned
with related work: some principles proposed by various researchers for construct-
ing secure applications are presented. Section [ gives an overview of the MO-
TION platform that inspired the development of this architectural style. This
case study also helps to better illustrate the problem solved by our work. We
present an informal description of the architectural style in Section [4 and its
formal description in Section Bl Section [6 concludes the paper.

2 Related Work

Building secure software is starting to draw well-deserved attention. Up to now,
most computer security articles published in industry magazines focussed on
fixing security problems [7]. Among the few that propose principles for building
secure software systems, we consider [TOJI8/2325127128] particularly interesting.

In [18], McGraw and Felten propose twelve rules for writing secure Java
programs: 1) programs should not depend on initialization, 2) Use of visibility
restrictors, 3) everything should be made final unless there is a good reason not
to, 4) programs should not depend on package scope, 5) programmers should
avoid using inner classes, 6) programmers should avoid signing code, 7) if sign-
ing code is a must, all should be put in one archive file, 8) classes should be
made unclonable, 9) classes must be unserializable, 10) classes must be undese-
rializable, 11) classes should not be compared by name, 12) secrets should not
be stored in code.
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Similar recommendations are given in [23]. Besides the controversial nature
of some of these guidelines, they are oriented towards Java programs. Thus,
they can be viewed as low level principles. Referring to the idea that security
considerations must be incorporated throughout the entire product lifecycle [22],
we argue that there is a need for more high level principles that can be applied
at the architecture and design levels.

Viega and McGraw [27] propose a complement to these principles. Ten rec-
ommendations are given to be kept in mind throughout the design and the
implementation of a secure software system: 1) secure the weakest link, 2) prac-
tice defense in depth, 3) fail securely, 4) follow the principle of least privilege,
5) compartmentalize, 6) keep it simple, 7) promote privacy, 8) hiding secrets is
hard, 9) be reluctant to trust, 10) use of community resources.

Besides these principles, the Open Group [25] is currently writing a book on
security patterns. A first draft of this book is available on the Internet. For the
moment, 32 patterns are indexed and 15 of them are documented. These patterns
are divided into 5 categories: entity patterns, structural patterns, interaction
patterns, behavioral patterns, and available system patterns. For the flavor of
these patterns, we give an overview of four of them.

The Protected System pattern also called Reference Monitor pattern recom-
mends software developers to delegate all access control checks to a guard which
enforces security policies. The Policy Enforcement Point pattern complements
the first by recommending to separate/isolate the code of the reference monitor
from the remainder of the application. The Secure Communication pattern en-
sures that security policies of differents take-holders still be satisfied when they
come to communicate with each other. The Recoverable Component pattern re-
quires a system to be structured so that its state can be recovered if the system
fails.

An important fact to notice is that although developed separately, most prin-
ciples provided by the open group are refinements of those proposed by Viega
and McGraw in [18]. For instance, the Checkpointed System pattern and the Re-
coverable Component obviously contribute to ensure the Fail Securely principle.
The DPS style gives a concrete guideline with which to achieve these principles.
After the description of this architectural style in Section M, we show how it
helps in securing the weakest link, keeping things simple, increasing usability,
and protecting against malicious code. The next section gives an overview of the
MOTION project that inspired the development of the DPS architectural style.

3 The MOTION Project

MOTION (MObile Teamwork Infrastructure for Organizations Networking) is a
platform we designed and prototyped in the MOTION European project [T421].
This platform addresses the needs of two well known organizations. The first is
a manufacturer of mobile phones and the second is a producer of white goods
(e.g. refrigerators, whashing machines) . The platform has a service architecture
that supports mobile teamworking by taking into account different connectivity
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modes of users, provides access support for various devices, supports distributed
search of users and artifacts, offers user management facilities in a way where
users can be grouped in communities. The MOTION platform also contains an
access control mechanism.

3.1 The MOTION Architecture

The MOTION system was constructed by assembling different components:
PeerWare [19], DUMAS (Dynamic User Management and Access Control Sys-
tem) [6], an XQL engine [8], an XML parser, a repository (comparable to a file
system), an artifact manager (comparable to a shell that provides primitives for
accessing the file system), etc. Some of these components are commercial off-the
shelf while other were built by the project team. A layered view of the MOTION
platform is presented in Figure [l
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TION

The bottom layer of the architecture provides the communication infras-
tructure and is realized by PeerWare [19]. The services made available by this
component include: peer-to-peer file sharing, an event based system, and mobile
code infrastructure.

On top of this layer, we constructed the teamwork services layer (TWS layer).
This teamwork services layer is composed of DUMAS, a repository, a messaging
system, a user oriented publish- subscribe system (TWS P/S), a component
for distributed search, and an artifact management component. DUMAS groups
user management, community management, and access control functionalities.
The repository is a component responsible for storing different MOTION data,
including files, metadata, and access control lists. All methods in the TWS layer
are security sensitive and therefore access controlled.

The top-most layer of the MOTION platform consists of the presentation
layer and business specific services. This layer includes applications matching
the specific requirements of end-customers. They completely rely upon the TWS
layer.
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3.2 Component Integration

In this section, we discuss the integration of the components listed above. The
purpose of this section is to illustrate (1) the need for the DPS style, and (2) the
benefits we would gain if we had used this style right from the beginning of the
development process. We focus on the integration of the TWS layer components
with the access control module. This integration essentially consists of inserting
the instructions for access control in each public method of the TWS layer. An
example is presented in Listing 1. The method addMember is shown. The purpose
of this method is to add a user to a community. The access control check is
performed at line 7. The lines 3 to 6 prepare the arguments for invoking the
operation checkPermission performing the permission check. This integration
had to be performed for approximatively 110 methods made available by the
TWS layer. Initially, 100 person-hours were foreseen for this task. At the end
we needed about 320 person-hours, more than 200 % time over-run! What went
wrong?

r N
1 public void addMember (UserID userIld,
2 CommunityID target community)
3 throws NoSuchEltException, MissingPermissionException,
4 DuplicatedDefinitionException {
5 UserID actor= motionmanager.getCurrentUserID();
6 Permission permission=new Permission("add-member");
7 authorization.checkPermission(actor, permission,
8 target_community );
9
10 motionmanager.getDumasController () .getUserManager ().
11 linkUser (actor, userld,target_community);
12
13 Element elt=temp.createElement ("Action");
14 elt.setAttribute ("classname®, "Community" );
15 elt.setAttribute ("methodname”, "addMember” );
16 elt.setAttribute ("argument0", actor.getID() );
17 elt.setAttribute ("subjecttype”, "user");
18 elt.setAttribute ("actor",actor.getID());
19 elt.setAttribute ("target”,target_community.getID());
20
21 TUVEvent evt= new TUVEvent (elt);
22 twsps.publish (evt,peer.getPublicationDocument ());
23
24 }

Listing 1. The Alloy Specification of the DPS Style

The operation addMember presented in Listing 1 is performed by requesting
the services of three different components: (1) the DUMAS user management
module (line 10), (2) the TWS publish- subscribe facility (line 22), and (3)
the repository. The repository is not directly invoked by addMember, instead
addMember invokes linkUser of DUMAS that further invokes the repository.
The invocation of the TWS publish operation is performed for notifying other
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users and components. Each public method of the TWS layer performs access
control checks. This is because most of these methods are also directly invoked
by the presentation layer or business specific services. The implication is that
for invoking the method addMember, three different access rights are required:

— the access right add-member required by the operation addMember. This ac-
cess right ensures that the user invoking the operation has the permission to
insert a user into the target community.

— the access right write ensures that the user has the permission to write to
the repository.

— the access right publish is checked by the TWS publish/subscribe for en-
suring that the user has the permission to publish the specified event.

We face an embarrassing problem! This multitude of permission-checks does not
protect the TWS layer, but makes it unusable. For performing a single operation,
too many different access rights are required from the user. We noticed this
because the access control component was developed in tandem with a graphical
user interface. This user interface allowed users to give us direct feedback. This
problem is exacerbated by the fact that these access rights are not directly
semantically related to the operation addMember. For a customer, there is no
obvious reason to require access right for writing to a repository while adding a
user to a community. This might even appear as a bug in the system. Besides
this usability issue, a second problem, that such an integration of access control
into applications faces is the issue of administration. The more complicated an
access control system is, the more difficult is its administration and the more
likely are security breaches into the system.

To solve this problem, we ensured that users are not asked more than one
access right during the execution of a single task. This is achieved by requiring
that in each trace of the application, user access rights are checked only once.
To improve the TWS layer such that it takes this result into consideration, we
had to remove access control checks from all MOTION components first. The
next step consisted of building a tiny layer on top of the TWS layer (see Figure
2), that separates the non-access controlled TWS layer from the presentation
layer and business specific services. This tiny layer is called access controlled
teamwork services layer (ACTWS layer). All methods of the ACTWS layer are
access controlled while no method in the TWS layer is access controlled. Further,
no operation of the ACTWS layer is allowed to invoke an operation of this layer,
be it recursively or not. This would obviously lead to the initial situation.

While the approach described above solves the problem of multiple access
rights for a single task, it raises another issue. The layers underlying the ACTWS
layer are completely open, without any access control check, thus, they are vul-
nerable to various attacks. An important kind of attacks is malicious code. First,
this attack seems to be a la mode nowadays. Second, it is particularly relevant
to the MOTION platform since the underlying middleware uses mobile code
for relocation facilities [I9]. The solution to this second challenge is to protect
components by means of code access control. This is, for each method in the
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MOTION system, there exists a list of components (or a list of methods, de-
pending on the granularity) allowed to invoke it. Thus, if some malicious code
wants for instance to modify the access control list stored in the repository, the
operation fails since this code is not allowed to interact with the repository. The
principle is similar to code access control provided in the Java environment [15].

Given these two techniques, we are able to efficiently protect the MOTION
platform. We strongly believe that the experience gained in securing this plat-
form can be useful to other software developers. We therefore propose to capture
its quintessential properties through an architectural style that abstracts away
from MOTION specific details.

4 The DPS Architectural Style

In this section, we give an informal description of the Dual Protection Style. The
goal of this style is not to guarantee security, but to simplify the construction
of access controlled applications. The DPS style defines components, connectors
and constraints for controlling the access to services provided by an application.

Vocabulary

In its basic version, the DPS recognizes three types of components: a user access
control component, a code access control component, and the set of components
forming a system and interacting with the user and code access control compo-
nents. In case of MOTION, such components are, for instance, the repository,
the artifact manager, or the community manager.

A component is called protectee of a user/code access control component
if one of its services interacts with this user/code access control component.
This user/code access control component is called a protector of the protected
component. Further, a component that makes available a service interacting
with a user access control component is said to be user access controlled. If the
component rather interacts with a code access controller, it is said to be code
access controlled.
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For instance, all methods of the TWS layer are code access controlled while
all methods of the ACTWS layer are user access controlled.

The connectors between protectees and protectors are called access control
checks or permission checks. There exist two kinds of permission check: user
permission check and code permission check. A user permission check is initiated
by a protectee towards a user access control component. This is a request to the
user access control component to check the authorization of a user to access an
object. Similarly, a code permission check is a request to a code access controller
to decide on the authorization of another application to make use of the requested
service.

Invariants

The DPS style constrains the behaviors of protectors and protectees by means
of two invariants. The first invariant is best explained in terms of CSP traces
[2]. A trace is a sequence of events that a process (or a service) allows. An event
is an atomic action, i.e. it cannot be decomposed. In this respect, we consider
permission checks as events. A permission check cannot be decomposed into
other events. The implication is that any process performing permission checks
is not atomic. We use the terms service and process equivalently. An application
satisfies the DPS style if each of its processes satisfies the DPS invariants. Such
an application will be said to be DPS protected.

The first invariant of the DPS style ensures that the number of occurrences of
user permission checks in each process is equal to 1. The number of occurrences
of an event, say a, in a trace T is denoted by T | a.

An example of a system S, consisting of the services Sy, Sig, Si1 is il-
lustrated in Figure [3 together with its call graph. Its processes are defined
as traces(S11) = (UP.CP.Ay), traces(S19) = (UP.CP.Ay), traces(Sy) =
(CP.UP.CP.Ay, CP.UP.CP.A;). UP and CP are user and code permission
checks respectively and A; and A, are actions other than permission check.

This system satisfies the first invariant of the DPS style. In fact, UP.CP.A; |
UP =1, UP.CP.Ay | UP =1, CP.UP.CP.A, | UP =1 and CP.UP.CP.A5 |
UP =1.

Informally, this invariant prescribes that user permissions should be checked
only once for each task that a user performs. It does not prevent methods from
performing various permission checks, but ensures that all permission checks
must be performed in an exclusive manner so that only one of them can be
executed each time.

For a program that has no permission checks in if-else blocks, the invariant
can be expressed in terms of its call graph. In this case, there should be one
method performing user permission check in each path of the call graph. An
example is depicted in Figure[3 On each of the paths of this call grapth, there
exists exactly one service that initiates a user permission check.

In general, this invariant cannot be expressed in terms of a call graph since
a method whose body includes the instruction
if(condition) user-permission-check-1 else user-permission-check-2
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satisfies the first invariant of the DPS style but is said to contain two permission
checks (following the definition of call graphs [26]).

The second invariant of the DPS style ensures that each service performs at
least one code permission check. In other terms, all methods must be protectee of
some code access controller. Considering the example of Figure[3] all services Sg,
S11, S1o perform code permission checks. Unlike the first invariant, the second
invariant is easily expressed in terms of methods instead of traces.

Note that the way how the access controller decides on whether users or code
have permissions depends on each architecture (thus instance of the style).

The DPS style supposes that the identities of users and code can be verified.
That is, there exists a reliable mechanism for determining which user/service is
requesting a service. Though there exist different mechanisms for authenticating
users, this is not the case for code. Considering two services hosted by two
different computers and communicating by means of a handshake protocol it
is difficult for each of them to verify the identity of the application running at
the other end. This problem, however, does not exist when the components are
co-located and one is accessing the other through a direct method call. In Java,
for instance, the stack inspection algorithm provides the facility of determining
which methods are currently being executed.

Specializations and Instantiations

The Dual Protection Style can be specialized in several interesting ways.

We say that a permission check connector is open for a resource S if the con-
nector authorizes any access to this resource. We say that a permission connector
is open if it is open for all resources.

Depending on which connectors are open in a system, the following spe-
cializations of the Dual Protection Style can be distinguished. In the first case,
the user permission connector is open, in the second case the code permission
connector is open, and in the third case both connectors are open.

Strictly speaky, the DPS style is violated when one of the above invariants
is not satisfied. For instance, a system that has no code access controller can
theoretically be said to violate the DPS style. On the other hand, this system
behaves exactly like a system with the same services but with an open code
permission connector. A system that theoretically doesn’t satisfy the DPS style
but behaves in practice exactly like a specialization of the DPS style is said to
have an architecture that is of a degenerate DPS style. We do not consider such
systems as violation of the DPS style.

This fuzzy boundary of architectural styles is not specific to the DPS style. It
has also been recognized for well known styles such as Pipe-and-Filters. Though
batch sequential is an architectural style in its own right, it also results from
a pipeline (a pipeline is a specialization of pipes-and-filters) where each filter
processes all of its input data as a single entity. Another example is provided by
the peer-to-peer architectural style that behaves as client-server in some config-
urations. As recommended by Shaw and Garlan [16], the fact that boundaries of
styles overlap should not deter us from identifying the main features of a style
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with its central example of use. Thus, in practice, we will not consider systems
that practically behave as specializations of the DPS style as violation of this
style.

The only case that intriguingly violates the DPS style is when there exists a
trace of the application where the number of occurrences of the user permission
checks is greater than 1. Such a case is shown for instance in Figure 4 The
branch of the call graph composed of the invocation of Sy, Sp; contains two user
permission checks. In terms of traces, we have
traces(Sy) = (CP.UP.CP.UP.Ay, CP.UP.CP.A;) and CP.UP.CP.UP.Ay |
UP = 2. The mv command of the UNIX/LINUX operating system is an example
of an application that does not satisfy the DPS style (although an equivalent
command can be implemented that satisfies DPS). For moving a file to a di-
rectory, one needs to have the permission to read that file and the permission
to write to the target directory . The command less on the other hand satis-
fies the DPS style. These commands are applications that are constructed using
the system calls of the operating system such as sys_read and sys_write [13].
A question that can be raised is if the UNIX/LINUX operating system itself
satisfies the DPS style . We are currently investigating this issue.

Code access control is not specific to Java. The concept of domain type
enforcement [I] originally proposed for Unix ensures that code modules are per-
mitted to access only a controlled set of resources (including other modules).

Advantages

Our style provides a number of advantages. Most of them are oriented towards
facilitating the development of access controlled applications. Therefore, we con-
centrate on these features first and not on the security capabilities of our style.
The DPS style proposes a clear architecture for easily constructing usable, and
secure applications. We are not aware of a similar architectural style for building
secure systems.

Starting with the DPS style, the developer knows from the beginning of
the development process exactly what actions are to be carried out. He can
decide exactly where to perform security checks in his components, decide on
which protectors to use, and what the implications are in terms of dependability,
architecture, and maintenance. In general such an architectural style forces the
software developer to take security into consideration very early in the design of
its architecture.

Applications based on the DPS style are easier to administer. In fact, the
administrator knows that for each task, there is at most one access right that
must be owned. This is obviously much simpler than administrating an appli-
cation where tasks require many different permissions. Moreover, the behavior
of applications where operations require many access rights might sometimes be
unexpected. Considering the case of addMember presented above, it is difficult to
assign to a user the permission to add users to a community without assigning
him the permission to publish events related to the profile of this user such as
“user is online”, or “user is expert”. An undesirable side effect! This side effect
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takes a particular significance in information flow control. We claim that a sys-
tem can more easily be proven to satisfy an information flow constraint when
its architecture is an instance of the DPS style than when it isn’t.

The DPS style promotes securing the weakest link by minimizing the de-
pendency on customers. The weakest link in an application designates a com-
ponent, an algorithm, a protocol, or anything else that is likely to be weakly
secure. Attackers will obviously look for the weakest link of an application. So-
cial engineering was shown to be one of the most effective means to bypass
security restrictions. Security engineers often make assumptions that, though
reasonable, do not hold in practice (an example is the famous question asked
by most browsers: “do you trust this application?”). It is therefore very proba-
ble that users will have difficulties in using complex security mechanisms. The
consequence is that either they ignore them, thus being completely vulnerable,
or they use them with difficulties. Thus, the less a security mechanism relies
on customers, the less it is vulnerable to social engineering efforts and therefore
the lower is the probability of being attacked through this link. By reducing the
number of access rights required by a user, the developer reduces the difficulties
that users might encounter.

In systems where access control is performed at different levels, thus not sat-
isfying the DPS style, the software/security engineers will spend significant time
in investigating which permissions/access rights must be checked at each stage
and in each component. The assumption is thus made that programmers have the
necessary background in access control models. This is unfortunately not always
the case, as security engineering doesn’t even belong in most software engineering
curriculums. These difficulties are exacerbated if we take into consideration the
iterative nature of the software development process that probably also implies
iteration on the access control model(s) and high degree of interference between
the software engineers and the security engineers. The DPS style allows reducing
the interaction between security engineers and software engineers. It finally frees
software engineers from dealing with access control by delegating this task to a
few people who know exactly where there is a need for access control check in the
application. This can be done by constructing a layer as we did in the MOTION
case study. Though software engineers need to integrate code permission checks
in components, this is a minor issue since there is nothing more than invoking
a method that another method can do. The interface to the access control com-
ponent is thus simple and can easily be specified by security engineers and the
API made available to software engineers.

The DPS style promotes protecting applications against malicious code. It
is not enough for an application A to be started by a user to access a resource
r made available by a DPS protected application C. The application A must
be explicitly allowed by the code access controller of C' to invoke the method
leading to r.

The DPS style achieves a clear decoupling between permission check connec-
tors; one can check for user permissions without checking for code permissions
and vice versa. This clear separation is missing in the Java security architecture
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[15] where the two connectors are strongly coupled. The separation between these
connectors obviously allows security engineers to finer control security mecha-
nisms to match their needs.

Shortcomings

The DPS style relies on the identity of client components. This leads to a subtle
limitation in the application of the DPS style in distributed environments. This
limitation occurs when it is not possible to verify the identity of the requesting
service. Let us consider for instance an architecture based on services Sp1, So2,
and S; where Sy; and Spz both request S;. All communication between these
services is performed by means of handshake protocols. This means that these
services have no methods for verifying the identity of the code with which they
communicate. Following the DPS style, user permission checks must be per-
formed either by Sp; and Sg2 or by S;. In the first case, however, S is totally
vulnerable to attacks since there is no way to establish the authenticity of its
callers and thus to perform code permission checks.

In the second case, user permission checks must be done by S; (following
DPS). This however is not always feasible. S; might be a commercial service
made available by a third party while Sp;, and Sp2 are independent services
constructed upon S;. The recommendation of the DPS style would thus mean
that S7 must manage a user access control component and policy for Sp; and
So2 which is not practicable. A concrete example of this scenario is where 57 is a
search engine such as Google and Sp; is a MOTION service. There is no reason
why Google should perform access control for the MOTION platform.

We propose two solutions to this limitation. The first solution consists of
relaxing the second invariant of the DPS style. This relaxation consists of iden-
tifying remote applications through the name of the computer hosting them
(possibly combined with some other authentication information). The second
solution relies on using middleware such as RMI or CORBA. They give appli-
cations the possibility to question the identity of a caller. In both solutions, the
application of the DPS style is risky. The risk in the first solution is obviously
bigger than in the second solution. In the first solution, some malicious code
can still attack a remote service if it is located on a host authorized to interact
with this service. In the second case, one needs to fake the implementation of
RMI/CORBA that is used to communicate with the remote service. The fake
implementation will thus masquerade the identity of the caller. Obviously one
is more protected in the second case, whose dependability can be improved by
using further authentication information.

A second shortcoming that can be attributed to the DPS style is the lack of
defense in depth. The idea behind defense in depth is to provide diverse defensive
strategies, so that if one of them fails the other can still prevent a full breach.
If we consider the example shown in Figure Bl if a security breach succeeds in
So, by means of buffer overflow for instance, the attacker gains control of the
system. He can perform everything that the services that Sy is normally allowed
to perform. There exists a solution to this limitation that even produces the
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same results as the DPS style. This solution consists of reformulating the first
invariant of the DPS. This reformulation proposes not to limit the number of
user permission checks in traces to one, but requires that all user permission
checks in a trace be equivalent. We say that two user permission checks are
equivalent if the related user access controllers return the same answers given
similar input. We, however, prefer the actual version of the invariant since it is
much simpler and intuitive enough to be understood and successfully applied by
the average programmer.

5 An Alloy Specification of the DPS Style

In this section, we present a formal specification of the DPS architectural style
and verification of some of its properties. As recognized in [12], if it is proven
that an architectural style verifies some properties, there is no need to show that
its instances verify these properties as well. Formally specifying architectural
styles is therefore worthwhile since the cost of specifying and analyzing a style
is amortized across instances. Furthermore, a style specification abstracts from
many of the details of the instances allowing a style analysis to focus more easily
on fundamental properties that might be obscured in the analysis of an instance.
This formal specification helped us deepen our understanding of the style. It is
only after a formal specification of this style that we could give a clear and simple
formulation of the invariants. The DPS style is specified in the Alloy specification
language. We give a brief overview of this language below. The different Alloy
constructs used in the specification are explained when they are used.

5.1 The Alloy Specification Language

The Alloy specification language was designed by Daniel Jackson [11]. It is a first
order language that can be viewed as a subset of Z [4]. Alloy is a declarative lan-
guage similar to the formal specification languages Z [4], and VDM [20]. Unlike
these languages, Alloy is automatically analyzable in the style of model checking.
Models described using this specification language are called micromodels. They
are intended to be tiny models that focus on the risky parts of a system.

It might be argued that a model should intrinsically abstract from details and
thus be an order of magnitude smaller than the system it models. This observa-
tion holds! From our experience [B], however, the kind of verification mechanism
available for a specification language plays an important role. Considering the
example of VDM, the automatic verification facility available up to now is test-
ing (facility provided by the IFAD VDM Tools [24]). To be amenable to testing,
however, a VDM-SL specification has to be interpretable and thus written in an
executable subset of VDM-SL. Thus, the designer is distracted from the goal of
producing a tiny model to the goal of producing an interpretable model. Though
interpretable models are an order of magnitude smaller than the systems they
model, they are also an order of magnitude bigger than non-interpretable models.
With its automatic analyzer, the Alloy specification language allows the designer
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to indeed concentrate on abstracting from details and thus, on producing tiny
models that are easy to understand. Just as important, the analyzer of the Al-
loy specification language gives the designer the kind of benefit of immediate
feedback that the execution brings.

-
1 module csp/aps
2
3 sig mvent{}
4
5 disj sig UserPermisaionCheck, CocePermissionCheck oxtends Fvent(}
6
7 sig Irece{value: set Lvent}{some velue}
8
9 Zact IraceZguality{ ell tl, t2 in Trace | tl=tZ iff tl.value =t2.value }
10
11 sig Service{iracesisel Irace, acLionsise. Evenl}{some Lraces and all L in Lraces = actions ir ..value}
12
13 sig System{u interralservicas:set Servicel{ (some userservicestinternalservices) ard
14 ro es)
15
16 ter: :services () tset Service{result-this.userservicesithis.internalservices}
17
18 sig D em extends System!}
19
20 efinilioni DPSSysiem - {x In Syslem | x..iovl() and x..iov2()}}
21
2 Zun System::alphabel () rsel Event{resull-(iLis..services()).lraces.value}
23
24 fun System::invi(){all t in this.userservices.traces | one UserPermissiornCheck & t.value }
25
26 “un Syster::invZ(){all <= in This.internzlservices Ithis.userservices | some CodePermissionCheck & t.actions)
27
28 aasert DPSSystemfxisterce{no DPSSystem }
29
30 check DPSSystenmkxistence for 5
31
32 2ssert PermissionCheckixistence(all dps in DPSSystem | dps!-noneSystem] implies
33 some dps..alphabet () & UserPermissionCheck && some dps..alphabet () & CodePermissionCheck }
34
35 cneck Permis “heckExistence for 5 but 10 Fvent
36
37 assert NonDESSystemkxisence{System-D2SSystem}
38
39 check Nonl2§Systembxistence Zor §
40
41 Zun layerl():set Service{result={x in Service | (some UserPermissionCheck & x.traces.value) end
2 (ro UserPermissionCheck & x.actions) |}
43
4 =n layer? () :set Servi some UserParmissionChock & x.actions}
45
46 Zun layer3() t Service {result-{x in Service | no JserPermissionC & x.treces.value}l
47
48 sDisjenction! (no layerl() & layer2()) and (no layerZ() & leyer3()) end (ro layerl() & layer3())}
49
50 Disjonction for 5
51
52 asserl DPSLayeredView{ DPSSyslem..services() ir layerl() +layerz{)+layer3()}
53
54 check DPSLayerecView for 5

Listing 2. The Alloy Specification of the DPS Style

5.2 The DPS Style in Alloy

As the reader must have noticed, the two invariants of the DPS styles are based
on two different views of applications. The first is based on CSP traces and the
second is based on a methods view. The following specification is based on these
two views. In this specification, we restrict the notion of trace to the alphabet
of this trace. Thus, considering for instance the trace (a, b, ¢, d) we denote it as
{a, b, ¢, d}. This simplification has no influence on our invariants since they only
constrain the number of occurrences of some actions, but not their order.
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The line 1 of the specification defines the name of the module includ-
ing the style. The line 3 declares the type Event. An event is decomposable.
Two kinds of events are of particular interest, CodePermissionCheck and
UserPermissionCheck declared at line 5. These two kinds of events are disjoint
(denoted with disj), no event can simultaneously be user permission check and
code permission check. A trace is defined by a set of events (line 7). Empty traces
are explicitly excluded from our specification. The fact TraceEquality ensures
that two traces are equal if and only if the have the same alphabet. This is not
true in general (see [2]). We define a service using two different views, a method
view and a trace view (line 9).

In the first view, a service simply consists of a set of traces. In the second
view, a service is defined as a service that further invokes other services and
actions. The set of services a service invokes is not of interest to us but the set
of actions it invokes is. The set of actions invoked by a service must be a subset
of each of its traces.

We further define a system as composed of user services and internal services.
User services are services that are avaialble to users of the applications. Internal
services are services that are not directly accessible to users but probably to
other services. Systems that define service are not of interest to us (line 15).
Besides this restriction, we require that no service be simustaneouly user service
and internal service. A DPSSystem is a kind of system (line 22) whose behavior is
constrained by invariants Invariant 1, and Invariant 2 (line 24). Invariant 1 (line
25) requires that any user service of a DPSSystem performs exactly one user
permission check —be it directly or indirectly. That is, given a DPSSystem, any
trace of any of its user services must contain exactly one user permission check.
Invariant 2 (line 27) ensures that each service —be it user service or internal
service— be protected by means of code permission checks.

The remainder of the section explains some assertions on the DPS style. The
Alloy automatic analyzer is used to verify these assertions.
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Fig. 5. An Automatic Instantiation of the DPS Style
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Theorem 1 (DPS System Existence). There exists a DPS System.

This theorem is formulated in the specification at line 29. We pretend that there
exists no DPSSystem. Next, we request the analyzer to verify the assertion (line
31). The number 5 in the check command represents the scope of the analysis.
The skolemization of each of the basic types defined in the specification is limited
to 5 elements. For instance, the type Event is converted by the analyzer to the
set { event_0,..., event_4 }.

After checking the assertion, the analyzer replies with a counter-example (&
la model checking) that proves the negation of the assertion, thus the existence
of some DPSSystem. Some instances of DPSSystem found by the analyzer are
shown in Figure[bl Among the 5 events, event_4 is a user permission check while
event_1 and event_3, are code permission checks. Five systems are also gener-
ated by skolemization. All of them are DPS systems. Let us analyze System_2.
It contains a single user service: Service_4 and no internal service. This unique
service has two traces composed of the events 1,3,4 and 1,2.4 respectively. One
can easily verify that this service indeed has 1) a code permission check in the
set of actions it invokes, and 2) each of its traces performs exactly one user
permission check.

Theorem 2 (Permission Check Existence). Fach DPS System contains at
least one user permission controller and one code permission controller.

Considering the implicit fact that each permission check is oriented towards
an access controller the existence of a user/code permission check implies the
existence of a user/code access controller. We thus prove that each DPS system
has a user/code permission check. The formulation of this theorem is given at
line 33. It stipulates that the alphabet of any DPSSystem includes some user
permission checks and some code permission checks. The verification of this
theorem is done by instructing the analyzer to check it (line 36). The analyzer
fails to find a counter-example.

Theorem 3 (Non-DPS System Existence). Not every system is a DPS Sys-
tem.

We already showed that there exists some DPS system. However, in the counter
example given by the analyzer, all systems are DPS systems. This raises the
question of whether there exists a system that is not a DPS system. We pretend
that the set of all systems is equal to the set of all DPS systems (line 38). The
analyzer is able to find a system that is not a DPS system, thus falsifying our
assertion.

Theorem 4 (DPS Layered View). Any DPS System has a 3 layer architec-
ture.

We classify the set of services in three categories. The first category consists of
services that contain a user permission check in their traces, but not in their
actions. In other words, this is the set of services that do not directly invoke
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user permission checks, but invoke other services that eventually perform user
permission check (line 41). The second category of services consists of services
that directly perform user permission checks thus have a user permission check
in their set of actions (line 44). The third category of services is the set of services
that has no user permission check in their traces (line 46). We show at lines 48-
50 that these three layers are disjoint each from the others. We finally show at
lines 52-54 that any DPS system is composed of these three disjoint layers. This
theorem is illustrated by the MOTION layered architecture. The second layer
is the ACTWS layer, the first layer is composed of all components below the
ACTWS layer, and the third layer is composed of the business specific services
and the presentation layer (see Figure [2)).

We have formulated and analyzed other theorems on the DPS style. These
theorems, however, are based on some other views, and thus other specifications
and are not presented here.

6 Conclusion

We presented the Dual Protection Style, an architectural style for building access
controlled software systems. This style distinguishes three kinds of components:
user access control components, code access control components and protectees.
Protectees are components whose services are protected by access controllers.
The connectors between protectees and access control components are called
permission checks. The DPS style constricts the interaction between protectees
and protectors by means of two invariants. Besides an informal description of
this style, we presented some of its advantages and shortcomings. We finally
presented a formal specification of the DPS style using the Alloy specification
language and verification of some of its properties.

A question that can be raised is how are applications constructed without
the DPS style. We have presented a class of applications whose architectures
are said to be degenerate forms of the DPS style that behave practically like
instances of the DPS style. We gave examples of applications in this class. The
notion of code permission recently raised attention (due to Java) although it was
already investigated in the UNIX environment under the concept of domain type
enforcement. We presented a framework of how to combine it with user access
control.

The DPS style is not a panacea that is applicable in all cases. We presented an
example application that does not satisfy the DPS style. Most advantages that
we presented concerning this style are related to usability and easy applicability.
The next step is to investigate how to specify the security properties of this style
and how to prove them.

Another issue that needs to be clarified is that of composition. Is DPS com-
patible to software development approaches such as component based develop-
ment? The answer to this question is yes. Components can still perform different
user permission checks and being composed in a system that satisfies DPS. For
this, the access control system must intentionally be built to support DPS. We



DPS: An Architectural Style for Development of Secure Software 197

are currently constructing such an access control system. The idea behind it is
to have a global context variable that records if a user permission check was
already performed for a given trace. If so, the permission check is ignored and
otherwise performed.
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Abstract. Web technologies provide several means to infringe user privacy. This
is especially true when customers buying tangible goods submit orders that contain
their real identity and physical address. Then, in practice, the vendor can link this
information with all information gathered about the customer, obtained through
various means. In this paper, we present a solution that is based on mobile agents
and a new infrastructure consisting ohabile agent base station and acardinality
observer. This infrastructure can be used to prevent the vendor from directly
linking information gathered about the customer with identifying information
usually contained in the customer’s order. The vendor can only assign customers
to their correct profiles with some probability which depends on the number of
candidate profiles. The new infrastructure allows the customer to decrease this
probability in several ways. The usage of both the cardinality observer and the
mobile agent base station deterministically guarantees to the customer that an
agent only starts its journey when a desired threshold for the linking probability
has been reached. In a second variant using only the mobile agent base station, the
linking probability is decreased in a probabilistic manner by introducing a fixed
delay before mobile agent release.

1 Introduction

Privacy threats and problems in the context of electronic commerce are extensively
discussed in literature since the discovery of the economical importance of the Internet.
In academic work done so far, solutions were mostly proposed for those cases in which
the trade objects are restricted to intangible goods, e.gl.5eé [2,11]. There, all phases of a
typical business process consistingsedrch, order, pay, anddeliver can be performed
electronically. As a consequence, technical means developed so far for communication
networks can be used to protect a customer’s privacy, e.g., anonymity netiibrks [9,12].

When dealing with tangible goods —e.g., books, CDs—, these techniques can also
be used. In thesearch phase, when the buyer browses through the product catalog,
anonymity networks can be used to prevent re-identification and to protect the buyer
against some threats, e.g., price discrimination. But unfortunately, these techniques can-
not be used to prevefinkability between the phases which allows the vendor to learn
much more about the buyer than necessary for carrying out the business process.

In practice, in order to receive a tangible good a buyer has to reveal his identity and
address to the vendor for reasons of delivery. It is not realistic to assume that either all
buyers get their ordered goods ip@ste restante manner where the identity of a buyer

G. Davida, Y. Frankel and O. Rees (Eds.): InfraSec 2002, LNCS 2437, pf_199-213, 2002.
(© Springer-Verlag Berlin Heidelberg 2002
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can remain hidden, or that an additional third party receives the package on behalf of
the buyer in order to hide his identity. Thus, the vendor learns at least who is buying
what. But presently, the vendor can learn much more. Since the vendor can link the data
given to him during theorder phase to the buyer’s activities during teearch phase,

the vendor gets much deeper insight into the buyer’s interests than necessary for the
following phases of the business process. This situation can be compared to physical
world scenarios, where one is being completely traced while walking through a shop
before going to the cash desk. The vendor’s ability to link these two phases is achieved
by using several tracking mechanisms.

The goal of this work is to present a convenient solution that prevents the vendor from
linking data collected during theearch phase with data obtained in theder phase of the
same business process. In this work, we propose a mobile agent system and a specific
infrastructure to solve the problems described above. Instead of filling goods into a
virtual trolley during thesearch phase, the customer inserts the order information into a
mobile agent. This agent is send to a centnabile agent base station, a component of
our infrastructure, which is permanently online. From this base station, the agent starts
its journey. After having finished its tasks it returns to its base station.

The solution provides some additional useful features. By using another infrastruc-
ture component, theardinality observer, it can be guaranteed that the agent is only sent
when a desired number of candidates has been reached. As a direct consequence, this
results in a linking probability that is below a specific value. In another weaker approach,
the buyer can define a certain delay between the transfer of the agent and the start time of
the agent’s journey. Thus, there is the possibility to increase the cardinality of the group
of potential candidates to be associated to a product, and thereby reducing the linking
probability for the vendor in a probabilistic way. Another advantage of our solution re-
sults from mobile agent functionality. Due to its capability to actively make decisions
with regard to results that were created on its journey, it is possible to define orders
depending on the availability of products from previous orders of the same shopping
tour.

2 TrackingUsers

The vendor’s ability for linking buyer activities can be based on several technical pos-
sibilities for tracking them in HTTP communication. Hetteacking means the re-
identification of a user subsequently sending requests to a server. We can distinguish
between the re-identification of users in distinct sessions and the re-identification of
users within one session, possibly in different phases.

2.1 Profiles

As long as customers do not prevent the vendor from tracking them the vendor is able to
record profiles. Such profiles can be understood as a sequence of requests for resources —
like web pages— that can be associated with one session, and thereby with one customer,
using the methods presented below. Eventually, the vendor’s database contains a variety
of profilesprofy, .. ., prof, that could be exploited afterwards. When a customer clicks
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on productyy, . . ., p, while browsing through the catalog, therof; = (p1,...,p.)

can be created. In the following, we show several possibilities for user tracking, suitable
for creating profiles and associating profiles with customer identities. In general, user
tracking can be achieved by exploiting specifics of the underlying transport protocol(s),
or by specially created content. In both cases, certain protocol and/or content elements
can be used to introduce a so called hidden channel.

2.2 Tracking by Protocol

IP Addresses. The first means to link the business process’ phases is given by IP ad-
dresses. One possibility to cope with this problem from the customer’s perspective is
to disconnect in order to conduct theder phase with a new IP address obtained from
his ISP after re-connecting —a solution which is not very convenient. Another option
for the buyer to solve the problem could be the use of an anonymity network based on
mixes [8,12] in order to hide his own IP address from the vendor. But if all requests are
routed via the same sequence of mixes the probability for correct linking on the vendor
side can be very high. They can be correlated with the IP address of the last mix in the
chain. Another possibility for the buyer to hide his own IP address could be the use of
the crowds approach where routes of subsequent messages can be different with high
probability [9]. But all these anonymization countermeasures can be circumvented if a
vendor uses cookies or dynamically generates URLSs that allow session binding since
anonymity networks do not protect against tracking through higher layer protocols.

Cookies. Another means to track the buyer and to link the phases is given by caokies [6].
As a countermeasure, a buyer may refuse cookies. But for shopping applications, they are
often required. In a more laborious way, the buyer could first browse through the product
catalog, then delete his cookies, and afterwards come back to the desired products and
fill them in the virtual trolley without any further detours. Beside the inconvenience of
this, the vendor can still track the buyer with the method presented below.

Dynamic URLs. The concept of a session has been introduced to HTTP through
dynamic URLs. There, a part of the URL which is returned to a customer is unique
in a sense that distinct requestors of the same web resource can be distinguished via
this reference. This allows a web server to track a customer. A countermeasure for this
would be to shut down the browser after #warch phase and restart it in order to go
directly to theorder phase.

The previous considerations show, that presently there are only inconvenient solu-
tions for the buyer to prevent a vendor from undesired linking.

2.3 Tracking by Content

Aless obvious and more subtle method for tracking users is using the content information
that a user requests. Using content tracking, a vendor serves all of its customers slightly
different content in one phase in order to use this content in a subsequent phase (for
re-identification of the same customer), when the content, or a part of it, is resent to the
vendor. For instance, it is possible to associate a profile createdseaitoh phase with

a specific buyer from therder phase, if such content is presented in the order, no matter
how carefully the buyer avoided all protocol tracking.
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Product identifiers. One way of identifying a buyer’s search phasgosteriori is using
specially encoded productidentifiers (PIDs). Such an identifier could contain a static part
that refers to the product and a dynamic part that identifies a cegaich phase. Since
customers are used to numeric PIDs, they will not notice that they are given information
leaking PIDs.

Prices. By giving different customers different prices, prices can also be used for the
purpose of linking phases when contained in an order. In contrast to PIDs, prices only
allow unique re-identification in theory. In practice, a vendor only has a finite range of
prices which customers are willing to pay for a given product. If this range is depleted
it is necessary to re-use some of the prices, and thereby uniqueness is lost.

Product ordering. Another method for content tracking is correlating the sequence in
which products were clicked in tleearch phase with the product sequence submitted in

a buyer’s order. This is possible, since the ordered goods normally appear in the vendor’s
collected profile —possibly interleaved by other products that have been viewed but not
ordered— in exactly the same sequence as in the buyer’s order. As with prices, using
product ordering for mapping profiles to buyers is probabilistic, since there can be several
candidates.

3 Threatsto Privacy

In today’s web practice, we can identify a lack of privacy enhancing technolagies [3]. It
can be assumed that this lack of adequate privacy enhancing technologies is an additional
barrier for the diffusion of e-commerce application$ [4,13]. Thus, there is a need to
change the present situation by the introduction of new technical solutions that allow to
avoid, or to reduce the invasion of privacy.

In practice, a customer that decides to buy a tangible good electronically, usually
has to reveal his identity and address to the vendor in order to allow delivery. Thus, a
vendor clearly learns who is buying what. But by tracking the user through the whole
business process, the vendor learns much more, e.g., what other products the customer is
interested in. This data can be used to enrich the customer’s profile stored in the vendor’s
database, and thereby, to obtain a more profound basis for customer categorization to be
used for data mining.

4 MaobileAgents

Mobile agents are autonomous programs, which migrate through a network of sites to
accomplish tasks or take orders on behalf of their owners. The owner of an agent can
instruct it to visit many hosts in a network, and thereby execute some desired tasks for
him. After having carried out all instructions, the agent returns to its base station and

delivers the results it collected during its journey to its owner. One of the advantages
for using mobile agent technology is that transaction costs for the agent owner are
remarkably reduced since after leaving its owner it migrates from one host to the next
autonomously. Thus, during this period the owner is not required to maintain his online
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connection to the network. In the past years, lots of work has been done in the area of
mobile agents and there is a variety of mobile agent systems, e.g., Aglets [7].

Inthe following, we will not focus on a specific mobile agent system. We will consider
mobile agents in a rather abstract way. This means that exclusively those components
of mobile agents will be considered which are of special relevance for the solution
presented in this paper. In our level of abstraction a mobile agamnsists of the
following componentsa = (be,r, d, §). The componenbc denotes thevinary code
of the agent to be executed. Furthermoralescribes the mobile agentsute as an
(n+1)-tuple (withn > 1) consisting of host addressed(s; ) that have to be visited on
the agent’s journey: = (ad(s1), .. .,ad(sy), ad(bs)). This route is given by the agent
owner. The agent starts its journey at a base stdtiomhere it returns to when it has
visited the stations contained in the route. Since the first migratibsn-is s, the first
route entry is given by.d(s;). The component denotes thelata given by the agent
owner. This data will be used as input for the computations at the kosts. , s,, on

the agent’s journey. Thus, we can think of ités= (ds,...,d,) whered; means the
input data fors; with 1 < i < n. The data obtained as an output of the computations
are contained ii. Similarly, we have heré = (41, ...,0,).

5 Adaption of Agent Components

In the following, we will adapt the previously introduced components of a mobile agent
according to the requirements of our solution. Thereby, the main protection goal we
have in mind igrivacy. Additionally, we also focus odata origin authentication which
includesdata integrity of the mobile agent, anabn-repudiation.

In order to do this, we introduce some expressions.H.gtd;) denote a ciphertext
obtained via an asymmetric algorithif e.g.,RSA [10], for the encryption of the datg

by usings;'s public keye;. Furthermoresig, (y1, . . ., ) denotes a digital signature of
partyz on some contentg, . . ., y,,. This allows us to introduce an elemefttonsisting
of encrypted input data for, . . ., s,, and a signature of the agent ownavhich will be

the buyerd = (E., (d1), .., Ee, (dy), Sigy(Ee, (d1), .., Ee, (dy), bc)). Furthermore, we
protect the agent route in a similar way as it was done ih [14] by an onion-like encryption
concept. In each layer of the onion structure we have a host address and a signature by
the agent ownels on this address combined with other agent components.

T = ((ad(sl), Sigb(ad(sl)a be, J)’ _

E., (ad(s2), Sigp(ad(ss2),bc, d), i
E.,(ad(s3), Sigs(ad(ss), be, d),
- ~ @
E., ,(ad(sp),Sigp(ad(sy),bec,d))...)),
ad(bs))

The principle of how to deal with is as follows. The base station learns through the first
entry of7 where to dispatch the agent. Before the agent is sent ta deletes this entry
from7. Whens; receives the agent with the néit decrypts the ciphertext contained in
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7 and obtains the successor addr@s-), a signature, and a further ciphertext. Before
sending the agent t&, the address and the signature are deleted ftorhis procedure
will be repeated until the agent arrivessgt ;. Here the last decryption is necessary, i.e.,
sn—1 gets the last addressl(s,,) and signature contained in the onion. After deletion
of these parameters frof the agent is sent ths as defined by the last entryi(bs).
The idea of the route protection is that visited hosts do not learn to which hosts the agent
migrates to except their respective predecessor and successor. If the agent owner has the
interest that visited hosts do not get information about other hosts contained in the route,
he can introduce dummy hosts in the route that just forward the agent.

The signatures contained irandd provide data integrity, and allow that modifica-
tions can be detected. The signatures depend on several agent components that prevent
attackers from the exchange of components taken from different agents belonging to the
same agent owner

After having produced the computation resultsat hosts;, they will be signed by
s;. Thus, we defing; = Ey(d;, Sigs, (s, be, d)). At the end of the journey, the agent
contains all computation results, i.6.= (d1, ..., d,). Initially, portionsd; are empty.
In the following, we assume that an agentonsists of the following components:
a= (be,7,d,0).

6 Achieving Privacy via Agents

In the following, we show how to prevent a vendor from linking gathered information
about a buyer obtained by tracking him during Hearch phase with his real identity

when he submits an order.In6.1, we show how to deliver an order with an agent. In
and 6.8, we explain how different kinds of tracking are preventdd.1n 6.4, we point
out how the linking probability for the vendor can be decreased by using functionalities
of the new infrastructure components. Routes containing several vendor addresses are
discussed ifiL6l5.

6.1 Order Delivery viaAgents

For simplicity, we assume that a buyedecides to buy at just one vendor, sayWhile
searching through;'s catalog,b has a look at various products, and finally decides to
buy a subsep, ..., pi of these products. During this time, can trackb’s activities
and store them in a new profile, spyof;, which belongs to a single identity, but he
is unable to map these activities & identity. Then,b creates the order information
including identifiers of these products, his name and address, to be contaihedfier
that, b crea;egd = B, (d1, Sigy(Ee, (d1),bc)) and7 = (ad(s1),ad(bs)), and finally
a = (be,7,d,0), with 6 = (.

In a next steph will transfera to the base statiobs and instruct it to dispatct. This
base station is maintained by a specialized mobile agent base provider. This provider
does not play the role of a trusted third party in the usual sense. In fact, the buyer’s
trust in the provider is rather minimal. Since the provider does not get any information
about thesearch phase, he cannot exploit this information for himself nor pass it to
others. This is due to the fact that the agents do not contain information like IP address,
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cookie information, or dynamic URLSs that can be exploited by the vendor for linking.
The provider is trusted that he does not give the buyer’s IP address to the vendor, that
he does not delete agents after having received them, and that he does not release the
agents earlier as declared (to become clear later).

Now,a can migrate ta; and deliver its datd, . Sinced; is encrypted asymmetrically,
it can only be opened by, i.e., bs does not learn which products were orderedhby
Furthermoreg; can check by verifying the signature if the order was undeniably created
by b and if it was modified. When the data contained in the agent does not seem to be
corrupteds; creates the outpdt andd, = E; (61, Sigs, (01, be, d)) to be handed over to
the agent. E.g., such a computation output coulghfseconfirmation of having received
the order and a declaration of carrying it out immediately. For integrity reasons, all
outputs should be signed by the vendor. Afterwards, the agent is senataording to
the last route entryd(bs). There,a waits ford until he connects the next time be.

6.2 Tracking by Protocol

Using our mobile agent approach, the vendor cannot use IP addresses, cookies, or dy-
namic URLSs for linking the received order search phase activities, since he is no
more directly receiving the order from the buyetn order to get a deeper insight into

b's interestss; can try to link available profile datarofy, profs, . .. with the data ob-
tained from the agent to find outs real profile Profile(b). But this means for him

to carry out a random experiment, assuming there is no other information that allows
linking. Sinceb has ordereg., ..., px, the vendor searches in his database for pro-
files that includep,, ..., p,r and that have been recorded in a relevant time interval.
Certainly, the order does not belong to a profile that has been recorded one year ago.
If we assume that; finds . > 1 profilesprofi,...,prof, each containing at least

p1,- .., Pk, then fors; the probability for correct linking of a stored profile&dgs given

by P(Profile(b) = prof;) l% provided that there is no other hidden information that
makes linking easier. The probability depends on the numbafr profile candidates.
Obviously,;. decreases monotonically whiincreases, i.e., including a higher number

of products in the order can increase the linking probability.

6.3 Tracking by Content

Since content tracking is not easily detectatde se, we are introducing certain rules
and procedures that must be followed in order to prevent content tracking, or at least
make it detectable by a buyer.

Product identifiers. A malicious vendor could offer such an agent-based privacy pro-
tecting service and still try to link theearch and order activities via leaking prod-

uct IDs (PIDs). In such a case, the linking probability for the vendor would be
P(Profile(b) = prof;) = 1. In order to prevent such attacks, PIDs must be verifi-
able by the buyer in a sense that hidden channels become obvious. E.g., this could be
achieved by some natural language encoding of PIDs. In such a scheme, the set of po-
tential candidates for PIDs is rather small, e.g., for a music CD the PID cour ths

name, title) instead of some IB0000262W and therefore, a customer can detect with
high probability if there is some hidden information.
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Prices. Another possibility to increase the linking probability could be achieved via
variable pricing strategies. E.g., an unfair vendor could offer the same product at slightly
differing prices. When he later receives an order that contains the price presented in the
offer then the vendor can easily exclude all those profiles from the potential set of
candidates in which he offered the specific product for a different price. If the buyer
does not send the prices the vendor might sell him the ordered goods at (theoretically)
any price. In order to prevent this, we propose that the vendor gives a temporary price
guarantee for any product he sells, i.e., he commits himself to charge a fixed price for
a given product for some period of time. This could be realised, e.g., by creating and
publishing a vendor-signed document that contains the products, their respective prices,
and the validity period. This guarantee can be downloaded by the buyer and be kept
for later reference. Of course, the concept using guarantees only works in cases where
prices do not change too frequently. If a vendor serves customers with distinct price
guarantees in order to track them, then he does not know the exact prices at which he
offered his products to a specific customer. Thus, if he is trying to identify a buyer by
his offered prices, the vendor can only guess the price a customer expects according
to his downloaded guarantee. Should the vendor make a wrong guess to the buyers
disadvantage, he could present his price guarantee, proving that the vendor tried to
deceive him. In this case, since the price guarantee is disclosed, the vendor would be
able to link a profile to the customer. However, disputes are unattractive for the vendor
because if they occur frequently the vendor’s reputation will degrade. In addition, if the
vendor makes a wrong guess to the buyer’s advantage, i.e., billing him for a lower price
than he expected, then he will surely accept and the vendor lowers his profit and also
would link to a wrong profile.

Product ordering. In order to counter the effects of correlating the click sequenog;

from thesearch phase with the product ordering in the order, the buyer should have the
possibility to arrange the PIDs in an arbitrary sequence. This sequence can be randomly
created, or obtained by sorting the PIDs, e.g., in lexicographic order. This is sufficient as
long as there are other profiles storedfs database produced by other customers that
also viewed atleasgt, . . . , px in one session and therefore help to decrease the vendor’s
linking probability.

6.4 Decreasing Probability for Linking

In the following, we will show how a buyer can decrease the linking probability. Since

this probability depends on the numhef candidates it is the goal to have large

One solution would be to motivate a large community to visit the vendor’s catalog. But
this is not realistic. In the following, we provide two solutions that allow buyers to hide

their profiles in larger groups.

Start of Journey Dependent on Time. We propose that the base station should provide

a service for the buyer to define a delay between receiving the agent from the buyer and
dispatching it, eventually. Since this delay is unknown to the vendor, he does not know
whether to link the order with profiles stored in the past minutes, hours, or even days. In
order to have the correct profile with high probability in the set of candidates, the time
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interval considered by the vendor should be large. But thergn also be assumed to
have increased. Of course this depends on the specific statistics of the vendor’s web site.
The dispatching time can be specified by the buyer by instructing the base station not to
release the agent before a deldy, or not before a timéM:dd: hh:mm. When price
guarantees are used, the delay must not exceed the validity period of the price guarantee.
This solution only requires the existence of the base station. But on the other hand,
there is no guarantee that the number of profile candidates is high enough. This guarantee
is achieved by using the cardinality observer.

Start of Journey Driven by Cardinality. A delay still bears the risk of re-identification

if the number of candidates s still relatively small or even one. In that case, a buyer

b might not want to submit his order unjil reaches a certain threshald.e., there is

a group ofu > t customers that also viewed the produgfs. . ., p, —maybe beside
others— to be bought by. Thus, there is a need to measurén order to control

the linking probability. For that, we propose two approaches. The first one, described
as perfect counting, is accurate on the size @f, however, possibly requires higher
transaction costs. The second approach, caletial counting, is based on an estimate

1 < u by counting only profiles of those customers that ordered some products. Thus,
customers that only viewed the products are not counted. This approach yields almost no
additional transaction costs. Both approaches require a new infrastructure component,
thecardinality observer co. Theco counts the number of times specific sets of products
from some vendor have been viewed within distinct sessions. This also ensures that
products are not double counted, for instance, when a customer views a product again
within the same session. Beside its counting facilitiesyffers a notification service in

order to informbs that the desired threshotdor a specific agent has been reached. The

co is trusted to send only honest natifications, i.e., it will not send a notification before
has been reached. In the following, we assume that both parties playing the rides of
andco are distinct and that they are trusted not to collude.

Perfect Counting. In our first approach, a customérsends messages containing his
profile data —productg,, ..., p, he viewed at some vendor— to bs and forwards
some non-identifying part of this data ¢o. This forwarded data is protected in a way
that the customer identity remains hiddenctowhile the content remains hidden to

bs. This can be achieved by a mechanism in which the buyer encrypts this data with
co's public key in order to hide the products frdm. The sequence of messages takes
the formE.,(randy,v,p1), ..., Eco(randy, v, p,), whererand, is a random number

for linking messages from one customer’s session,;and. ., p; are the product IDs
contained in web pages viewed byl hese subsequent messages are send automatically
in parallel tob’'s search activities. They are sent regardlesgtlecision to buy ab

or not. Wherb buys some of the products, .. ., p, out of the productg, ..., p, he
viewed, he must send a final messdgg(rands, v, p1, ..., pk,t) 10 co that contains

a random numberand,, the vendomn, the products to be bought, ..., px, andb’'s
preferences for the minimal sizeof candidates regarding these products. Hese,
serves as a temporary agent ID for that agent which waits & be released when

the number of candidates has reache@f course, the set of candidates is not always
growing. If candidate profiles become too old, they should not be considered anymore.
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In this approach;o essentially learns the same information fromséerch phase as
the vendor, hence, it has perfect knowledge regarding the vendor’s linking probability.
However, in contrast to the vendey is never giverb’s name and therefore it cannot
link the obtained profile td’s identity. Thus,co cannot exploit this data in order to
infringe b's privacy. Furthermorejs does not get aware éfs profile data om’s order
data. This approach clearly increases transaction costs since IDs of products viewed by
c are transferred teo in order to allow accurate counting.

Partial Counting. In this approach)d does not send his profile daga, . .., p, t0 co

via bs while he is searching through the vendor site. Instead, he stores his profile data
locally and transfers them ta together with the agent in case he decides to order some
productspy, ..., pi. Of course, both the order data and the profile data are protected
so thaths does not become aware of them. This is achieved by embedding a ciphertext
E.o(v, (p1,...,pk), (P1,-..,p,),t) into the agent. After the agent has been transferred
to bs, bs extracts this message and forwards itédogether with @&s-chosen agent ID.

This agent ID is necessary in order to notify which agent should be released. Also
here,b hides his identity fromzo.

Using this methodbs must only send one additonal message compared to the ap-
proach with fixed delay where we do not hawwaCompared to the approach for perfect
counting, here the costs for sending messages can be drastically reduced. However, this
approach is possibly less accurate than the former one, since here only customers that
finally ordered some products are considered:bynstead of the possibly larger set
of customers which viewed these products. Hence, when a customer prders py,
thenco will notify the corresponding agent to start its journey when the condition ¢
becomes true, wherg’ is the number of customers that also ordeped. .., p, —
potentially beside other products. Cleanly, < u, wherey is the number of profiles
containingp, . . ., pr Which were recorded by the vendor. This means that agents will be
delayed longer than necessary because the threshalght have already been crossed
since non-buying customers are ignored. Also here, the number of relevant candidates
1/ may be reduced when profiles should not be considered anymore.

Start of Journey Dependent on Combination of Delay and Cardinality. The ideas

of the previous considerations can be combined in order to trigger the start of the agent
journey. With this, it is possible that an agent can be released when at least one of both
conditions is satisfied —time or cardinality. E.go, can notifybs to release the agent
when the desired cardinality threshold has been reached even though the delay given to
bs is not reached. In this case, it is not necessary for the agent to wait longer, and the
buyer may get the ordered goods earlier. In the opposite case, when the desired delay is
reached without satisfying the cardinality condition, the agent starts its journey even if
the linking probability ist still too large. By this combination, the buyer can make sure
that the delivery of the ordered products will not be delayed indefinitely.

6.5 Routeswith Several Shops

So far, we have considered only cases in which a mobile agent exclusively visits one
vendor for delivering some order information. Shopping tours with several vendors can
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be advantageous, e.g., in cases when an order for vepdtiould only be ordered if
products at;, to be visited before, are available. Furthermore, this possibility reduces
the number of mobile agents migrating through the network. Concerning the order in-
formation transfered by the agent, there arise no privacy problems since this information
can only be opened by the desired vendor because of asymmetric encryption.

One could argue that with longer routes vendors learn which other hosts have to be
visited on the shopping tour which gives some further insight into the buyers behaviour
or interests. But this threat can be tackled with the route protection scheme presented
in expression[{1). With this solution, a vendor only learns about his predecessor and
successor in the shopping tour. If a buyer does not like that a vendor gets aware of other
shops that could be predecessor or successor then the buyer could create the agent route
7 with intermediatebs. This increases the number of migration steps on the agent’s
journey but allows the buyer to enhance his privacy.

In the case of dependent agent computations —e.g., when order delivgrgeat
pends on computation resultssgt— results have to be communicated from one vendor
to another. If one is immediately following the other then the exchange of the required
results can be done directly —provided that the buyer is willing to reveal these shopping
tour stations to the vendors. If the buyer decides to hide the vendor identity from other
vendors by agent exchange Vig then the results can be encrypted ferwhich de-
crypts and re-encrypts them for the vendor that requires these results. By applying such
concepts, it can be achieved that a vendor will not get aware ofiwbatdering at other
vendors as far as the vendors are not colluding and exchange their trading information.

7 Architecture

In the following, we will sketch the architecture including the infrastructure components
that are needed for our solution. Figire 1 depicts the basic components which are required
in our system. The customer uses a simple web browser ar€igiemer Local Agent

Sation (CLAS) which is a specific component of our solution. The vendor runs a usual
web server and ®endor Agent Sation (VAS). Additionally, there is theMobile Agent

Base Sation (MABS) which is provided by a third party that offers mobile agent services

to customers. And finally, we have ti@ardinality Observer (CO) operated by another

third party.

7.1 Customer Components

The customer is running two applications: a browser and a CLAS. The CLAS component
is independent of a specific vendor. The CLAS software is provided by a party that
is trusted to not have embedded a Trojan horse in it. The CLAS comprises several
functionalities: (1) a client-side proxy, (2)Rxoduct Selector (PS) from which products
can be put into a trolley-like agent, (3)Mobile Agent Generation (MAG) component
like an agent workbench, and (4) a client to use the services of the MABS.

When the customer browses through the vendor catalog all requests are first sent
to the CLAS (figurd R, message 1) which forwards them to the vendor system (figure
[2, message 2). The corresponding vendor response is received by the CLAY {figure 2,
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Fig. 1. Architecture overview

message 3). Message 3 consists of a part destined to the CLAS and another part destined
to the browser. After having extracted his own part, the CLAS forwards the remaining
message part to the browser (figule 2, message 4). The browser message part consists of
normal web page content, e.g., displaying products with some additional information.
The CLAS message part consists of the product identifiers for the same products which
are displayed at the same time by the browser. These identifiers are displayed by the
PS subcomponent. In contrast to normal scenarios, when the customer decides to buy
a product, he does not put it in some virtual trolley by clicking in the browser window.
The browser window is just used to get product information and to navigate through the
catalog. Instead, he takes the product ID from the PS and transfers it to the MAG. On
this agent workbench, the customer composes the agent in the desired manner, i.e., he
has to select the appropriate agent from the set of potential candidates. Then, he has to
create the input data while respecting the constraints which exist on the shopping tour,
e.g., buy at shof only if the order at shopl can be fulfilled. Such constraints influence
the order of hosts to be visited, and thus, have to be considered when the agent route is
composed. After having selected an appropriate order of shops, the CLAS re-arranges
the sequence of the selected products as described in sub§egdtion 6.3, and then the MAG
automatically creates a route according to equafibn (1).

The CLAS is also responsible for the creation of profile messages which are destined
forthe CO. In case gderfect counting, it also sends them to the MABS. In casepaftial
counting, it embeds them into the agent.

After having finished the shopping tour, the buyer transfers the agent to the MABS
(figure[2, message 5). Then, he can also give some additional instructions, such as the
agent release delay, and the threshold.

7.2 MaobileAgent Base Station

The MABS provides a docking station for an agent, as well as an alarm clock and
relaying/sending/receiving facilities. The alarm clock is used to wake up the agent after
a pre-determined period of time in the case when the agent’s start is controlled by a
delay. Message relay is needed if the MABS supports cardinality driven schemes with
perfect counting, sending is required if a MABS supports partial counting. In both cases
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the MABS receives the notification message from the CO, and the MABS has to map the
notification to the correct agent. When any condition for the agent release is satisfied,
the MABS lets the agent start its journey. When the agent returns to the MABS after its
journey, it is stored in a personal inbox which is only accessible by the corresponding
buyer. After the receipt of the agent, the MABS can inform the buyer that the agent
has returned and can now be picked up. Then, the buyer can connect to the MABS and
download the agent in order to verify the results of its journey. Therefore, the MAG also
comprises the necessary functionality for decrypting the data which were encrypted for
the customer by the visited vendors.

7.3 Cardinality Observer

The main goal ofthe CO is to send notifications for agent releases when desired thresholds
are reached. This means that the CO has to keep track of all relevant profiles obtained
from customers via the MABS. Beside a profileo f;, the CO has to store the timeat

which the corresponding profile was received —as will become clear soon. Therefore,
all pairs (prof;, ;) belonging to a vendor are stored in some vendor-specific set

Sy ={(profi,m1),- .., (Profm,7m)}. Ifabuyerordergy, ..., pr fromo, then the CO

has to checkipq, ..., p, are contained as a whole at leasitnes inprofi,...,profm,.

As soon as the check result is positive, then the release of the corresponding agent
containing the order fop,, . . ., px, Will be initiated at the MABS.

It is important that cardinality checks should not be based on profiles which are too
old, since such checks could lead to undesired consequences. E.g., if a buyer sends an
order for whicht — 1 matching profiles are stored at the CO all of which are older than
a year, this new profile would trigger the agent’s release. But in such a case, the vendor
would be able to link the profile correctly, since he would probably not use such old
profiles for linking. Thus, at time an old profileprof; with time; < 7 — AT should
not be considered in the cardinality check, i.e., these entries should be deleteg],from
There, AT is a parameter that has to be defined by the CO.

7.4 Vendor Components

On the vendor side, the solution requirédeador Agent Sation (VAS) beside the usual
vendor infrastructure. This VAS provides all the required functionality that is necessary
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for the interaction with the customer agents generated by the customer, i.e., basic agent
execution facilities and required security mechanisms as previously explained. Further-
more, the vendor has to provide messages that consist of a CLAS part and a browser
part. Whenever a customer requests product information of potentially ordered goods by
using mobile agents, the vendor’s web server responds with adequate messages which
can be processed by the CLAS.

By using the CLAS for selecting the product to be ordered in the proposed way,
we can be sure that no hidden channel is established to the vendor. Hidden channels
could be possible when a buyer selects a product directly from a browser. Such a hidden
channel would increase the linking probability by reducing the set of candidates to those
parties that really selected the corresponding products. But our solution deals with a set
of potential candidates containing all those parties that only viewed or finally decided
to buy the product.

8 Related Work

Other work done in the area of privacy protection also focusing on the prevention of ex-
ploiting server log files can be found in anonymity literature, e.g./s€€ [8,9,12]. Typically,
in anonymity the goal is osender anonymity, receiver anonymity, andunlinkability of
sender and receiver. There, the focus is not on the question on how to avoid linkability
of subsequent messages exchanged between a customer and a web server. Since we are
dealing with applications in which the buyer reveals his identity in some phase of the
business relationship, we require this unlinkability of messages exchanged in distinct
phases. Most of the work done so far (e.gl_I2,11]) was dealing with online selling.
There, the focus for privacy protection has exclusively been on the trade of intangible
goods where anonymity networks can be used without problems. This means that no
real identity and physical address have to be revealed.

Other work dealing with privacy protection concerning gathering information on
customer activities in business processes was presentedlin [1,5]. There, they deal with
privacy protection in customization and targeting.

9 Conclusion and FutureWork

We have presented a solution which allows a buyer of tangible goods to enhance his
privacy. Our solution applies mobile agents and a new infrastructure in order to prevent a
vendor from linking information gathered in tlsearch andorder phase of the business
process. For the vendor, the linking of these activities is a random experiment. The
success probability of this experiment depends on the number of customers that have
viewed the corresponding products. The proposed system and the new infrastructure
components allow the introduction of distinct variants like agent delay and cardinality
control which both have advantageous effects on the linking probability. Furthermore,
we have considered the case of shopping tours in which an agent delivers orders to
several vendors. The proposed solution can be implemented in existing electronic shops
where tangible goods are sold in order to enhance the privacy of the buyer.
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Potential problems regarding attacks on the cardinality observer need to be resolved

in future work.
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Abstract. Although the basic function of physical access control can be
considered simple, that is, to allow authorized personnel to gain access
to buildings and deny unauthorized entry, the problem should not be
so drastically simplified. In this work, we present two solutions to this
problem that make use of special devices named TICA and smartcards.
These proposals follow different approaches to manage permissions and
authorizations. On the one hand, we present a centralized and on-line
solution that makes use of one central database containing the privileges
assigned to every user. On the other hand, we describe a system where
the authorization-related information is managed in a distributed way.
It is an off-line solution based on a RBAC (Role Based Access Control)
model that has been designed using authorization certificates.

1 Introduction

Physical security involves the provision of mechanisms to prevent unauthorized
physical access to specific facilities, such as laboratories or offices. Moreover,
physical access control to computing equipment is especially significant since
disabling the servers, routers, or other telecommunications equipment can have
a great impact on a large community of people.

Physical access control is a classic problem. In general, a common set of is-
sues exists that must be addressed. First is the problem of key distribution, that
is, how to provide the appropriate keys to the authorized users who might need
them. In the same way, the keys must be canceled or revoked after some special
conditions in order to avoid unauthorized accesses. Then, it is necessary to spec-
ify how the user information, i.e. personal information and access privileges, will
be managed. Additionally, people use to act on some role during their everyday
tasks, and it is important to reflect those roles in the access control management
process.
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Traditionally, the main proposals have been based on a centralized database
containing information about valid users. For example, we can imagine a user
having some piece of identifying digital data, most probably unique, which is
presented to a special device located at the entrance of a particular building or
room. The device does not know which keys are valid ones hence it must perform
a query to the central database asking about the user privileges. That piece of
digital data can be a public key, a distinguished name, an identity certificate, a
fingerprint, or simply a login name.

On the other hand, in recent years, public key cryptography has also been
proposed as a tool for solving the problems related to authorization and ac-
cess control. Once the questions about identity in distributed systems have been
solved by the X.509 [HES99] or OpenPGP |[CDFRIS§| standards, determining
what the identities should be allowed to do is becoming an interesting research
topic. From the Trust Management [BFIK99] approach to specifications like
SPKI/SDSI (Simple Public Key Infrastructure / Simple Distributed Security
Infrastructure) [EFLT99], the main intention is to capture security-relevant in-
formation and to bind that information to public keys. Moreover, these proposals
might be used to implement some of the RBAC (Role Based Access Control)
models proposed by Sandhu [SCEFY96]. As we will see, those RBAC models are
suitable in order to manage authorization-related information in physical access
control systems.

The systems we present in this paper make use of a special device called Intel-
ligent Access Control Device (TICA) [oM0OT]. TICAs contain smart cards readers
and are able to exchange information with an application server. They also carry
out authorization decisions regarding information concerning access control poli-
cies and digital certificates. It is, currently, one of the main elements of the two
systems that allow the establishment of physical access and working time control
policies for the personnel in our university. On the other hand, smartcards are
used as information repositories, and also as special devices performing crypto-
graphic functions. In general, the authorization information contained in these
devices is used by the users in order to demonstrate their rights. As we will see,
that information can range from unique identifiers to digital certificates.

In this paper, we propose two systems for physical access control. These
solutions are based on a centralized and a distributed access control management
system respectively. As we will see, our RBAC and decentralized system provides
some additional mechanisms which are not present in our centralized proposal,
such as non-repudiation, scalability or dependence of network connectivity.

This paper is organized as follows. Section 2 provides a description of the
main elements composing a TICA device. Section 3 outlines the main features
of the smartcards we have used to implement our systems. Section 4 presents
the design and the implementation of the centralized system. Section 5 contains
the details about the distributed authorization management system. It explains
how some of the drawbacks related to the first solution can be overcome, and
depicts some implementation issues. Finally, Section 6 makes some concluding
remarks.
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2 Description of the TICA

TICA devices have been developed by our university for physical access control
purposes. They are located at the entrances of the different buildings and/or
departments. A TICA device is composed of different elements to interact with
the environment, the users, and any possible remote application. It uses Linux as
operating system, and it includes a Java virtual machine. The processing module
is based on a i486DX single board computer (SBC) running at 133 MHz and an
interface board based on the PIC-16F877 microcontroller running at 20 MHz.
The following elements are connected to the TICA:

— Ethernet port to access the local area network.

Smartcard (ISO/IEC 7816) compatible reader.

4x4 matrix keyboard to introduce commands and personal identification
number (PIN).

4x20 LCD display to show application messages.

— Beeper for user operations feed-back.

I/O port to connect sensors (temperature, switches, etc) and actuators (re-
lays).

Additional ports are available for future or client-specific expansions.

It is worth noting some examples of the functionality of the TICAs. They
can open doors, check if the door is opened or closed, check if the box of the
device itself is being opened or forced, check the internal temperature, etc. They
can also perform additional operations like lighting control, alarm management
and presence control.

3 Smart Cards

As stated in the introduction of this paper, one of the most important compo-
nents we have used to design our system are TICAs —presented in the previous
section— which use smart cards readers to access the information contained in
the smart cards [FPMY98] owned by final users.

Regarding smart cards, we have designed and implemented the system with
Java Cards [micO0blimic00d] and full- RSA (with a 1024 bits RSA on-board im-
plemented algorithm) smart cards, acting as RSA cryptographic devices and as
user private information repositories, containing private keys, certificates, per-
sonal identification numbers, and authorization information.

Smart cards are, by definition, electronic devices similar to credit cards except
they contain a microprocessor chip that can run programs and store data with a
high level of security. This protection is mainly based on the physical protection
provided by the smart card owner (who normally stores it in his own wallet) and
certain security levels managed by the microprocessor.

This security is defined to protect the information itself and to protect the
communication with the outside world. For this last case, the RSA (normal and
Java Card) microprocessor cards we have used to develop this architecture are
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able, using on-board software stored in ROM memory, to run symmetric (shared
keys between sender and receiver) cryptographic algorithms such as DES an 3-
DES and thus authenticate its communication with any device sharing the same
keys, as it can be the case of external SAM (Secure Access Module) devices
[FPMY9§]. This security level is complementary to the PIN-based security access
level normally used to protect the specific information contained in the smart
card, as the user private key or the personal identification number.

It is also very important to remark that this kind of RSA smart cards we
are using has an on-board key generation system and then the user is able to
generate and use his private keys (to sign or decrypt messages), but unable to
export these private keys to the outside world in any way. This is quite important,
to avoid the creation of any weak point in the whole centralized and distributed
physical access control systems we have designed and implemented.

In the case of Java Cards, that is, smart cards that can manage and run
Java applications stored in its own memory, the security level remains the same,
with symmetric algorithms for external communications, PIN codes to protect
the internal data, and on-board private key generation (unable to be exported in
any case). The advantage of this kind of smart cards is based on the possibility
of using different Java Card applets [micO0al to manage properly the SPKI
credentials associated to different application environments.

4 A Centralized Solution

In this section, we are going to present the centralized system which has been
used as the starting point to design our decentralized solution. This system is
similar to other commercial products existing today, and the point of describing
this widely and deployed solution is to present some drawbacks which can be
overcome using a different approach. However, it is being successfully used in
many scenarios (including our University, where about one hundred TICAs are
being used for access control purposes to laboratories, buildings, and car parks),
and it addresses the main issues concerning the access control problem.

Key Distribution is performed using unique identifiers. Each user has a unique
identifier which is stored into his smartcard. The central database contains one
table for every installed TICA. These tables are formed by different records
which specify the unique identifiers of the authorized users, the set of permis-
sions assigned to the identifier, and some additional data. When a new user is
authorized to perform a specific action with a particular TICA, a new record
has to be inserted in the related table.

Key Revocation is very straightforward. If the authorization manager wants
to revoke some permissions previously granted to a specific user for a particular
TICA, all he has to do is to delete the records of the identifier involved from the
database tables.

Roles are not considered. This solution binds permissions to users directly.
The introduction of roles might provide the ability of establishing independent
relations between users and roles, and between roles and permissions.
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The principal guidelines of this type of access control management are shown
in Figure[Il. During an initial registration phase, the user obtains her smartcard
and his unique identifier. He can also request to have access to some specific
building or department. Depending on the particular access control policy, the
manager might include a record in the database table related with the TICA
controlling the requested access. Then, the user inserts her smartcard into the
TICA and he requests an specific action (open the door, start working, etc.).
Finally, the TICA makes a query to the central database asking whether or not
to grant the action.

Access Control

Manager |T"" """ """
Reqistration
Manage me nt Reguest
h 4 Response
—
DB TICA
-+

uer

Fig. 1. Centralized access control system

The client application that has been placed in the TICA devices has been
fully developed in Java. It runs in the SBC board and communicates with the
interface board by way of a serial port. Although the application requires being
on-line in order to query the application servers, it is designed to be fault tolerant,
including the possibility of maintaining a local copy of the authorization-related
information in case of a network failure in order to keep on working. Furthermore,
it keeps a transactions cache and can be synchronized with a NTP (Network
Time Protocol) server, which is important to obtain time-consistent records. It
makes use of the following technologies:

— JavaComm. Java technology that allows communications with other hard-
ware components by means of serial and parallel ports. In this way, a Java
application can communicate with different devices that are not connected
to the LAN.

— OCF (Open Card Framework). Java framework that allows a structured ac-
cess to smartcards in a device independent way [For(O1]. Thus, TICA devices
are able to use both ISO/IEC 7816 smartcards and JavaCards. Moreover
OCF allows the use of different smartcard readers with the only requisite of
having an OCF driver.

— SSL (Secure Sockets Layer). Security protocol [AFK96] used in all transac-
tions between the TICAs and the application servers accessing the central
database. These communications are client and server authenticated. Each
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time a new TICA device is connected to the network, its manager has to gen-
erate a private key for the device and to request its corresponding certificate
to the certification authority of the existing PKI.

Although the above presented solution has been successfully used, and it
solves most of the common problems about access control, it has some drawbacks
that can be fixed following a different approach.

5 Distributed Management of Physical Access Control

5.1 Motivation for a RBAC and Decentralized System

Our centralized system requires permanent connectivity to the application server
providing access to the database. When the connection to the database is broken,
or the database is down, the whole system continues providing service, but it is
based on local copies of the authorization data. Therefore, further modifications
of the database will only be seen by the TICAs remaining connected. In this
way, the system becomes unstable since some TICAs might deny some opera-
tions that are authorized by others, and vice versa. Besides this, there are some
environments where it is not possible to have network connectivity. The access
control system might be truly distributed without the need for a central point
or permanent network connectivity since it is possible to perform access control
decisions without any queries to external elements. In this distributed solution,
the access control terminals can be off-line, and they perform their tasks in an
independent and decentralized way.

If the environment in which the access control system is used grows large
enough, the task of managing each TICA, the list of authorized users, or the
local copies of the authorization information become too big. A better solution
is defining user groups in order to assign permissions to the group name instead
of trying to manage each user individually. However, if group membership is
defined by the database, all problems derived by the network dependence will
be present here again.

Finally, the design of the current centralized system does not provide a basic
security service: non-repudiation. The database and the TICAs store log files
containing information about the actions that have been requested by the users
(both authorized and unauthorized). However, those log files cannot be used
as proof for non-repudiation. We can imagine a user being denied a particular
access to a specific building or department. The log files do not demonstrate
that the access was indeed performed since they are susceptible to be modified
or altered by anyone gaining access to the database. Although there are well
known solutions, based on encryption, to store confidential data on insecure
platforms, what we really need is a piece of data generated by the user, not by the
TICAs or the database itself, which could be used as irrefutable evidence, that
is, a digitally-signed access control request. This set od digitally-signed requests,
together with the authorization decisions, can be used later for auditing or for
forensic purposes following an incident.
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5.2 Architectural Design of the System

Background. This decentralized system is based on a RBAC (Role Based Ac-
cess Control) model. The central concept of RBAC is that permissions are asso-
ciated with roles, and users are assigned to appropriate roles. This greatly simpli-
fies management of permissions since the two relations are considered completely
independent. Roles can be seen as various job functions in an organization, and
users can be assigned to one role depending on their responsibilities. As is com-
mented in [SCEY96|, “the particular collection of users and permissions brought
together by a role is transitory. The role is more stable because an organization’s
activities or functions usually change less frequently”. We find RBAC a valuable
choice in order to design a physical access control system. As we have previously
noted, centralized systems become complex when the number of users is high.
Complexity can be reduced first assigning users to specific roles, and then deter-
mining role permissions. Roles provide several advantages beyond indirection.
For example, as we will see, a particular user acting as role researcher has a
role membership certificate stored in the smart card, and that certificate does
not contain any information about role permissions. Modification of permissions
related to the role does not imply modification of the certificate stored in the
smart card, and therefore management is greatly simplified.

However, RBAC models can be implemented in different ways. For example,
it is possible to design a RBAC system where relations among users and roles
(and roles and permissions) are defined as database tables, which are stored in
a central server. While problems derived from scalability are reduced, some of
them still remain related to central-server dependence and network connectivity.

We have designed a system where each TICA is the beginning of the au-
thorization path, and not only the enforcement point. The device is able to
make the security decision regarding the authorization data presented by the
user requesting the access. Role membership and the assignment of permis-
sions to roles are encoded in digital certificates, which are distributed among
the related users and TICAs. Revocation of such documents is managed us-
ing two different approaches. First, it is possible to use short lived certificates
[Mye98]. In absence of network connectivity, an off-line device cannot retrieve
a regularly-updated CRL, or perform an OCSP (Online Certificate Status Pro-
tocol) IMAMT99] query. However, certificates with a short validity interval can
naturally bound the effect of revocation, and they constitute a good alternative
for this type of scenarios. On the other hand, TICAs are able to retrieve in-
formation from external entities since they have an Ethernet port to access the
local area network. If network connectivity is possible, TICAs might periodically
check a CRL or perform OCSP queries.

Our solution has been designed using the SPKI/SDSI public key infrastruc-
ture. The crucial component to a PKI is the key pair, and in SPKI/SDSI the
public and private keys are central. In contrast to classic PKI theory, SPKI/SDSI
emphasizes that the public key is the principal. Of course, the notion of an owner
of a public key is allowed, but is not necessary. In fact, in order to determine
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whether an individual has access to a particular building it might not be manda-
tory to authenticate the user identity.

SPKI/SDSI defines three forms of credential: ID, Attribute and Authoriza-
tion. An ID credential binds a name (an identity or a group name) to a public
key, an attribute credential binds an authorization to an ID, and an authoriza-
tion credential binds an authorization to a public key. Some RBAC models can
be implemented using these types of credentials. ID credentials are useful to im-
plement role membership (two individuals follow the same role if they have ID
certificates sharing the same ID), and to bind an identity to a public key (how-
ever, we use them only for group membership purposes). Attribute certificates
can be used to specify the permission set assigned to a particular role. Finally,
authorization certificates are useful in order to establish a direct relation between
a public key and an authorization (names are not used).

Architectural elements. In this section we are going to give a brief description
about the core entities of the distributed management system. We introduce why
they are necessary and how they interoperate in a typical scenario.

— Users. A user is a person with a smart card containing a RSA or DSA
key pair. The public key might be included in a X.509 identity certificate
issued by a particular certification authority, but it is not mandatory (i.e.
the smartcard might contain no information about the user’s identity). The
smartcard must store additional authorization, attribute or ID certificates.
Users are able to use some of the available TICA to gain access to a particular
building, or in order to perform requests associated with presence control
mechanisms. They submit a digitally signed request to the TICA specifying
the action being demanded and all certificates related to that action (which
are stored into the smartcard).

— Naming Authorities (NA). They are responsible for issuing ID certificates
for the users. This type of certificates can be used to define group (or role)
membership, or simply in order to assign a name to a particular public key.
The way a NA is able to determine whether a user is a member of a particular
group is application-specific. When a role membership request is granted by
a NA, the related certificate is stored in the user smartcard, and it can be
published in a public data repository.

— Authorization Authorities (AA). Authorization and attribute certificates are
issued by AAs. There are two possible ways to generate these type of certifi-
cates. On the one hand, users can directly request authorization certificates
for a particular set of TICAs. If the request is granted, certificates are issued
and stored in their smartcards. On the other hand, some special users (sys-
tem managers) can also request attribute certificates, that is, authorization
certificates where the subject is not a particular public key, but a role name
defined by a specific NA. Those attribute certificates are normally stored in
the TICAs since they are supposed to be long term certificates (role functions
do not usually change very often).



222 0. Cénovas et al.

— TICAs. Our system is primarily based on delegation chains [Aur98], and
TICAs are the beginning of the trust path. TICAs can establish their own
access control conditions, trusted entities, and authorization mechanisms.
Each TICA issues an authorization certificate for a set of specific AAs. These
certificates basically give the AAs total authority over the device, and also
the permission to further delegate the access control is granted. TICAs can
also delegate the authority by means of ACL (Access Control List) entries
containing the same information included in those certificates. The main
difference is that ACLs are local information not digitally signed, and cannot
be published.

Generation of the certificates involved is performed using a distributed cre-
dential management system [CG02|. This system addresses some problems re-
lated to scalability, certificate distribution, and interoperability. We define how
certification requests can be expressed, how different security policies can be
enforced using this system, and which are the entities involved in a certification
scenario.

Figure 2l shows how the system entities are related. In this scenario, the
TICA issues several authorization certificates to different A As. Those certificates
give the AAs a set of privileges over the device and the permission to delegate
them. Then, authorization authorities create new attribute certificates giving a
subset of such permissions to the roles defined by any of the existing naming
authorities. Normally, those certificates have the delegation flag deactivated (we
have designed a RBAC) system, but it might be extended in order to support
role hierarchies). Roles are managed by NAs. They issue ID certificates in order
to state that a particular user has been assigned to a specific role. Finally, users
digitally sign access requests, which are presented to the TICAs together with
the digital certificates stored in their smartcards. The request contains a time
stamp reflecting the moment when it was formulated, and an authorization tag
representing the action being demanded. The path displayed by the figure can
be verified by the TICA because it originates from the TICA itself (this kind of
situation is called an authorization loop).

horizati
Cerﬁécates/ AA Attribute Certificates
ACL entries \ .
ID Certificates
/ | NA O Digitally

TICA —= AA Kk~ N Signed

User
i \\ \\ NA

Y

Request

Fig. 2. Delegation path
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The certificate chain can be also used as non-repudiation proof. As we men-
tioned previously, our centralized system did not provide irrefutable evidence
about access requests. However, in this distributed approach, the authorization
sequence is composed by digitally signed statements. Digitally-signed requests
can be used to demonstrate that a particular request was indeed formulated,
and results obtained from the certificate chain discovery method can determine
whether the request was granted. Obviously, existence of an accepting certifi-
cation path does not prove a door was opened. The important part is that the
TICA behavior should be verifiable by a neutral third party. As we will see,
the software controlling the TICA is digitally signed and it has been developed
using CDSA (Common Data Security Architecture). CDSA provides services
which can be used to ensure component integrity and trusted identification of
the component’s source.

Authorization tags. In SPKI/SDSI, credentials are expressed as tuples. At-
tribute and authorization certificates are specified as 5-tuples (Issuer, Subject,
Propagation, Tag, Validity). Issuer identifies the entity that issues the autho-
rization. Subject is the entity acquiring the authorization (a public key or a
group of principals). Propagation is a boolean indicating whether the subject is
allowed to further propagate the authorization. Tag is a free-style S-expression
[RL] specifying the permission being provided. Finally, Validity specifies the va-
lidity period for this credential. ID credentials are defined by 4-tuples (Issuer,
Name, Subject, Validity). Issuer identifies the entity defining the ID in its pri-
vate name space. Name is the ID. Subject is the public key, or the name that
will be bound to the ID. Validity is the validity period for this credential.

Because the SPKI certificate specification does not give any description of
how the authorization information should be presented, we can choose the repre-
sentation form freely. Moreover, the fact that the exact definition of the contents
of the authority field is left application specific is not a problem since the source
of a certificate chain and the final verifier are always the same principal.

S-expressions that we have used as authorization tags have the following
format:

(tag (d-tica (section/tica (permissions (time-interval)))))

— d-tica. This identifies the tag as a TICA-related authorization.

— section. TICAs can be grouped into sections. For example, a section might
be the identifier of a particular building or department. In this way, we can
specify a set of TICAs using prefixes.

— tica. This is the identifier of a particular TICA, as for instance
library/main-door.

— permissions. Permissions being granted, as for instance open-door,
start-working-day, end-working-day, etc

— time-interval. Some permissions can be restricted to specific time intervals.
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Example application. In this section, we are going to show the elements in-
volved in a particular delegation chain. First we have the following authorization
certificate issued by tical. This certificate gives full authority to AA1 over the
tical located in the sectionl, and the permission to further delegate it.

(tical, AA1, true, (tag (d-tica (sectionl/tical (%)))), forever)

Then, AA1 has two alternatives. First, it might issue another (short lived)
authorization certificate to a specific final user Ul.

(AA1, U1, false, (tag (d-tica (sectionl/tical (open-door)))),
12/1/01..12/31/01)

The second option is issuing an attribute certificate for the R1 role members
defined by NA1.

(AA1, R1 in NA1, false, (tag (d-tica (sectionl/tical (open-door)))),
forever)

NAT1 issues (short lived) ID certificates for the different members of roles
defined by itself. One of those certificates is the following one.

(NA1, R1, U1, 12/1/01..12/31/01)

When the user Ul inserts his smartcard into the tical, and he requests the
door to be opened, the following signed statement is generated (where time-
stamp represents the current instant).

(U1, (tag (d-tica (sectionl/tical (open-door (time-stamp))))),
time-stamp)

Now, tical can use some of the available certificate chain discovery meth-
ods [Eli98] in order to determine whether a delegation path authorizing such a
request exists. In this particular example, the certificates above presented will
authorize the action if it is performed during the specified validity ranges.

5.3 Some Implementation Details

There are two main applications that have been implemented. First, we have
an application that is able to generate SPKI certificates and to store them in
smartcards. The other application is the software installed in the TICA devices.

Both implementations are based on CDSA (Common Data Security Archi-
tecture) [Cor01]. CDSA is a set of layered security services that provide the in-
frastructure for scalable, extendible and interoperable security solutions. These
security services are performed by add-in security modules. The five basic service
categories are: Cryptographic Service Providers (CSPs), Trust Policy Modules
(TPs), Certificate Library Modules (CLs), Data Storage Library Modules (DLs),
and Authorization Computation Modules (ACs). We used the Intel version 3.14
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of that architecture in order to develop a new add-in multi-module which pro-
vides CSP and DL services (version 3.14 kindly added a SPKI CL module which
supports attribute and ID certificates upon our request).

Our CSP module adds support for smartcards. It performs digital signature
operations that make use of the private key stored in the smartcard. In this way,
our applications can use the CSSM (Common Security Services Manager) API in
order to, transparently, create digital signatures generated by the stored private
key. We have also developed a CSP module for smart cards with cryptographic
capabilities (digital signature, encryption/decryption). Using this type of smart
cards, private keys are protected from external software, which increases system
security.

On the other hand, SPKI credentials are inserted and loaded from the smart-
card using our own DL module. This module defines the particular database
containing the authorization information, and the way data is managed.

6 Conclusions

In this paper, we have presented two different physical access control systems
making use of special devices (TICAs) and RSA smart cards. As we have ex-
plained, those devices and this kind of smartcards can be used to implement ac-
cess control using different approaches, ranging from secure queries to a central
database, to a distributed offline system making use of authorization certificates.
We think that our decentralized solution provides some additional mechanisms
in relation to the centralized one, such as non-repudiation, better scalability,
and suitability for offline environments. To the best of our knowledge, there is
no similar RBAC and SPKI-based proposal for physical access control environ-
ments.
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Abstract. This paper presents a new formalisation of authenticity and
proof of authenticity. These security properties constitute essential re-
quirements for secure electronic commerce and other types of binding
telecooperation. Based on the notions of formal language theory, au-
thenticity and proof of authenticity are defined relative to the agents’
knowledge about the system. Abstraction by language homomorphisms
satisfying particular properties preserves the respective security proper-
ties from a higher to a lower level of abstraction. Thus, the new for-
malisation is suitable for a top-down security engineering method. The
approach is demonstrated by a typical e-commerce example, a price-offer
transaction. We present specifications of this example on two different ab-
straction levels. On the lower of these abstraction levels, Asynchronous
Product Automata (APA) are used to model cryptographic protocols,
and properties of cryptographic algorithms are formally described by
abstract secure channels.

1 Introduction

Authentication and non-repudiation are essential security requirements for elec-
tronic commerce applications and other types of binding telecooperation. Sym-
metric and asymmetric encryption techniques and different types of digital sig-
natures can be used to provide these security services. However, cryptographic
algorithms can only provide isolated functionality that has to be integrated into
more or less complex cryptographic protocols. Numerous examples exist where
flaws in cryptographic protocols have been very hard to detect. Consequently,
the need for formal verification of cryptographic protocols is widely accepted
and various different techniques including logics of authentication and formal
model-checking have been proposed and successfully used to find security flaws.

Most of the work in the field of cryptographic protocols has concentrated
on the analysis of authentication and key establishment protocols. Therefore,
formalisation of security properties is usually based on special representations of
protocols on a fixed level of abstraction and restricted to authentication, fresh-
ness and confidentiality of keys. Our work is related to a range of work concerning
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general specification of security properties. Meadows and Syverson [13] define a
formal language for the specification of requirements on cryptographic protocols.
Authenticity is defined as the property that a message is only accepted if at some
point in the past it was sent by a specific agent and before that requested from
the recipient. Schneider [12] uses a more general approach to define authentic-
ity of events or sets of events on globally viewed traces. Both approaches do
not cover provability or non-repudiation of authenticated events towards other
agents. In the context of analysing security protocols with respect to account-
ability, Kailar [7] introduces the notion of strong and weak proofs that can be
transferable or non-transferable. He then uses inference rules to reason about
accountability. Another framework to reason about properties of electronic com-
merce protocols was proposed by Clarke, Jha and Marrero [3]. However, both
approaches do not provide the formalization of a proof itself. All these papers
are exclusively concerned with the analysis of security protocols. To the best of
our knowledge, there is no approach to a formalisation of security properties of
electronic commerce protocols that supports a design methodology.

Our approach for the systematic design of a binding telecooperation is to
specify the application process and the security requirements on a high level of
abstraction independently of any implementations such as cryptographic pro-
tocols, and then to verify that a cryptographic protocol implementing the ap-
plication satisfies the required security properties, provided that the underlying
cryptographic algorithms are secure. This approach, formulated in terms of for-
mal language theory, is based on a model for key establishment protocols [11]
and is related to a formal framework for binding cooperations [A], where those
states of a binding cooperation are determined in which proofs of authenticity
are necessary to reach the goal of the cooperation.

In this paper, we introduce formal specifications of the security properties
authentication and proof of authentication. The satisfaction of these properties
is relative to the agents’ view of what has happened in the system and which
global system behaviours they consider possible according to their knowledge of
the system. The definitions can be used on different levels of abstraction. Suitable
language homomorphisms map from lower to higher levels of abstraction. We
present sufficient conditions on language homomorphism to preserve authenticity
and proof of authenticity from a higher to a lower level of abstraction. This means
that if the properties are satisfied by an abstract specification one can conclude
that respective properties are satisfied by the refined specification.

To illustrate our approach, we give the abstract specification of a simple
e-commerce transaction and show that this specification provides the required
authenticity and proof of authenticity under reasonable system assumptions. We
then present a concrete cryptographic protocol on a lower abstraction level us-
ing Asynchronous Product Automata (APA) [10]. The system assumptions of
the abstract specification correspond to properties of cryptographic algorithms
modelled as abstract secure channels in the APA specification of the crypto-
graphic protocol. We finally define a homomorphism that maps the protocol
specification to the abstract specification and show that it satisfies the neces-
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sary properties, thus proving that the protocol itself provides authenticity and
proof of authenticity.

2 Formal Specification of Security Properties

2.1 System Behaviour and Abstraction by Language
Homomorphisms

We start this section with a short summary of the necessary concepts of formal
languages. The behaviour S of a discrete system can be formally described by the
set of its possible sequences of actions. Therefore S C X* holds where X is the
set of all actions of the system and X* the set of all finite sequences of elements
of X, including the empty sequence denoted by . This terminology originates
from the theory of formal languages [H], where X' is called the alphabet, the
elements of X are called letters, the elements of X* are referred to as words
and the subsets of X* as formal languages. Words can be composed: if v and v
are words, then uv is also a word. This operation is called the concatenation;
especially eu = ue = u. A word u is called a prefix of a word v if there is a word
x such that v = ux. The set of all prefixes of a word u is denoted by pre(u);
e € pre(u) holds for every word u. We denote the set of letters in a word u by
alph(u).

Formal languages which describe system behaviour have the characteristic
that pre(u) C S holds for every word u € S. Such languages are called prefix
closed. System behaviour is thus described by prefix closed formal languages.

The set of all possible continuations of a word u € S is formally expressed
by the left quotient u=1(S) = {y € X* | uy € S}.

Different formal models of the same application/system are partially ordered
with respect to different levels of abstraction. Formally, abstractions are de-
scribed by so called alphabetic language homomorphisms. These are mappings
h* o X% — X with h*(ay) = h*(z)h*(y) , h*(e) = € and h*(X) C X' U {e}.
So they are uniquely defined by corresponding mappings h : ¥ — X’ U {e}.
In the following we denote both the mapping h and the homomorphism h* by
h. These homomorphisms map action sequences of a finer abstraction level to
action sequences of a more abstract level.

Consider for example an application consisting of four actions: a price for a
certain service is requested, the request is received, and then an offer for this
service is sent and received. On a high level of abstraction this may be formalized
by only specifying the names of the actions (e.g. PRICEREQ-S, PRICEREQ-R,
OFFER-S, OFFER-R) and system assumptions such as an offer can only be
received if at some point before it was sent. On a lower level of abstraction more
information about the system may be specified: The agents’ actions may be split
into internal and external ones, their internal memory may be specified, etc. A
homomorphism can be defined that maps the internal actions of the agents onto
g, all send actions of price requests onto PRICEREQ-S, all price request receive
actions onto PRICEREQ-R, etc. This homomorphism serves as an abstraction
of the finer system specification.
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2.2 Malicious Behaviour

For the security analysis of protocols malicious behaviour is often explicitly spec-
ified and included in the system behaviour. However, in general malicious be-
haviour is not previously known and one may not be able to adequately specify
all possible actions of dishonest agents. Therefore, in this paper we use a different
approach. Malicious behaviour is not explicitly specified but restricted by system
assumptions and by assumptions about the underlying security mechanisms (for
example the application of cryptography).

Let X be an arbitraty set of actions (that may contain malicious actions) and
Sc € X* a correct system behaviour without malicious actions. A behaviour
containing malicious actions is denoted by S. We assume that So C § C X*.
Let P be a set of agents. For each P € P we denote by Wp C X* the set of those
sequences agent P considers to be possible in S. Wp formalizes P’s knowledge
about a system Sc. The set X* as well as the sets Wp may contain malicious
behaviour. Both sets are not completely specified and are in general infinite, but
all sets Wp are restricted by the following assumptions:

— Wp satisfies the properties of underlying security mechanisms (see Sec-
tion [£3] for formal definitions of security mechanisms of a system .5).

— System assumptions cannot be violated in Wp. (A system assumption is, for
example, that access to an agent’s internal memory is protected).

We assume S C Whp, i.e. every agent considers the correct system behaviour
to be possible. Security properties can now be defined relative to Wp. A system
S may satisfy a security property with respect to Wp, but may fail to satisfy the
same property with respect to a different Wp, if P considers other actions to be
possible on account of weaker system assumptions and security mechanisms.

While Wp formalizes what agent P considers possible in general, the local
view of P determines what P considers possible after a sequence of actions
w € S has happened. In general, agents may not be able to monitor the complete
system, thus their local view of w will defer from w. We denote the local view of
agent P on X* by Apy : X" — X%,

In order to determine what is the local view of an agent of the system .S,
we first observe that the actions X' of the system can be separated into those
that are relevant for a security property and those that are not, the latter set of
actions being denoted by X,. In the price request/offer example introduced in
Section 2.1], we may want the offer to provide certain security properties, while
the sending and receiving of a price-request are not relevant for any security
property and therefore belong to /.. All actions relevant for a security property
(sending and receiving of the offer) are performed by and can be assigned to
exactly one agent. Thus X' = Jpcpy (2P (where X'/p denotes all actions
performed by agent P). The homomorphism 7px : X* — X*,p defined by
npx(z) =zifr € ¥/pand 7p »(v) = e if v € X'\ X p formalizes the assignment
of actions to agents and is called the projection on P.

Different levels of abstraction induce different definitions of the respective
local views of agents. On a high level of abstraction where the behaviour of a
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system S’ C (X’)* is described by sequences of actions containing essentially
the action name and the agent performing the action (if any), all information
about an action x € X'/p is available for agent P. Thus P’s local view of the
system S’ is defined by Ap sy = mp /. But in a system S on a lower level of
abstraction additional information such as all agents’ memory may be available,
the elements of X' may contain information about the global system state (e.g.
all agents’ memory). However, an agent P generally cannot “see” the complete
global state (he cannot see, for example, other agents’ memory). Therefore, the
projection mp »; may not be adequate to define the local view of an agent P € PP.
Thus, on a lower abstraction level we may need a different definition for the
local view of the agents. See Section for the definition of the local view on a
lower abstraction level. On each abstraction level, the local views of all agents
together with the behaviour not assigned to any agent contain all information
about the respective system behaviour.

For a sequence of actions w € S and agent P € P, \p(Apx(w)) C T is
the set of all sequences that look exactly the same from P’s local view after w
has happened. But depending on his knowledge about the system S and un-
derlying security mechanisms and system assumptions, P does not consider all
sequences in this set possible. Thus he can use his knowledge to reduce this set:
A (Ap 5 (w))NWp describes all sequences of actions P considers to be possible
when w has happened.

In this paper we use systems S C X* and S’ C (X')* on two specific ab-
straction levels to illustrate our approach. We will refer to these levels as to “the
high level” and “the low level” of abstraction. Accordingly, we use Wp and Ap
whenever we are refering to a general system S and Wp, and A» when we want to
differentiate between agents’ knowledge about the respective systems and their
local views on the systems on the two different abstraction levels.

2.3 Authenticity and Proof of Authenticity

In this section we formally define the security properties authenticity and proof
of authenticity and then give sufficient conditions on language homomorphism
to preserve these properties from higher to lower levels of abstraction.

A set of actions I' is authentic for agent P if in all sequences that P considers
possible after a sequence of actions has happened, some time in the past an
action in I" must have happened. One (or more) of the actions of w performed
by P is responsible for I' being authentic for P. This can be, for example, that
P receives an offer. If then all sequences of actions he considers possible contain
a send offer action performed by Q, then the set of actions where Q sends an
offer is authentic for P. Our notion of authenticity defers from others in that we
define authenticity relative to what an agent considers possible, while usually
authenticity is defined taking a global view of the system (see e.g. [12]).

In the following let S C X* be a prefix closed language describing the be-
haviour of a system and let P be a set of agents.
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Definition 1 (Authenticity) A set of actions I' C X' is authentic for P € P
after a sequence of actions w € S with respect to Wp if alph(x) NI # ( for all
€ Xp'(Ap(w)) N Wp.

Some actions do not only require authenticity but also need to provide a proof
of authenticity. If agent P owns a proof of authenticity for a set I" of actions, he
can send this proof to other agents, which in turn can receive the proof and then
own it. In the following definition the set I'P denotes actions that provide agents
with proofs about the authenticity of I'. If agent P has executed an action from
I'P then I' is authentic for P and P can forward the proof to any other agent
using actions in I'S.

Definition 2 (Proof of authenticity) A pair (I'S,I'P) with 'S C X and
I'P C X is a pair of sets of proof actions of authenticity for a set I' C X' with
respect to (Wp) pp if for allw € S and for all P € P with alph(mp(w))NT'P # 0
the following holds:

1. For P the set I' is authentic after w and
2. for each R € P there erists actions a € Xyp N I'S and b € X)r N I'P with
wab € S.

Agent P € P can give proof of authenticity of I' C X after a sequence of actions
w e S if 1 and 2 hold.

In the following, we shortly call (I"'S, I'P) a proof action pair for I.

This definition represents one specific type of proofs. Kailar has classified
proofs as strong or weak and transferable or non-transferable [7]. In terms of
this classification our definition provides strong transferable proofs with the ad-
ditional property that the possibility of the proof transfer is reliable. These proofs
require the assumption that no agent disposes of his proofs. From a technical
point of view this is the most simple formal definition of this property. However,
other types of proofs can be formalized in a similar way. For example, by intro-
ducing an additional class of actions representing the loss of proofs, Definition
can be modified: Agent P can give proof of authenticity only as long as no corre-
sponding loss action has occurred. Corresponding modifications of Definition 2]
Definition @, and Theorem 2] are given in [6].

As already explained, we describe an application on different levels of ab-
straction. On a lower level we may describe the system behaviour by using tu-
ples (global state, action, global successor state) that contain information about
agents’ memory etc. These tuples can easily be mapped to the respective ac-
tions of the higher abstraction level by use of an appropriate homomorphism.
However, properties that hold on the high abstraction level need not necessarily
hold on the low level and vice versa. The following two definitions give suffi-
cient conditions of homomorphisms such that these “transport” certain security
properties from a high to a low abstraction level.

Definition 3 Let h : X* — X'* be an alphabetic language homomorphism and
for P € Plet \p : Z* — X% and Np : X — X} be the homomorphisms
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describing the local views of P on X and X', respectively. The language ho-
momorphism h preserves authenticity on S if for each P € P exists a mapping
Wp : Ap(S) = Np(S') with Npoh =h'p o Ap on S.

f o g denotes the composition of functions f and g. The above property
captures the fact that the homomorphism h has to be consistent with the local
views of P on both abstraction levels in order to preserve authenticity. This
means that the actions relevant for I'” being authentic for P and their inverse
images under h must be equally visible by P. In particular, the inverse image of
the action being responsible for the authenticity of I” must not be mapped to
by P’s local view Ap on the lower abstraction level.

Theorem 1 If I C X' is authentic for P € P after w' € h(S) with respect to
W4, and if h preserves authenticity on S, then I' = h=Y(I"") N X is authentic for
P € P after eachw € h™'(w") NS with respect to each Wp with Wp C h=(W}).

Proof: Let 2 € Ap'(Ap(w)) N Wp. Then Ap(z) = Ap(w) and = € Wp.
Hence hp(Ap(z)) = hp(Ap(w)), which implies Ap(h(x)) = Mp(h(w)) by Defini-
tion Bl Hence h(z) € N5 ' (Mp(h(w))). Since by assumption Wp C A~ (W}) and
x € Wp, h(z) € W} and therefore h(z) € Np ' (Np(h(w)))NWp. Now, by the def-
inition of authenticity of I/, alph(h(x))NI" # 0, which implies alph(z)NIT" # §.
O

We now define properties for a homomorphism in order to preserve proofs.
The first condition essentially states that whenever the homomorphic image of a
sequence of actions w € S can in the abstract system be continued with a proof
send action in I'S’ and a proof receive action in I"P’, there must be appropriate
proof send and receive actions in the inverse image of I'S” and I'P’, respectively,
to continue the sequence of actions w in S.

The second condition states that A must not map actions performed by and
assigned to agent P on the low abstraction level onto actions assigned to a
different agent on the high abstraction level.

Note that ((I'S'NX’/p)(I'P'NX’/R)) is the set of all words of length 2 with
the first letter in (I'S" N X’/ p) and the second letter in (I'P' N X' /g).

Definition 4 Let 'S C X' and P C X'. h: ¥* — X preserves (I'S', 'P)-
proofs on S if h preserves authenticity on S and if the following holds:

1. h(w) RSN SNE  p) (TP NE jR)) # 0 implies w™*(S)N((R~H(I'S)N
Zp) (W (TP \ X y)NZ)R)) #0 for each PReP andw € S.
2. h(X/p) N (X'\ X' ju) €X' )p for each P € P and h(X)4) C X' /4.

Theorem 2 Let (I'S,I'P') be a proof action pair for I'' C X'. Let h : X¥* —
(X)* be a homomorphism that preserves (I'S', I'P')-proofs on S, and let I'S =
hUTrS)NE, TP=h""TP\ X ,4)NY and I = h="(I") N . Then:

1. (I'S,I'P) is a proof action pair for I' C X.
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2. If agent P € P can give proof of authenticity of I'' after w' € h(S) then P
can give proof of authenticity of I' after each w € h=1(w') N S.

Proof: If w € S and alph(np(w)) N T'P # ( then h(w) € h(S) and
alph(m's(h(w))) N I'P" # 0 by the second condition of Definition @l Now au-
thenticity of I' for P after w follows from authenticity of I for P after h(w)
by Theorem [Il By assumption, for each R € P exist actions a’ € X pN rs’
and b’ € X'/ N I'P" with h(w)a'b’ € h(S). This implies h(w) ! (h(S)) N ((I'S" N
X' p)(I'P'NY’ /R)) # 0. Hence by Definition @l there exist actions a € I'SN X, p
and b € I'P N X/p with wab € S. This completes the proof of 1. Proposition 2
is shown similarly. O

3 Abstract Specification of a Price Offer

In this section the security properties defined above are demonstrated in the first
step of a typical e-commerce situation, namely the price offer/request protocol
already introduced in Section 2.1l As sending and receiving of the price request
may not be relevant for the security of the transaction, we only consider the
situation in which service providers make offers to clients. We assume that every
agent P € P can act as client and receive offers, while service providers are in
the set SP C P. For simplicity we do not explicitly specify prices and services.
We write PRO to denote the price offer example. Since we specify the system
on a high abstraction level, alphabet, system, etc., will be denoted by X, St o,
etc., in contrast to alphabet X', system Spgro etc. on the low abstraction level.

To formalize the security property that each client can prove the authenticity
of an offer received on a most abstract level, we have to consider the following
actions:

(1) service provider SP makes an offer: OFFER-Sgp,
(2) client P receives a proof of (1): PROOF-Rp(SP),
(3) client P sends a proof of (1): PROOF-Sp(SP).

On this abstract level we make no distinction between receiving an offer from
SP and receiving a proof that SP made an offer. These three types of actions
exactly fit to the sets I, I'P, I'S defined in the previous chapter.
So the action set of our abstract system is given by

5= |J {OFFER-Ssp, PROOF-Rp(SP), PROOF-Sp(SP)}.
SPeSP,peP

Now, in our framework we have to consider each agent’s knowledge W about
the possible sequences of actions. To formalize proof of authenticity of offers, each
agent has to know that a proof can only be received if a corresponding offer has
been sent before, and that a proof can only be sent if it has been received before.

So for P € P, let
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Wp = X"\ (USPESIP’,QGIP’ (2" \ {OFFER-Ssp })*{PROOF-Rq(SP)}£"*U
(X" \ {PROOF-Rq})*{PROOF-Sq(SP)} X" )

By this definition all W} are equal and we consider the abstract system
behaviour Spp, = Wp for each P € P.

As mentioned in Section [2:2] at this level of abstraction we can define an
agent’s local view by \p = 7 and by assigning the actions to agents in the
following way:

For P € P, let
Uspes {OFFER-Sp, PROOF-Rp(SP), PROOF-Sp(SP)}
oo if PeSP
/"7 Ugpes {PROOF-Rp(SP), PROOF-Sp(SP)}
if PeP\SP

We will now show that in the system Sp 5, an offer is authentic for a client
P whenever he receives a corresponding proof (condition 1 of Definition [2) and
that, whenever P received a proof, he is able to forward this proof, i.e. to give
proof of authenticity of the offer (condition 2 of Definition ).

Property 1 For each SP € SP, ({PROOF-Sp(SP)|P € P}, {PROOF-Rp(SP)|
P € P}) is a proof action pair of authenticity for {OFFER-Sgp} with respect to
(Wp) pep-

Proof:

Condition 1: Let w € Sppo with alph(rs(w)) N{PROOF-Rp(SP)|P € P} # 0.
Hence we have PROOF-Rp(SP) € alph(w) which implies PROOF-Rp(SP) €
alph(z) for each z € Np'(Mp(w)). By the definition of W, it follows that
OFFER-Sp(SP) € alph(z) for each z € N p* (Np(w)) N Wh.

Condition 2: In particular, for x = w, we have PROOF-Rp (SP) € alph(w) and
OFFER-Sp(SP) € alph(w). Hence wPROOF-Sp(SP)PROOF-Rg (SP) € Sphro
for each R € P because none of these action sequences violates the restrictions
defining St e -

4 Asynchronous Product Automata

On the lower abstraction level, we model a system of protocol agents using Asyn-
chronous Product Automata (APA). APA are a universal and very flexible oper-
ational description concept for cooperating systems [10]. It “naturally” emerges
from formal language theory [9]. APA are supported by the SH-verification tool
that provides components for the complete cycle from formal specification to
exhaustive verification [10].

An APA can be seen as a family of elementary automata. The set of all
possible states of the whole APA is structured as a product set; each state is
divided into state components. In the following the set of all possible states is
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called state set. The state sets of elementary automata consist of components of
the state set of the APA. Different elementary automata are “glued” by shared
components of their state sets. Elementary automata can “communicate” by
changing shared state components.

Figure [T (see Section 4.2)) shows a graphical representation of the APA for a
system of two protocol agents A and B. The figure shows the structure of the
automaton. The circles represent state components and a box corresponds to one
elementary automaton. The full specification of theAPA includes the transition
relations of the elementary automata and the initial state. The neighbourhood
relation N (indicated by arcs) determines which state components are included
in the state of an elementary automaton and may be accessed and changed by
one of its state transitions. For example, a state transition of automaton Senda
may change the content of Network and Statea, while Internaly may change
Statea but cannot access Network.

4.1 The Formal Definition

An Asynchronous Product Automaton consists of a family of State Sets Zg,S € S,
a family of Elementary Automata (e, Ae), e € E, and a Neighbourhood Relation
N :E — P(S); P(X) is the power set of X and S and E are index sets with
the names of state components and elementary automata, respectively. For each
Elementary Automaton (@, Ae), P is its Alphabet and A C Xgen(e)(Zs) X
b, x XSEN(e)(ZS) is its State Transition Relation.

An APA’s (global) States are elements of X .g(Zs). Each APA has one
Initial State sg.

The behaviour of an APA is represented by all possible sequences of state
transitions starting with initial state sg. In the following, in a sequence of state
transitions w, the successor state of state s is denoted by s, state s; occurring
before state s; is denoted by s; < s;. A state transition sequence w ending in
state s is denoted by w;.

4.2 APA Model for Protocols

Each protocol participant P is modelled by four elementary automata
Sendp, Recp,Appp and Internalp and four state components Channelp,
Internalp,Statep and ApplMemp. There is a further state component Network
that is used for the communication between the agents. Figure [l shows a graph-
ical representation of the APA for a system of two protocol agents A and B.
No elementary automaton of an agent P has access to a different agent’s
state components. The only state component shared between all agents is the
component Network, which is used for communication. The general idea of how
to use such an APA for modelling a protocol is the following: The automaton
Applp serves as the interface between protocol and application. It specifies how
applications request security services and access the result. The automata Sendp
and Recp perform the communication between different agents. Messages are
marked with a tag indicating the particular abstract channel they are sent on
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Channels, Channels,
Rec, Rec;

State, State;

Internal, Internalg
/\Iawork
Send, Send,
Appl, ——— Appl,
ApplMem, AppIMem,

Fig. 1. APA model with two protocol agents A and B

(see below). Internalp is used for P’s internal actions. The state component
Statep serves as the agent’s internal memory which can be used to perform
checks during the run of the protocol and Channelp holds the channels P is able
to send on and to receive from, respectively. For the sake of brevity, we omit the
formal definition of the state sets and refer the reader to [f].

In addition to the graphical representation specifying elementary automata,
state components and neighbourhood relationship, for the specification of an
APA the following parts have to be specified.

State sets. For each state component C € S its state set Z¢ has to be defined.
In the protocol model, the state of a state component is a multiset. Therefore,
state sets are sets of multisets. For each state component C' € S a set M has
to be specified such that the state set Z¢ is defined as the set of all multisets of
Me.

State transition relation. For the definition of the state transition relation we
use so-called state transition patterns (because of space restrictions we omit the
formal definition). In Section [§] we show how they are employed.

4.3 Abstract Secure Channels

Security requirements on e-commerce protocols are usually realised using crypto-
graphic algorithms. In contrast to computational models for cryptography where
properties of these algorithms are usually expressed in terms of computational
complexity and probabilities, abstract formal models for cryptographic protocols
require abstract representations of cryptographic algorithms.

In the APA protocol model presented in this paper, we model requirements
on underlying cryptographic algorithms in terms of abstract secure channels. The
idea of modelling communication with abstract channels was first introduced in
[218] and used to determine which combination of secure channels is required
to realise a specific security goal in a cryptographic protocol and to compare
various approaches to establish secure channels in open networks. In [I] they are
used in a framework for design of secure protocols.
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The use of abstract channels allows to distinguish between different properties
of cryptographic algorithms while at the same time abstracting from implicit
assumptions on keys and on possible implementation details. This in turn reduces
the complexity of protocol specification and relocates implementation issues to
a lower level of abstraction.

Our model includes abstract channels with various different properties, such
as providing authenticity and proof of authenticity, indistinguishability of data,
time related properties etc. However, in this paper we restrict ourselves to in-
troducing abstract channels for authenticity and proof of authenticity and a
broadcast channel (to model unprotected communication). For the formal defi-
nitions of other abstract secure channels see [11].

In the following, S denotes the prefix closed language representing a be-
haviour of a system structured as described in Section [£2l We first define send
and receive events on channels. The data structure of state component Network
defines that each message is tagged with the name of the channel it is sent on.
So every element of the state of Network has the form (message,channelname).

Definition 5 (s;,e;,3;) is a send event with message m; on channel Channel-
Name iff exists P € P with e; = Sendp and (m;, Channel Name) being added to
Network(s;).

Definition 6 (s;,e;,5;) is a receive event with message m; on channel Chan-
nelName iff exists P € P : e; = Recp and (m;, Channel Name) being read or
removed from Network(s;).

An authentication channel has the property that only one agent can send
and all agents can receive messages on this channel (provided they dispose of
it). If agent P receives a message on @’s authentication channel, a matching
send event must have happened before in all sequences that P considers to be
possible.

Definition 7 For a system S, a channel (channel,Q) is called an Authentica-
tion Channel of agent Q if for all P € P holds that for all w € S with the prop-
erty that (s;, Recp, §;) € alph(w) is a receive event on (channel, Q) with message
mi, for all x € A\p*(Ap(w)) N Wp exists a send event (sj,e;,5;) € alph(z) on
(channel, Q) with s; < s;, ej = Sendg and message m; = m;. We denote the
authentication channel of agent Q with (Auth, Q).

A proof channel is an authentication channel which additionally provides a
proof of authenticity on receipt of a message on the channel. The proof is con-
sidered to be a message as well and can therefore be forwarded to other agents.
A proof channel provides strong, transferable proofs as defined by Kailar [7].

Definition 8 For a system S, a channel (channel, Q) is called a Proof Channel
of agent Q if

1. (channel, Q) is an authentication channel of Q,
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2. for all P € P, N C Messages holds:
(proof,Q,N) € Statep(s;) implies that for all w € S with (s;,€;,5;) €
alph(w), the set of send events on (channel, Q) with message m € N is au-
thentic for P after w and there exists a receive event (si, Recp,3g) € alph(w)
with s < s; and (proof,Q,N') — Statep(sg).

3. for all P € P and N' € Messages holds:
(proof,Q,N) € Statep(s;) for all send events (s;,Sendp,3;) with message
m = (proof,Q,N).

We denote the proof channel of agent @ with (Proof, Q).

5 A Concrete Price Request Protocol

In this section we present a concrete protocol implementing the price re-
quest /offer example introduced in Section Bland show that it satisfies adequate
concrete representations of Property [l To implement these properties, we use a
proof channel of SP. The messages that do not require any security property are
sent on a broadcast channel. We assume that every agent can send and receive
on the broadcast channel.

5.1 Specification

Initial state. For agents P, SP € PP the initial state of the system is defined by
Channelsp(sg) = {((Proof, SP),rec)} and Channelssp(sg) = {((Proof, SP),
send)}. If P = SP, then Channelsp includes both channel tupels. The state
component Network and all other state components Statep and ApplMemp of
agents P € P are empty.

Protocol steps. We use so-called transition patterns to specify the protocol steps.
For the definition of the state transition relation of an elementary automaton
e € E, we need to specify the properties of all states of components C' € N(e)
where e is active, i.e. can perform a state transition, and the changes of the states
caused by the state transition. In the transition pattern notation the statements
before < constitute the prerequisites of e to perform a state transition and the
statements behind — describe the changes of the state.

The name of this pattern is Step 1 and
there are no variables.

Elementary automaton Applp starts
Apple the protocol by adding (send,

(send, price_req) < ApplMemp price-req) to the state component
ApplMemp (denoted by <).

e Step 1 ()

e Step 2 ()
If (send, price_req) is contained in the
(send, price_req) € ApplMemp  state of ApplMemp, elementary au-
Sendp tomaton Sendp may send a price re-
quest.
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(send, price_req)
(sent, price_req)

< ApplMemp
— Statep
((price_req), broadcast) — Network

(send,price-req) is removed
from ApplMemp,
(sent,price_req) is added to

Statep and
the message is added to Network
as broadcast.

We assume that the user does not request the price from a particular ser-
vice provider, so that the message does not include any address.

e Step 3 (m)

(m, broadcast) € Network

m = (price_req)
ReCSp
%

(rec, price-req) — ApplMemgp

e Step 4 (P)

(rec, P, price_req) € ApplMemgp
APB;SP

(rec, P, price_req) <= ApplMemgp
(price, offer) — ApplMemgp

e Step 6 (SP,m)

(sent, price_req) € Statep
((Proof,SP),rec) € Channelsp
(m, (Proof, SP)) € Network
elem(2,m) = offer

Recp

%
(sent, price_req) < Statep
(rec, SP,m) — ApplMemp
(proof,SP,m) < Statep

e Proof Send (SP,m)

(proof, SP,m) € Statep
Seg;:lp

((proof, SP,m),

Broadcast) — Network

In Step 3 we have the variable m.
Variable m is bound to a broad-
cast message in Network
SP  checks that m

(price_req)

equals

The price request is added to the
application interface.

e Step 5 (price)

(price, offer) € ApplMemgp
((Proof,SP), send) € Channelsgp

Segsp

(price, offer) <= ApplMemgp

((price, offer),
(Proof,SP)) — Network

e Step 7 (SP,m)
(rec, SP,m) € ApplMemp
Alﬂ))lp

(rec, SP,m) < ApplMemp

e Proof Rec (SP,m)

(m, broadcast) € Network
elem(1,m) = proof
SP :=elem(2,m)

Rgp

(proof, SP,elem(3,m)) — Statep
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The transition patterns Step 1, Step 2 ,..., Step 7, Proof Send and Proof
Rec define a set of state transitions which constitute a system Spro C X*
without any malicious behaviour. Here X' is the set of all defined state tran-
sitions in the APA protocol model described in Section 2] We now consider
sets S C X* including not explicitly specified malicious behaviour. It is assumed
that Spro C S. The structure of the APA model implies implicit assumptions
on what agents cannot do. Most important is the following assumption: The
neighborhood relationship between elementary automata and state components
implies that no agent can read or change the state of other agents’ internal state
components Channelsp, Statep and ApplMemp.

5.2 Relation between Different Levels of Abstraction

As the next step we want to establish a relation between the abstract system
Sbro specified in Section Bl and all systems S with Spro € S C X*. Therefore
we specify a homomorphism from X* to X’* and show that it preserves authen-
ticity and proofs in accordance with Definition[3 and Definitiond], respectively. S
includes malicious behaviour and is restricted by the knowledge of agents about
the security mechanisms used in the system. For each agent P, this knowledge
is described by the set Wp. Therefore we assume S C Wp for all P € P.

The first assumption about the knowledge of P € P concerns the proof chan-
nel of SP € SP.

Assumption 1 For each SP € SP the channel (Proof, SP) is a proof channel
in accordance with Definition[8 i.e. for all P € P, Wp satisfies the properties
of a proof channel.

The property that every agent P € P can give proof of authenticity requires
that all agents keep the proofs in their respective State component. If an agent
deletes proofs he cannot give proof anymore. Notice that no other agent but P
itself can change Statep.

Assumption 2 For all P € P,SP € SP and messages m there is no state
transition in S with (proof, SP, m) < Statep.

We now define a homomorphism h that maps S onto the abstract system
Sbro- We then show that this homomorphism preserves proof pairs.

Definition 9 Let S C X* be the protocol system defined by the state transition
patterns in Section [ enriched by malicious behaviour and let Sppo C K™ be
the abstract system defined in Section[3 We define a homomorphism h : X* —
X' for P € P and SP € SP by
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OFFER-Sgp if e= Sendgp and
(m, (Proof,SP)) < Network
with elem(2,m) = offer
PROOF-Rp(SP) if e=Recp and
(proof, SP,m) < Statep
h(s, (e,a,var),s) = with elem(2, m) = offer
PROOF-Sp(SP) if e= Sendp and
((proof, SP,m),broadcast) —
Network with
elem(2,m) = offer
€ else

(s, (e,a,var),s) denotes a state transition of elementary automaton e with
a € ¢ (the alphabet of e) and the list of interpretations of variables var.

Homomorphism h is now used to show that the concrete protocol system
Spro enriched with malicious behaviour satisfies an adequate representation of
Property [I] of the abstract specification Sy in Section Bl First, it is shown
that the homomorphic image of S under homomorphism £ is the abstract spec-
ification S, assuming the use of secure proof channels. Then, h is proven to
preserve authenticity and proofs. This section concludes with a proof that the
system Spro enriched with malicious behaviour satisfies a property analogous
to Property 1, as it provides the respective proof pairs.

Lemma 1 If Assumption holds then h(Wp) C Wp for P € P.

Proof: We show that for every sequence w € (X’)* that is not in Wp all
sequences in the inverse images h~!(w) violate the properties of the proof channel
and consequently are not in Wp. w /&, implies

w € Uspesp.gep (2" \ {OFFER-Ssp })*{PROOF-Rq(SP)} X"

U(X" \ {PROOF-Rq})*{PROOF-Sq(SP)} X"

By definition of h and Definition [§]follows that each state transition sequence
in h™!(w) violates the properties of (Proof,SP), thus is not element of Wp. This
is a contradiction to Assumption [I and it follows that A(Wp) C Wp. O

By induction over the sequences of state transitions in Spro it can be shown
that

Lemma 2 For Spro C X* defined by the transition patterns Step 1, Step2 ,.. .,
Step 7, Proof Send and Proof Rec holds: h(Spro) = Spro-

Lemma 3 h(S) = Shrp if Spro €S C Wp for all P € P.

Proof: By S C Wp and Lemma [[lholds h(S) C h(Wp) C Wj = Shpo. With
h(Spro) = Spro and S 2 Spro follows h(S) = Sprp- O

In order to show that h preserves authenticity and proofs we need to specify
the local views of the agents on both levels of abstraction. As already explained
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in Section the agents’ local view of the abstract system is given by 7% :
2" — X% p with np(z) =z if 2 € &/ )p and 7p(z) = e if . € X'\ 2/ )p, ie
Np = 7.

The following gives a general definition of the agents’ local view in a system
modelled by APA.

Definition 10 Let P € P be an agent, Ep the set of elementary automata of
P and s be a global system state of a state transition system S C X*. Then
sp = Xcen(rp)(C(3)) defines P’s view of the state s. The agent’s view of the
system S is given by the homomorphism Ap : X* — X% with

Ap((s,ecs = { oo Bec Er

€ else

Lemma 4 h preserves authenticity on S.

Proof: According to Definition [3] for each P € P we need to find a homomor-
phism Al : Ap(S) — Np(Shgre) such that A o h = h’5 o Ap. This homomor-
phism is defined by

PROOF-Rp(SP) if e = Recp and
(proof, SP,m) — Statep
with elem(2,m) = offer
(s (eva,var), 5p) = § THROOTSR(ER) A6 Benc and
broadcast) — Network
with elem(2,m) = offer

5 else
Obviously, this homomorphism provides the desired property. O

Lemma 5 For SP € SP let I'Sqp = {PROOF-Sp(SP)|P € P} and I'Pyp =
{PROOF-Rp(SP)|P € P}. Then for each SP € SP the homomorphism h :
X* — X' defined in Definition[d preserves (I'Sgp, I' Py p)-proofs on S.

Proof: By Lemma M homomorphism h preserves authenticity on S. Thus it
remains to show conditions 1 and 2 of Definition [4L.

Condition 1 We show the implication in two steps.

(i) We first show that h(w)=*(h(S)) N (I'S'sp N X' p) # O implies w=1(S) N
(h=(ISlsp) 1 5y) # 0
In Sppro, an action PROOF-Sp(SP) cannot occur without a previous
action PROOF-Rp(SP). By Lemma [3 holds h(S) = Sppo. Therefore,
h(w)~H(R(S))N(I'SspNX’ s p) # 0 implies alph(h(w))N(I'PspNX’  p) # 0. By
the definition of h follows alph(w)N (k™ (I'PspNX’p)) # 0. Hence, in w there
exists a receive action by P with (proof, SP,m) < Statep. Now, with As-
sumption [ follows that this proof is not removed, i.e. (proof, SP,m) € Statep
after w has happened. Therefore, a state transition a € X' as defined with tran-
sition pattern Proof Send is possible, hence w™(S)N (A= H(I'S’sp)NE,p) # 0.



244 S. Giirgens, P. Ochsenschlédger, and C. Rudolph

(ii) a € I'S'sp N X, p implies that ((proof, SP,m),broadcast) € Network after
wa has happened. Therefore, a state transition b € Y in accordance with
transition pattern Proof Rec is possible, hence w™(S)N (R~ (I'Psp)NE/R) #
0.

This shows that w can be continued in S with appropriate Proof Send and
Proof Receive actions.
Condition 2 Holds by definition of A. O

Property 2 For SP € SP let I'Ssp = h=Y(I'Ssp)NXY , ['Psp = h™1(I'Pgp)N
Y and I'sp = h~*(OFFER-Ssp) N X. Then for each SP € SP, (I'Ssp, 'Psp)
is a proof action pair of authenticity for I'sp with respect to (WP)PE]P).

Proof: By Theorem B] the assertion holds if the following conditions hold:

(1) (I'Ssp, I'Pp) is a proof action pair of authenticity for {OFFER-Sgp }.
This holds by Property [l in Section Bl

(2) Homomorphism h preserves (I'Sp, I' P’y p)-Proofs on S.
This condition holds by Lemma Bl O

6 Conclusions

In this paper we have presented a methodology for the specification of e-
commerce transactions on different levels of abstraction, providing certain se-
curity properties. Based on a formal framework for binding cooperations we
have defined the concepts of authenticity and proof of authenticity, using the
notions of formal languages and language homomorphisms. The universality of
the definitions allows to apply them to any specification language with a se-
mantics based on labeled transition systems. We have formulated conditions on
homomorphisms under which they preserve these properties from a higher to a
lower abstraction level, thus serving as a means of refinement. This is in line
with our general approach for verification of communicating systems where ar-
bitrary safety and liveness properties of abstract specifications are transfered to
more concrete ones by means of so-called simple language homomorphisms |10}
9]. For the specification on a lower abstraction level, we have used Asynchronous
Product Automata (APA), a general class of communicating automata. Suitable
homomorphisms map an APA specification onto a more abstract specification
and transfer authenticity and proofs from the higher to the lower abstraction
level.

Our approach is related to a range of work concerning authentication and
proof (see, for example, [12], [I3] and [7]). However, these papers are concerned
with the analysis of security protocols. To the best of our knowledge, there is
no approach that formally defines a proof of authenticity and provides a design
methodology. Moreover, our approach is equally useful for the continuation of
the design process where the protocol specification is transfered to the next level
of refinement by introducing cryptographic mechanisms. This is subject of future
work.
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In a forthcoming paper it will be shown that our approach is adequate to

formalize the concept of confidentiality.
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Abstract. Every communication system requiring security properties is
certainly critical. In order to study the security of communication systems, we
have developed a methodology for the application of the formal analysis
techniques of communication protocols to the analysis of cryptographic ones.
We have extended the design and analysis phases with security properties. Our
methodology uses a specification technique based on the HMSC/MSC
requirement languages, and trandates it into a generic schema for the SDL
specification language, which is used for the anaysis. Thus, the technique
allows the specification of security protocols using a standard formal language
and uses Object-Orientation for reusability purposes. The final god is not only
the formal specification of a security system, but to examine the possible
attacks, and later use the specification in more complex systems.

1 Introduction

Nowadays, it is widely accepted that critical systems have to be analyzed formally in
order to achieve well-known formal method benefits [10]. These methods characterize
the behavior of a system in a precise way and can verify its formal specification.
Design and analysis of security systems must benefit from advantages of formal
methods because of the evident critical nature of such type of systems.

During last years, the cryptographic protocol analysis research area [14] has seen
an explosive growth, with numerous formalisms being developed. We can divide this
research into three main categories: logic-based [2], model checking [1,13,15] and
theorem proving [5]. Only recently there has been atendency to try to combine them.

We believe that the results obtained in the analysis phase of cryptographic
protocols have a direct application on the design phase of a secure communication
system. The reason is that there is no strong relation between security analysis tools
and formal methods techniques of communication protocols.

Therefore, we have developed a new methodology [11] to specify secure systems
and to check that they are not vulnerable against well-known attacks. Our approach
uses a requirement language to describe security protocols, as well as a generic formal
language, together with its associate verification methods and tools. In our method a
simple and powerful intruder process is explicitly added to the specification, so that
the verification of the security properties guarantees the robustness of the protocol
against attacks of such anintruder. The intruder controls the transmission medium and
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© Springer-Verlag Berlin Heidel berg 2002
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can perform the attacks [6]. His possible actions are killing, sniffing, intercepting,
redirect, delaying, delivering, reordering, replaying, and faking of messages.

Currently, secrecy and authentication [17] are the security properties more widely
analyzed. By analyzing secrecy we prevent the intruder from being able to derive the
plaintext of messages passing between honest nodes. Our analysis consists of
checking if the secret item can be deduced from the protocol messages and the
intruder’ s database knowledge.

For an authentication protocol to be correct, it is required that a user Bob does not
finish the protocol believing that it has been running with a user Alice unless Alice
also believes that she has been running the protocol with Bob. Our analysis consists of
checking if there is a reachable state where Bob has finished correctly and Alice will
never reach her final state.

The paper is structured in the following way. In section 2 we summarize SDL
features and toals. In section 3 we explain how SDL can be used to specify security
protocols and cryptographic operations. At the same time we show how security
protocols can be modeled as safety properties and checked automatically by a model-
based verification tool. Section 4 shows an example of how our methodology is
applied to EKE protocol. The last section contains conclusions and future work.

2 SDL Language

Specification and Description Language (SDL) [9] is a standard language for
specifying and describing systems. It has been developed and standardized by ITU-T
in the recommendation Z.100. An SDL specification/design (a system) consists of a
number of interconnected modules (blocks). A block can recursively be divided into
further blocks forming a hierarchy of blocks. Channels define the communication
paths through which the blocks communicate with each other or with the
environment. Each channel usually contains an unbounded FIFO queue that contains
the signals that are transported on it. One or more communicating processes describe
the behavior of the leaf blocks, and extended finite state machines describe the
processes.

In addition, SDL supports object-oriented design [18] by atype concept that allows
specialization and inheritance to be used for most of the SDL concepts, like blocks,
processes, data types, etc. The obvious advantage is the possibility to design compact
systems and to reuse components, which in turn reduces the required effort to
maintain a system. SDL has adopted the term “type”, which corresponds to the term
“class’ used in many of the object-oriented notations and programming languages.

Telelogic's Tau SDL Suite provides an environment for developing SDL systems
and implementations. The SDL Suite comprises a set of highly integrated tools that
automate the transition from specification to real-time execution. With SDL’s
graphical language, SDL Suite describes, analyses, simulates, and supports
generations of C/C++ applications. Thus SDL Suite simplifies testing and verifying
the application by virtue of the formal semantics of the SDL language that makes tool
support in early phases possible. The engineer composes diagrams, supported by a
formal, well-defined graphical syntax that defines the program functionality,
eliminating the need to manually write whole sections of code. We use the SDL
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Validator tool for verification purposes. Indeed, we are going to take advantage of its
exploration algorithms and its check mechanism.

2.1 SDL Validator

The SDL Validator [7] is based on state space exploration. State space exploration is
based on automatic generation of reachable states of systems. The reachable state
space of a system or application comprises all possible states it can assume, and all
possible ways it can be executed. A reachability graph is one way to conceptually
view reachable state space, though one rarely computes it since it is too large for
realistic applications.

In addition, areachability graph represents the compl ete behavior of an application.
The nodes of the graph represent SDL system states, and it contains all necessary
information to describe the application state. For an SDL system, the complete
description of the application states includes the flow state of all concurrent processes,
the value of al the variables, procedure call stacks, activated timers, signals in
transmission and their parameter values, and so on.

The edges of the reachability graph represent SDL events that can take the SDL
system from one system state to the next system state. The edges define the atomic
events of the SDL system. These can be SDL statements like assignments, inputs and
outputs, or complete SDL transitions depending on how the state space exploration is
configured.

2.2 Exploration Algorithms

The state space can be explored using following agorithms. random walks,
exhaustive exploration, bit-state exploration, and interactive simulation. The random
walk algorithm randomly traverses the state space. Each time when severa possible
transitions are available, the SDL Validator chooses one of them and executes it. The
random walk algorithm is useful as an initial attempt for robustness testing of an
application and if the state space istoo large even for a partitioned bit state search.

The exhaustive exploration algorithm is a straightforward search through the
reachability graph. Each system state encountered is stored in RAM. Whenever a new
system state is generated, the algorithm compares it with previoudy generated states
to check if the new one was reached already during the search. If so, the search
continues with the successor state. If the new state is the same as a previously
generated state in RAM, the current path is pruned, and the search backs up to try
other alternatives. The exhaustive exploration algorithm requires a lot of RAM, which
limitsits practical application.

The agorithm called bit state exploration can be used to efficiently validate
reasonably large SDL systems. It uses a data structure called “hash table” to represent
the system states that are generated during the exploration. When we want to analyze
a particular situation, we use the interactive simulation. We guide state exploration to
the goal scenario, and then we check for analysis results.
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2.3 Checking Method

The Validator has several ways to check an SDL specification. These are essentially
scenario verification and observer process. In order to obtain scenario specifications
we use the Message Sequence Chart (MSC) [8] language (Recommendation ITU-T
Z.120). We can verify aMSC by checking if there is a possible execution path for the
SDL system that satisfies the MSC, or by checking MSC violation. This is achieved
by loading MSC and performing a state space exploration set up in away suitable for
verifying MSCs. The MSC verification algorithm is a bit state exploration that is
adapted to suit the needs of MSC verification.

The more powerful way to check a SDL specification is the observer process
mechanism. The purpose of an observer process is to make it possible to check more
complex requirements on the SDL system than can be expressed using MSCs. The
basic idea is to use SDL processes (called “observer processes’) to describe the
requirements that are to be tested and then include these processesin the SDL system.
Typical application areas include feature interaction analysis and safety-critical
systems.

By defining processes to be observer processes, the Validator will start to execute
in a two-step fashion. Firdt, the rest of the SDL system will execute one transition,
and then all observer processes will execute one transition and check the new system
state.

The assert mechanism enables the observer processes to generate reports during
state space exploration. These reports will be included in the list of generated reports
in the Report Viewer.

3 AnalysisMechanism

Our approach (depicted in figure 1) performs the design and analysis of a security
protocol in the same way as the design and analysis of a traditional communication
protocol. Firstly, we define system requirements. These are specified in the Security
Requirements Specification Language (SRSL), which has been designed to define the
security features and analysis strategy. Next we trandate the system requirements into
an SDL system in a semi-automatically manner, and analyze it. Furthermore it can be
applied for code generation and testing, such astraditional communication protocol.
The aim of the SRSL is to define a high level language in order to specify
cryptographic protocols and secure systems. This language must be modular to
achieve reusability, it must be easy to learn, and has to use security concepts. The
SRSL is divided into three parts; the first of which is the specification of protocol
elements, the second one is message exchange flow, and the third comprises the
security analysis strategies.
The essential elements required to define a security protocol can be divided into
several categories. These are explained as follows (keywords in cursive):
— Entities:. Agent (Initiator/Responder), principal identification; Server Key,
provides a key; Server_Time, provides time token; Notary, registers the
transaction; Server Certification Authority (SCA), validates a certificate.
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— Message: Text, clear text; Random Number, for freshness purposes; Timestamp,
actual time; Sequence, count humber.

- Keys: Public_key, for instance, in PK CS#12 format; Certificate, public key signed
by CA; Private_key, used to sign; Shared_key, secret key shared by more than one
entity; Session_key, it is a secret key used to encrypt a transmission.

— > Security Requirements
Specification Language
(SRSL)

Automatic l

Trandation
Error correction SDT tools
& Refinement SDL system |[——

Human i
Interaction

Analysis
Method

Code
Generation

Fig.1. Methodology structure

In addition, SRSL may operate with data types previoudy defined. These
operations are: Concatenate, composition of complex data (operator ',’), it can be
identified as a name; Cipher/Decipher, provides a cipher data and cleartext data,
respectively (for instance, RSAcipher/RSADecipher PKCS#1 format); Hash, the
result of aone-way a gorithm; Sign, message hash encrypted with signer’s private key
(for instance, RSAsign PKCSH#7).

The message exchange is defined in the requirements language most widely
utilized in telecommunications area, the Message Sequence Chart (MSC) and its
extension High MSC (HMSC). We can specify elementary scenarios (MSC), and
compose them into a complex protocol (HMSC).

We may describe security systems in a multilayer way. The first layer is the
communication medium, besides it is used to apply an attack strategy (intruder
behavior). The other layers depend on security mechanisms employed in system
development.

For instance, we consider a system that uses SSL security mechanism to achieve
server authentication and secret communication. Furthermore, it has to be design in
order to achieve that the user’s credit card number and the product code data are sent
to the application server ( responder ), and the server gets an evidence of this. This
means that the server wants to check non-repudiation of origin property. The module
specification is depicted in figure 2.

The SSL layer can be described in a standard security communications package.
Therefore, part of Medium layer is generated automatically. Consequently, we only
have to specify the Initiatior-Responder protocol. It is composed of simple scenarios
described in MSC. Thisis depicted in figure 3.
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As we can see in the MSC description of user protocol ,the security analysis
section describes at least the check property. This is called "check" and it has three
possible conditions. Authentication(A,B), for analyzing the authentication between
agents A and B; secret(X), to evaluate if X can be deduced (also called
confidentiality); Nonrepudiation(A,X), checks if data X ( the evidence ) can be
produced only by A. Therefore, it is possible to define a specific attack scenario using
"session_instance" and "intruder_behavior" sections, in order to prune the exploration
space.

INITIATOR User
< > RESPONDER
¢ SSL ¢
SSL layer « > SSL layer
(client) (server)

MEDIUM LAYER
Intruder’ s behaviour (redirect, snoop, fake, ...)

Fig. 2. Modules schema of security system specification

An Automatic translator program is used to achieve the SDL system from SRSL.
The SDL system is composed of a package where data types are defined, and another
package where one type process for each protocol agent, and a group of type process
observer and process medium are specified.

Definition

- Client: Initiator;

client server Server: Responder;

Kcl : Private_key(Client);
Cardnum, prodcod: Text;

Cardnum,prodcod]Kcl Check
Nonrepudiation(client,
(Cardnum,prodcod))

Fig. 3. MSC description of User Protocol

In order to analyze security properties, we evaluate the SDL system behavior when
different kinds of attacks are applied by way of medium processes. Observer
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processes check if a specific state is reached which results in an information report.
This report corresponds to a failure scenario.

The analyzer creates the medium and observer processes for any kind of
vulnerability that we want to examine. We have implemented generic medium and
observer processes, but they must be extended depending on the given system
environment. A more detailed description of every part of the SDL system is
explained in the following.

3.1 Data TypesPackage

The messages, which are sent by protocol agents, are constructed by a concatenation
of elemental data types and cryptographic operations. These data types can be divided
into agent identification, number (random, time-stamping, etc...), symmetric key and
asymmetric key pair. Thus, the operations used are cipher, decipher, sign and hash.

To be more precise, we use an abstract object certificate to model certificates, i.e.
we abstract from the public key included in a certificate, a smplification which is
accepted for analysis purposes. Of course, for code generation we need to use the
ASN.1 notation, because this obtains an unambiguous data management.

The package “analcryptlib” defines data types used by the SDL specification. The
SDL data types do not support recursive definition, so we make use of enumerated
and structured data types. The elemental data types defined are: (a) agent
Identification, it is an enumerated sort with all possible agents names; (b) number, it
is a fresh and/or random value; (c) Secret key, this represents symmetric keys; (d)
public key, this is composed by a key pair (private and public key); (e) encrypted
message, which is implemented with a structured sort composed by an item message
and an item symmetric or asymmetric cipher; (f) signed message, it is defined as a
structured sort with a message and the private key of the signer.

Freshness or temporary secrets are implemented appending an item that has the
process instance values, in particular we use the SDL sort PID for this purpose.
Furthermore, we define a type set of knowledge for each data type. The intruder
utilizes these types to store message knowledge.

3.2 AgentsPackage

The generic model identifies each protocol agent with a process type SDL. All
process types are stored in a package in order to be used in other specifications. An
agent specification is absolutely independent of the rest of the system, so they are
generated in separated modules. Furthermore, this specification permits concurrent
instances so that we can evaluate this behavior in the analysis stage.

The generic state transition of an agent process is triggered when it receives a
message which is correct (i.e. accepted by the agent). Then, either the next message is
composed to be sent to the receiver agent or it stops if the final state of the protocol
for this process is reached. If the message is not correct, it will return to waiting
message state.

The process in SDL is a finite state machine, so it finishes when executing a stop
statement or it provides a deadlock if no signal arrives. Our model has to explore all
possibilities; thus, we need to develop a mechanism to ensure that al signals sent
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must be processed. Consequently, we have appended a state called “fina” to notice
the end of the protocol execution, and a general transition composed on a common
“save” statement and a continuous signal, with less priority than the input statement,
that checks if there are some signals waiting to be processed. By means of this
structure we transform a finite state machine in an infinite one, only for analyzing
purposes.

At this point, we have specified a security protocol in the same way as we might
specify a traditional communication protocol, therefore we can examine the classica
liveness properties. The specification must be well formed, but it is not the main aim
of a secure system. In the next subsection, we are going to explain how to check the
security properties.

3.3 Model Medium-Observer Processes

The intruder's behavior is divided into two aspects, exploration algorithm and check
mechanism. The exploration agorithm is provided by a medium process, and
observer processes perform the check mechanisms.

We consider two types of medium process model. The first is characterized by an
exploration mechanism that searches all possibilities. It begins examining all
combinations of different initial knowledge for each agent. Afterwards, it checks
concurrent agents' execution, we try combinations of two concurrent sessions, and so
on. Our agorithm finishes when an “out of memory” is produced or when it detects
that the significant intruder knowledge is not incremented. In the general case the
completeness problem [12,16] is undecidable, thus if the algorithms terminates
without having found a flaw we do not have a proof that there is no flaw.

The second type of medium process is developed with an intruder specialized in
finding a specific flaw. If we typify a kind of attack, we can evaluate the protocol
trying to find a specific flaw. Perhaps this is not the best solution but it is very useful
for a protocol designer to be sure that with respect to this kind of attack the protocol
is not vulnerable. The only result we get is that a specific vulnerability does not occur
in the cases we have examined.

The state transition of the process medium is triggered when it receives any
message. After receipt, the message is stored in the intruder’s knowledge database.
The intruder then decides which operation to perform next and proceeds to the next
routing state. We have defined three different operations: eavesdrop, redirect, and
impersonate. For an eavesdrop operation the intruder intercept the message and it is
not sent to any agent. Divert operation means that the intruder intercepts the message
but does not forward into the original receiver. For an impersonate operation the
intruder sends a faked message to the original receiver.

The observer process carries out the check mechanism. Thisis a special SDL type
of process that is evaluated in each transition of the protocol specification. It has
access to all variables and states of the complete process instances, so we can test it
automatically.

The security properties are proved using condition rules. These rules check
different situations where it is possible that there exists protocol vulnerability. These
elements are agent’ s states, variable value, and sent signals.

Currently we analyze secrecy and authentication properties. When we want to
check secrecy properties, we examine if from the intruder knowledge a specific value
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that we consider secret can be deduced. Authentication is examined by checking that
all the principals finish at the expected protocol step. Some authors [4,5] call this the
correspondence or precedence property.

4 Example of Protocol Analysis

As an example toillustrate our proposal we explain the specification and analysis of a
security system that makes use of the EKE (Encrypted Key Exchange) protocol [3], in
order to gain access to a host, and cipher communications (figure 4).

A < ’I B |

. :

EKE Protocol
EKE layer (client) <4— —» EKE layer (server)

I I

MEDIUM LAYER
Intruder’ s behaviour (redirect, snoop, fake, ...)

Fig. 4. Multilayer module structure of EKE environment

We will evaluate EKE protocal. It is a key exchange authentication protocol that
resists dictionary attacks by giving passive attacker insufficient information to verify
a guessed password. As stated, it performs key exchange as well, so both parties can
encrypt their transmissions once authentication is established. In the most general
form of EKE, the two communicating parties encrypt short-lived public keys with a
symmetric cipher, using their shared secret password as a key. Since it was designed,
EKE has been developed into a family of protocols, many of which are stronger than
the original or add new desirable properties. The basic EKE protocol is specified in
SRSL (Figure 5). This represents two agents "A" and "B", A is the initiator and B is
the responder. "P" is a shared key (a symmetric key shared by A and B). "Ka"' isA’s
public key. "Re" is a session key (a fresh symmetric key) generated by B, and "Na"
and "Nb" are fresh and random numbers of A and B, respectively.

Firstly, we produce the SDL specification of the EKE protocol, similar to an
ordinary communications protocol. Then we create the medium and observer
processes, in order to analyze the correspondence flaw found with the CASRUL
analysis tool [4]. This flaw is produced when we execute two sessions concurrently.
During the first session, "A" and "B" are instanced to "b" and "&' principals
identification, respectively, while during the second session, "A" and "B" are
instanced to "a" and "b" principals identification, respectively. The observer process
checks if agents of sessions 1 and 2 reach a final state while their corresponding
parties do not reach it.
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— — Definition
A : Initiator;
m1 {KaP B : Responder;
Na, Nb : Random;
Ka Public_key(A);
m2 P : Share key(A,B);

{{Re}Ka }P Re : Session_key(B);
Check

Authentication (A,B);
m3

Na}Re Session_instances
\» [ Atb; B:a; Pip )
il # parallel execution
{Na,Nb}Re m4 [Aa;Bb;Pipl;

Intruder_behavior redirect;

m5

\K

< >

Fig. 5. EKE specification in SRSL

\

4.1 Data Type Definition

The package "analcryptlib" includes all message definitions for analysis purposes.
Messages are defined as SDL struct sort. These belong to a generic choice sort called
"TMESSAGE". Additionally a generic struct sort called "TENCMESS" is defined
that results from applying security operations to messages. The respective operators
are "enc" to encipher, "denc" to decipher, "sign" to perform a digital signature, and
"hash" to apply a hash function, as we explained above.

4.2 Agent Definition

Agents are defined as a process type included in the SDL package called "agents'. We
specify the agent initiator process type ("agentA"), and the agent responder process
type ("agentB"). Both process types have states called "mess’ plus a number of the
message. Each state has an input signal that is triggered when its related message is
received. This message is checked before being accepted, and the process stops if it
has reached the final state, or it composes the corresponding message, sends it, and
proceeds to next state.

In order to treat all messages that are received, we have defined an asterisk state
that saves all unprocessed signals, and in a lower priority level it checks if there are
any queued messages. If this is the case, it changes its state to the one related to that
signal. Fresh data types are provided adding to their definition a process identification
item (PID SDL sort). Thisis used to differentiate every concurrent session. All these
process types can be used in a more complex system where the EKE protocal is the
authentication procedure.
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4.3 Intruder Model

The Intruder mode is divided into the exploration algorithm and the check
mechanism. These depend on the analysis strategy that the analyzer must evaluate.
There are a number of attack types that have been developed, which can be
implemented in our analysis mechanism.

The process type called "CorresAttack” provides the exploration algorithm. This
consists of a state that is triggered by any input message and executes the intruder’s
operation. Then, the divert operation is applied sending a message from the first
session to the second session, and vice versa.(figure 6). This kind of attack is called
the man-in-the-middle attack.

router

[ [ [ [ 1
ml(vl)

m4 (v4)

u u rue
m2(v2) to ses% m3(v3) to ses& m4(v4) to ses% m5(v5) to ses®>

O COCTCo

Fig. 6. Main state of “ CorresAttack” process

In order to check the correspondence flaw we create the process type observer
called "obvcorresattack". The main state ( checking ) has two possible alternatives
which we can see in the following SDL program code:

STATE checki ng
if ((GetState(A2)="final') AND (GetState(Bl)="final'))
AND( ((Cet State(B2)/="final’)AND ((GCetstate(Al)/="final’'))))
t hen
REPORT "aut hentication error"
STOP
el se
if((CetState(Al)="final’)AND
GetState(B2)="final’))AND(((GetState(B1l)/="final’)AND
(Cetstate(A2)/="final’))))
t hen
REPORT "aut hentication error”
STOP
el se
NEXTSTATE checki ng
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Thefirst condition is true when agent A of session two (A2) and agent B of session
one (B1) reach a "fina" state, and the other agents do not reach it. The second
condition checks the inverse situation. When the checked condition is true, a report
action is executed, and the observer process scan stop searching or continue exploring
for anew failure scenario. The report is provided in MSC language.

4.4 Verification Procedure

In order to explore the correspondence failure we have defined the processes
distribution that is depicted in figure 7. The system is specified connecting through
the instance of the process type "Corresattack” called "medattack”, an instance of
process type "agentA" and another of process type "agentB". Those instances are
caled"A" and "B", respectively.

[m2,m4]
medattack(1,1):
[m1,m3,ms] CorresAttack

observer(1,1):
obvcorresattack

Fig. 7. SDL processes distribution

This processes distribution enforces all messages that are sent between A and B to
pass through the medium instance, where they are processed by the intruder's
operations, i.e. the intruder’s operations provide redirect operations.

45 Analysis Result

We then load the SDL specification into the SDL Validator tool. Firstly we configure
the Vadlidator in order to evaluate the system correctly. Then we execute the
exhaustive exploration option. It finishes quickly and it generates an MSC report (
figure 8 ). The following code shows how two sessions start at the same time. When
the medium process intercepts the messages from one session and sends to the other
session, agent A of the first session and agent B of the second session reach a "final"
state. This means that agent A of the first session believes that in this session it is
communicating with agent B, but in fact it is connected with agent B of the second
session.

First session instance Second session instance
A _1=b,B 1=a A 2=a,B 2=b
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Fig. 8. MSC of correspondence attack of EKE pratocol

5 Conclusions and Future Work

We have presented a new mechanism to specify security protocols and their possible
attacks. The security protocol is specified in SRSL language and trandated into the
SDL system, and attacks are implemented as SDL processes that develop the
intruder’s behavior and check safety properties. A protocol specification is
independent of the analysis procedures, so it can be used in other environments as
well.

Several kinds of security attacks are analyzed using our method. It is essential to
study how they can be produced in a real environment. We examine the result
scenario provided in an analysis procedure, and redesign the security protocol if was
necessary.

Currently we are extending SRSL in order to represent more complex protocols
and to analyze other properties, such as anonymity. In order to check several kinds of
attacks, we are gathering a set of generic attacks. Furthermore, we are studying how
to implement these attacks in the Internet environment.
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Abstract. We investigate a number of issues related to the use of mul-
tiple trust authorities and multiple identities in the type of identifier
based cryptography enabled by the Weil and Tate pairings. An exam-
ple of such a system is the Boneh and Franklin encryption scheme. We
present various applications of multiple trust authorities. In particular
we focus on how one can equate a trust authority with a way to add
contextual information to an identity.

1 Introduction

In 1984 Shamir [IT] introduced the concept of identity based cryptography and
proposed a signature scheme based on the RSA assumption. Over the years a
number of researchers tried to propose secure and efficient identity based en-
cryption algorithms, but with little success. This state of affairs changed in 2001
when two identity based encryption algorithms were proposed, one by Cocks
[6] based on the quadratic residuosity assumption and another by Boneh and
Franklin based on the Weil pairing, although using a variant based on the Tate
pairing is more efficient. A number of identity based signature algorithms based
on the Tate pairing also exist, e.g. [5], [9] and [10].

In this paper we investigate the applications of the Boneh and Franklin
scheme in more detail. In particular we examine how the key structure can
lead to interesting applications. Due to our later applications we prefer to talk
about identifier based cryptography rather than identity based cryptography.
This is because the word identity seems to imply the name of someone (such
as their email address), whilst the schemes actually associate keys with strings.

G. Davida, Y. Frankel and O. Rees (Eds.): InfraSec 2002, LNCS 2437, pp. 260-275] 2002.
(© Springer-Verlag Berlin Heidelberg 2002
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Each string being able to represent anything, such as legal terms and conditions,
and not just a persons identity.

We shall use the additive property of keys of the pairing based systems to
define a way of expressing groupings in a clear and concise manner. We then
use this to define policies which are then enforced via the means of possession
of certain keys. This results in a kind of “key calculus”.

The “key calculus” we present is different from, but inspired by, the ideas of
Desmedt [7] and Boyd [3] [4] who presented the notion of group oriented cryp-
tography. Usually, one sees group oriented cryptography in the context of group
signatures, we shall be concerned in this paper with applications to encryption.
Much of our discussion will, however, also apply to identifier based signature
schemes as well.

The paper is organised as follows, first we recap on the the Boneh-Franklin
encryption scheme. Then we go through a number of applications which are
enabled due to the additive property of the keys in the scheme. Finally we give
the semantics of the resulting key calculus which will describe precisely what
sets of keys can be singled out in any given application.

2 Notation and Pairing Based Schemes

2.1 The Tate Pairing

Let G1 and G5 denote two groups of prime order ¢ in which the discrete logarithm
problem is believed to be hard and for which there exists a computable bilinear
map

t1G1XG1—>G2.

We shall write G; with an additive notation and G5 with a multiplicative nota-
tion, since in real life G; will be the group of points on an elliptic curve and G5
will denote a subgroup of the multiplicative group of a finite field.

Since the mapping is bilinear, we can move exponents/multipliers around at
will. For example if a,b,c € F; and P, @ € G; then we have

HaP,bQ)" = HaP,cQ)" = tbP,cQ)" = t(bP,aQ)° = H(cP,aQ)" = H(cP, bQ)"
t(abP, Q)¢ = t(abP, cQ) = t(P,abQ)® = t(cP, abQ)

= t(abcP, Q) = t(P, abcQ) = t(P, Q)™

These tricks will be used repeatedly throughout this document.
We define the following cryptographic hash functions

H, :{0,1}* — G4,
H2 : GQ — {0, 1}*
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2.2 Types of Public/Private Key Pairs
We require the following two types of keys:

— A standard public/private key pair is a pair (R, s) where R € G; and s € F,
with
R=sP

for some given fixed point P € G.

— An identifier based key pair is a pair (Qp, S1p) where Q1p, S1p € G1 and
there is some trust authority (TA) with a standard public/private key pair
given by (Rta, s), such that the key pair of the trust authority and the key
pair of the identifier are linked via

SID = SQID and QID = Hl(ID),

where ID is the identifier string.

2.3 Identifier Based Encryption

We recap on the Boneh and Franklin encryption algorithm. Although much of
what we will discuss also applies to other pairing based schemes such as the
short signature scheme of Boneh, Lynn and Shacham [2] or the identity based
signature schemes to be found in [5], [9] and [10].

The scheme of Boneh and Franklin [1], allows the holder of the private part
Stp of an identifier based key pair to decrypt a message sent to her under the
public part Q1p. We present only the simple scheme which is only ID-OWE, for
a ID-CCA scheme one applies the Fujisaki-Okamoto transformation [§].

Let m denote the message to be encrypted

— Encryption :
Compute U = rP where r is a random element of F,. Then compute

V =m® Hy(t(Rrp,7Q1D))

Output the ciphertext (U, V).
— Decryption :
Decryption is performed by computing

V@Hg(t(U, SID)) =V @& Hsyt

(t(rP, sQ1p))
=V @ Hs(t

(

(

P,Q1p)"™)
sP,7Q1p))
Rrp,7Q1D))

=V ® Ho(t
=V & Hs(t

=m.

—~ ~~ —~



Applications of Multiple Trust Authorities in Pairing Based Cryptosystems 263

3 Applications of the Addition of Keys

The main observation of this section is that we can add trust authorities public
keys or users identifier based public keys together. We in this way obtain corre-
sponding “virtual” secret keys to obtain an exponential number of keys. We shall
go on to show a number of applications of this ability to add keys, a property
which does not hold in standard cryptographic systems. We consider only the
simplest case, other cases are possible but lead to more complicated protocols.
In a later section we shall extend the notion and explain precisely which virtual
keys one can obtain.

We first present the case where there are n trust authorities each with their
own standard public/private key pair

RTAi = s;P.

We assume that all the public keys Rty are trusted by all parties in the system.
In addition, suppose we have a fixed identifier ID and we obtain the n private
keys corresponding to this identifier from the relevant trust authorities, i.e. we
have

Stp, = siQ1D
where
QID = Hl(ID).
Given an n bit string b = (b1,...,b,) we can then form the private key

Stp.e = »_ biStp,

i=1
corresponding to the “virtual” trust authority with public key
n
Rrap =Y biRry,
i=1

and private key
n
Sp — Z blsz
i=1

In this way we can produce 2" different public/private key pairs given only n
trust authorities.

As a second case assume we have one fixed trust authority with its standard
public/private key pair

Now assume we have n identifier’s ID;, with private keys given by
S1p, = sQ1D,

where
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QIDi = Hl(IDi).

Given an n bit string b = (by,...,b,) we can then form the private key

StD.s = Y biSID,
=1

4

corresponding to the “virtual” identifier

Q1D = Y biQ1D,-

i=1

This two situations open up a large number of possible application areas
which we shall now explore.

3.1 Escrowing of Keys

The first, obvious, application of key addition is that one does not need to
have a single point of failure with a single trust authority. With identifier based
cryptography the trust authority is always able to either decrypt messages (with
an encryption scheme) or to sign messages (with a signature scheme). By using
the key addition property one can distribute this key amongst a number of trust
authorities, such that no single trust authority ever obtains more than their
own portion. Indeed users, both encryptors and decryptors, can perform this
operation themselves on the fly by selecting which subsets of trust authorities
they will use in any given message. This property of identifier based systems in
that the encryptor can choose, at the time of encryption, which trust authorities
it is willing to trust we feel gives a significant advantage to using multiple trust
authorities.

3.2 Contexts for Identities

A major problem when using an identity as a means to deduce a public key is
that “names” for identities are not unique. There may be many “Ron Rivest”s
in the world, so which one do I mean when I send an encrypted message to
the person with identity “Ron Rivest”? We seem to have the same global name
hierarchy problems that traditional PKI technologies come with.

Using multiple trust authorities we can add some context to each identity. For
example suppose the International Association of Cryptologic Research (IACR)
was a trust authority with public/private key pair

They could issue all cryptographers with the name “Ron Rivest” the same pub-
lic/private key pair

SRon Rivest,IACR = "QRon Rivest:

where
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QRon Rivest = Hi(Ron Rivest).

Now, suppose there was also a trust authority for the US government with
public/private key pair given by

Ryg = sP.

This trust authority would issue all US citizens with a public/private key pair
corresponding to their name, i.e. Ron Rivest would be given the key pair

SRon Rivest,US = $QRon Rivest-

In addition suppose there is a trust authority for the Massachusetts Institute of
Technology with public/private key pair

RyiT =tP.

They would issue all employees with the public/private key corresponding to
their name as

SRon RivestMIT = {QRon Rivest-

Suppose some third party wished to send an encrypted message to Ron Rivest.
They may know that Ron Rivest is an US national and a cryptographer who
works at MIT. They therefore create the “virtual” trust authority public key
corresponding to what context they wish to put the identity of Ron Rivest in,
i.e. they can create

Ryirtual = R1acr + Ruys + RuIT:

Note, the corresponding secret key for the virtual trust authority is
r+s4t,

but no party knows this key (and no two colluding parties can determine this
key). The third party now encrypts the data for Ron Rivest using the virtual
trust authorities public key and the public key

QRon Rivest-

The encrypted data is then sent, along with some information to encode which
contexts the identity is being considered in.
Ron Rivest can then decrypt the information using the private key

SRon Rivest,IACR T SRon Rivest,US + SRon Rivest MIT-

Clearly this use of contexts to narrow down the possibilities for sending data
to the wrong Ron Rivest also comes with the added benefit that no single trust
authority can decrypt the encrypted message.

A similar technique can also be applied to any form of group membership, for
example in access control systems where the rights to do some task may depend
on whether the principal is a member of a number of different groups.
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3.3 Legal Hoop Jumping

One can use a similar idea to create legal hoops through which people must jump
before a certain action can be performed. We give an example, which may be
peculiar to the United Kingdom, although others can be easily created.

In the United Kingdom every car needs to display a tax disk. This is pur-
chased each year for a nominal fee, and essentially proves that at a given point
in the year the owner of the car had car insurance and a certificate of road
worthiness for the car. We describe a possible online car tax disk dispenser.

We note the three obvious trust authorities

— The ownership of the car is recorded by the Driver and Vehicle Licensing
Agency (DVLA).

— The insurance certificate is produced by an insurance company, say AXA.

— The certificate of road worthiness is produced by an accredited garage, say
Joes Garage.

The three trust authority public keys we denote by

Rpyra: Baxa Rjces-

Suppose the owner of the car with registration number X 675 AHO wished to
obtain a new tax disk from the government. They could then log into some web
site and claim that they owned the car, that they had insured it through AXA
and that Joes Garage had issued them with a certificate of road worthiness. The
government could then email the user an encrypted version of the tax disk, upon
payment of some fee, where the encryption is under the virtual trust authority

Rpypa + Raxa + Bjoes:

and the identifier is
QX 675 AHO-

The owner would need to obtain from each trust authority the corresponding
private key (clearly date/year information needs to be added but we ignore that
issue here for simplicity),

SX 675 AHODVLA> SX 675 AHOAXA: 95X 675 AHO,Joes-

The owner now adds these private keys together to form another private key,

SX 675 AHOvirtual:

with which they can decrypt the electronic form of the tax disk and print it on
their printer.
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3.4 Concurrency Issues

One can imagine a situation where there is a trust authority which reveals the
secret key corresponding to the identifier given by the time and date, at given
time intervals. The secret key is broadcast to all, anyone who then uses the
secret key in combination with others is therefore proving that they did so after
a certain time. One should think of this trust authority acting like a Greenwich
Pips signal. In this way issues of concurrency can be brought into applications.

One application would be that of press releases. Suppose a press release
related to a companies accounts needs to be released simultaneously at 12.00 on
June 1st to a group of financial journalists. To do this one takes the two public
keys

Qjournalists = Hi(journalists),

(?1200:01:06 = H1(1200:01:08),

and forms the sum

Q= Qjournalists + Q1200:01:06~

If the trust authority for both identifies is the same Ry, then using Ryp and
@ one can encrypt the press release and distribute it before the event, knowing
that only after 12.00 on June 1st a given group of people (namely journalists)
will be able to read the press release. Later we shall see a more general solution
to this problem, which does not require the trust authorities to be the same.

3.5 Advantages over Traditional Solutions

Whilst in standard discrete logarithm based schemes one can still add keys to-
gether to form a “virtual” private key, the difference with identifier based schemes
is that the public keys need to exist before the addition takes place. This is be-
cause the only way traditional keys are trusted is via a digital certificate. Hence,
the trust authority (or CA for traditional schemes) needs to certify the public
key before it is added to another one.

With identifier based schemes one knows the public key by simply knowing
the identifier. Hence, one can add the public keys or TA keys together and
encrypt the message before the entity singled out by the identifier has gone to
the trust authority to obtain their private key.

4 A “Key Calculus”

In this section we formally define our key calculus which formed the basis of the
examples above. The following formalism is richer than the examples above. We
assume a set of “atomic” identifies I, these are identifiers which correspond to
true identifier based public keys,

where ID; € I.
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We also assume a set of “atomic” trust authorities 7. These are trust au-
thorities which possess public/private key pairs,

RTAi = SiP,

where TA; € T, for which the value of s; is explicitly known by at least one party
(i.e. the trust authority). We shall assume all parties in the system have trusted
copies of the TA’s public keys Rty .

To each pair (ID,TA) of atomic identifier/trust authority keys, called an
atomic pair, there is a corresponding secret key denoted by

S1D,TA = STAQID:

although it may be the case that no one in the system, bar the trust authority,
knows the value of Sp Tp-

The goal is to encrypt a message m to a set of people who know a given
subset of keys. We would like to do this in as short a message as possible and
be able to describe completely exactly which set of keys are needed to decrypt
the message.

4.1 Naive Conjunction of Sets

We let S denote a set of atomic pairs (ID;,TA;). We first wish to encrypt a
message so that it can be decrypted only by people who possess, for every pair in
S, the equivalent atomic secret key. This can be trivially done using an onion form
of encryption where each encryption is applied in turn to obtain the ciphertext.
Not only is this trivial technique wasteful of computing resources it also implies
that the decryptor needs to apply the necessary decryptions in the same order
that the encryptor applied the encryptions.

We will try and be more efficient, but this will come at the price of not being
able to deal with all possible sets S. First we define an operation of sets of atomic
pairs Sl, SQ

S1 ® Sp = {(ID;, TA;) : (ID;, TA") € S; USy, (ID’, TA;) € S; U Sy} .
A set S will be called admissible if

— S ={(ID, TA)} consists of a single atomic pair.
— or S is built up from two admissible sets S; and S using the operation

S=51®8S,.

We let ID(S) denote the set of identifiers and TA(S) denote the set of trust
authorities contained in an admissible set S. The “virtual” trust authority cor-
responding to S is given by

Rs= Y Rm,
TAETA(S)

and the “virtual” identifier is given by
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Qs= > Q.
IDEID(S)

Encrypting using these two public keys, namely Rs and @Qs, means that only
recipients who possess every private key corresponding to every pair in S will
be able to decrypt the message. Equivalently, the decryptor needs to know

Ss= > > SmTa

IDeID(s) \TA€TA(S)

Hence, we call this secret key the virtual secret key corresponding to the admis-
sible set S.

Example. To see the use of the special conjunction operation ® consider the
case of two trust authorities and two identifiers. We form the admissible atomic
sets

S1 = {(ID1, TA1)}, Sy ={(IDs, TA2)},
where Rrp = s;P. Then
S =81 ®Sy = {(IDy, TAy), (ID2, TA;), (ID1, TA3), (ID2, TAs)}.

Suppose a cryptogram (U, V') is sent, in the Boneh-Franklin scheme, to the vir-
tual trust authority and identifier corresponding to the admissible set S. This
cryptogram corresponds to the public key of the trust authority

R = RTA1 + RTA2a
and the “identifier” given by

Q = Q1p, + Q1D,-

To decrypt the cryptogram we need to compute

2 2
t(R,rQ) = [ t(Rra,,7Qp,) = [ t(s;P.Q1p,):
ij=1 ij=1
2 2
= [ trP.s;Qmp,) = [ (V. S1p, 1a));
ij=1 ij=1
2
= (U, Y, Stp,Ta,)-

i,j=1

Hence, we need to know the four secret keys Stp, a, for 1 <4,j < 2, or in other
words we need to know the “virtual” secret key

2
Ss =Y Stp,Ta,

4,5=1
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We have seen in Section B] examples where either ID; = ID; for all ,¢ or
TA; = IDj for all j, j’. We leave it to the reader to check all our previous examples
correspond to admissible sets.

4.2 General Conjunction of Sets

We have seen that encryption to the virtual trust authorities and virtual iden-
tifier represented by an admissible set S is equivalent to encryption to an entity
which possesses the virtual secret key Ss. From now on we will drop the usage
of the word “virtual” when dealing with the trust authority and identifier based
keys represented by an admissible set S.

The above form of conjunction of keys is too restrictive in that it does not
allow us to encrypt to someone who holds the secret key corresponding to the
pairs (ID;,TA;) and (IDg,TAs), without knowing also knowing the secret keys
corresponding to (IDg, TA;) and (IDg, TA;).

To enable this we change the encryption algorithm slightly. Suppose we have
admissible sets S;, corresponding to the pairs (ID;, TA;). To encrypt to the con-
junction $1V S; V...V S, we transmit U = rP and

V=moH, (Ht(RTAi:TQIDi)> :

=1

Decryption is performed by computing

m=V & H, (t(UszIDi,TAi)> .

i=1
So for decryption we still add private keys together, but for encryption we need
to multiply ephemeral keys together, after they have been passed through the
pairing.

We can now return to our press release example. Using an authority for time,
which simply issues the private key according to the current time at given time
intervals, and another (different) authority to issue private keys to all journalists,
we can encrypt a press release so that the intended recipients can only read it
at some point in the future. Notice, how this is simple using identifier based
systems since the encryptor does not need to know in advance what the time
authority will do. The encryptor need only know that the authority will issue
the private key corresponding to a given identifier.

With a traditional public key system one could obtain the same effect but
only by knowing the public key corresponding to the private key at the encryp-
tion stage, but this would involve the encryptor asking the time authority for
precisely which public key should be used.

4.3 Naive Disjunction of Sets

The use of variable identifiers has little use unless one is able to define a disjunc-
tion operation. For example one may wish to send an encrypted email to either
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the president or CEO of the ACME company. Hence, using the trust authority
ACME one would want to encrypt to either

(PRESIDENT, ACME) or (CEO, ACME).

We now show how to modify the Boneh-Franklin encryption scheme so that we
can encrypt to a disjunction of admissible sets, in a way which is akin to the
naive conjunction above, in the next subsection we shall deal with a general form
of disjunction which only works for two admissible sets. The following idea of a
naive disjunction will work for an arbitrary collection of trust authorities and/or
identifiers but we present, for ease of exposition, the case where we have two
trust authorities and two identifiers.

Suppose the two trust authorities have public keys
‘RT1 = 81P and RT2 = SQP.
Let the two identifiers be

Qa and Qp.

Hence, there are a total of four secret keys

SA,l = 51Q4, SA,2 = 52Q 4,
Sp1 =508, Sp2=s50sB.

We would like to encrypt a message so that a party who has any one of these
secret keys is able to decrypt the message. We make the assumption that there
are four fixed integers

T1,T2,Y1,Y2 € FZ

known to all parties, such that x1 # xo and y; # y2. We then form the virtual
public keys given by

Ry = Ry, + y1 Ry, and Qv = Qa + 2:1Qp.
We also form the “auxiliary” keys,
Tr = Ry, +y2 Ry, and T = Q4 + 22Qp.

The cryptogram is then formed by computing, for some random r € Fy,
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Ul = rP, U2 = ’I“TQ, U3 = ’I“TR7
V=ma& Ha(t(Rv,rQv)).

To decrypt the message (Uy, Uz, Us, V') we will make use of the identities,

Ry = aRq + BTr or Ry =Ry, + Tk,
Qv =0Qa+ Iy or Qv =(Qp+1qy,
where

a=(y2—y1)/y2, B=w/y2, 7=v1— Y2,
0= (22 —x1)/T2, e€=ax1/x2, (=21 — 2.

The precise identities one uses will depend on which of the secret keys the de-
cryptor has access to.

Decryptor knows S 4 1. We first show how to decrypt assuming the recipient
has the private key Sa,1. The decryptor needs to compute ¢(Ry,rQy ), which
with knowledge of S 1 they can do via:

aRp, ,m6Q4) - t(aRy, + BTr, reTg) - t(BTR, 70Q A),
rsiaP, Q) - t(aRy, + BTR, eUs) - t(rBTr,0Q 4),
raP,s10Q4) - t(aRp, + TR, eUs) - t(BU3,0Q 4),
alU1,654,1) - t(aRp, + BTr, eUs) - t(BU3,5Q 4).

Il
~+ o+ o+ o+ o+
—~ N =~

Decryptor knows S 4 2. We first show how to decrypt assuming the recipient
has the private key S4 2. The decryptor needs to compute t(Ry,rQyv), which
with knowledge of S4 2 they can do via:

t(Ry,mQv) =t (yRr, +Tr,7(6Qa + €1y)),
=t(yRr,,r(0Qa + €1y)) - t(rTr,0Q4 + €1g),
=t(yrsoP,6Q4) - t(YRr,,mely) - t(Us, Q4 + €10q),
= t(yU1,8542) - t(yRr,, €Us) - t(Us, 6Q 4 + €10).

The other two cases we leave for the reader, since they are computed in a similar
way.

4.4 General Disjunction of Sets

Just as with our earlier naive conjunction, which led to the construction of the
admissible sets, the above naive disjunction has a number of problems. The
main being that when encrypting to the disjunction of the two pairs (ID;, TA;)
and (IDs,TA;), the above construction will allow anyone with the secret key
corresponding to the pair (ID1, TA3) to decrypt. This may not be the effect we
are after.
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In this subsection we show how a proper disjunction can be created between
two identifier /authority pairs, such that only the desired recipients can decrypt
the resulting ciphertext. Once again we are looking for a more efficient solution
than simply encrypting the message twice to different possible recipients. Our
solution however does not extend to forming a disjunction of more than two
identifier /authority pair, unlike the naive form of disjunction above.

Suppose I have the two pairs (IDy, TA;) and (IDs, TAs). To encrypt to either
of these pairs one forms the virtual identifier /trust authority keys given by

Ry = Qp +z1Rr, and Qv = Qa + y1 Ry,
and the auxiliary keys given by

Trh=Qp+ xQRTl and TQ =Qa +y2RT2,

again assuming some globally fixed integers x1, 2,91, y2 € Fy.
The cryptogram is then formed by computing, for some random r € Fy,

Ul = T‘P, U2 = T‘TQ, U3 = ’I“TR,
V=mo® Hg(t(Rv, TQ\/)).
To decrypt the message (Uy,Us,Us, V') we will make use of the identities,

Ry = aRp, +Tr or Ry = Qg + 1k,
Qv =0Qa + €Iy or Qv =(Ry, +Tq,

where

a =1 — T, B=(x2—m1)/22, 7=um1/22,

6= (y2—y1)/y2, €=u1/y2 C=y1 — v
The precise identities one uses will depend on which of the secret keys the de-
cryptor has access to.

If the decryptor has knowledge of S4,1 they use the identities
Ry =aRp, + TR and Qv = 0Q4 + ETQ
to decrypt using

t(Rv,7Qv) = t(aRy, 4+ Tr,70Q4 + r€lg),
t(arP,6S41) - t(aRy, ,relq) - t(rTr, Qv ),
LL(Oélrjla 6SA,1) . t(aRT1,€U2) : t(Ug7 Qv)

If the decryptor has knowledge of Sg o they use the identities
Ry = 3Qp + 7Tk and Qv = (Rp, +Tq
to decrypt using
t(Ry,rQv) =t(6QB + TR, (R, +110),

=t(B8SB2,(rP) - t(BQp,7TQ) - t(yrTr,Qv)
=t(8SB,2,CUL) - t(BQB, U2) - t(vUs, Qv).
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Finally notice if the decryptor uses the other two combinations of the identities
then they recover no information since, for example, using

Ry = BQp +Tr and Qv = 6Q4a + €1q

we obtain

t(RV7 TQV) = t(ﬁQB + ’}/TRa (STQA + ETTQ))
=1(BQB,0rQa) - t(YUs3,0Q4) - t(Ry, eUs)

Hence, to decrypt, one would need knowledge of either rQ 4 or rQp neither of
which is available to the decryptor.

5 Conclusion

We have seen how multiple trust authorities combined with conjunctions of keys
can be used in a variety of applications. We have explained how various conjunc-
tions of keys (or essentially access rights) can be created in an efficient manner.
The use of identifier based systems with multiple trust authorities and multi-
ple identifiers we believe opens up simplified ways of specifying access rights, a
number of possible real life examples we have given in the text.

We have shown how to build up so called ‘admissible sets’ of identifier /trust
authority pairs, via a form of specialised conjunction. These admissible sets
can then be used to form general conjunctions, and or a special form of naive
disjunction. The general form of disjunction is only possible for two such sets.
A general form of disjunction for arbitrary numbers of admissible sets we leave
as an open research problem.
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Abstract. Information hiding has several applications, one of which is
to hide the use of cryptography. The Nicetext [BJf] system introduced
a method for hiding cryptographic information by converting crypto-
graphic strings (random-looking) into “nice text” (namely innocuous
looking). The system retains the ability to recover the original ciphertext
from the generated text. Nicetext can hide both plaintext and crypto-
graphic text.

The purpose of such transformations are to mask ciphertext from anyone
who wants to detect or censor encrypted communication, such as a cor-
poration that may monitor, or censor, its employee private mail. Even
if the message is identified as the output of Nicetext, the sender might
claim that the input was simply a pseudo-random number source rather
than ciphertext.

This paper extends the Nicetext protocol to enable deniable cryptog-
raphy/messaging using the concepts of plausible deniability [2I7]. De-
niability is derived from the fact that even if one is forced to reveal
a key to the random string that “nice text” reverts to, the real cryp-
tographic/plaintext messages may be stored within additional required
sources of “randomness” in the extended protocol.

1 Introduction

There are many methods to maintain secrecy. Cryptography attempts to make
information unintelligible [I0]. Information hiding and covert-channel techniques
attempt to transmit information within existing protocols [4]. Steganography
attempts to transmit information within existing information [8]. The Deniable
Nicetext protocol combines these techniques in an attempt to maintain secrecy
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through deniability. In this case, secrecy may be for both the information itself
and the use of particular cryptographic techniques.

A Survey of Information Hiding [§] introduces different methods of hiding
information. These include steganography, water marking, covert channels and
other methods of hiding. The concept of Chaffing and Winnowing, [9] and [3],
introduces a method to hide messages in network traffic.

The purpose of this paper is to propose an enhanced automated system to
enable someone to deny that a cryptographic, or random, string has meaning.
The concept of Plausible Deniability in this context implies that it is difficult
for an adversary to prove the meaning of a particular message. The authors do
not provide any ability to deny the transmission or receipt of a message. The
emphasis is on the ability to deny meaning. Another benefit may be the ability
to deny the use of a specific cryptographic algorithm.

The term, Plausible deniability has distinct meanings in the legal profession
[TT]. There are also political contexts of plausible deniability where a person
is deliberately kept in the dark to render their denial of an event “plausible”
or even believable. What is important to understand is that any such scheme,
automated or not, requires a certain level of deceit from some human being who
is interested in denying the claim. The deceit, in the case of the system discussed
in this paper, must come from the sender and receiver of the messages.

The results of the Deniable Nicetext transformations may contain two or
more messages. It should be difficult for an observer to prove the existence of
more than one messages. Even with the suspicion of multiple messages, the
external encryption routines should make it difficult for an adversary to prove
the meaning of a particular message. With the mutual cooperation from the
sender and receiver it should be possible to plausibly deny the meaning of the
entire message.

This paper, introduces a system to achieve deniability of cryptograms as well
as plaintext. The system introduced extends the Nicetext suite of applications
[BI6]. After briefly discussing the Nicetext system for completeness, the authors
introduce Recursive Nicetext which leads to the new Deniable Nicetext.

2 Basic Nicetext

The basic idea of the Nicetext protocol is to transform a ciphertext, ¢, into
harmless looking text through the following algorithm:

1. Independent of the input ciphertext, choose a contextual template, if current
one is exhausted.

2. Read the next word type from the template.

3. Read enough bits from input ciphertext to select a particular word of the
proper type from the dictionary.

4. Output the word.

5. Repeat until end of input ciphertext.
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Given a code dictionary, such as that found in Table and a contextual
template, Nicetext converts the bits of ciphertext into an “interesting” stream
of words. Table 2] demonstrates how different templates may generate different
nice-text from the same input ciphertext.

Table 1. Basic Dictionary Table with Multiple Types.

Type Code Word
name_male 0 <+— ned
name_male 1 <+— tom
name_female 0 <— jody
name_female 1 <+— tracy

Table 2. Different Contextual Templates Produce Different Nicetext from the same
input.

Contextual template s Ciphertext ¢ NTys(c)
name_male name_male name_male 011 — “ned tom tom”
name_male name_male name_female 011 — “ned tom tracy”
name_male name_female name_male 011 — “ned tracy tom”
name_male name_female name_female 011 — “ned tracy tracy”
name_female name_male name_male 011 — “jody tom tom”
name_female name_male name_female 011 — “jody tom tracy”
name_female name_female name_male 011 — “jody tracy tom”
name_female name_female name_female 011 — “jody tracy tracy”

The term to describe the output of a steganography transformation is stego-
text or, more generally, stego-object [I]. In this paper, stego-text and nice-text
are Synonymous.

The reverse transformation is a simple substitution cipher where appropri-
ate bits from the dictionary replace the words parsed from the nice-text. The
contextual templates have nothing to do with the ciphertext recovery process.

Much of the prior work on Nicetext focused on creating large, sophisticated
dictionaries. These dictionary may contain hundreds of thousands of words care-
fully categorized into thousands of word types. The encoding scheme for the
dictionary must follow the properties required for forward and reverse transfor-
mation.

Armed with sophisticated dictionaries, the Nicetext system uses multiple
techniques to automatically generate contextual-templates from example texts.
For example, it is trivial for the Nicetext system to create a contextual template
for this paragraph or, for that matter, this entire paper .

! Contextual templates also provide information about capitalization, punctuation
and whitespace. The Nicetext system does not currently store any ciphertext in
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It is then possible to convert any ciphertext into nice-text which has structure
and to some extent meaning, the ultimate goal of linguistic steganography, similar
to this paper.

To demonstrate the quality of the various transformation methods, the au-
thors start with the popular children’s story, The Wizard of OZ, which is avail-
able from the Project Gutenberg web page at gutenberg.org. The truncated
examples only show the first paragraph for brevity. The following is an actual
excerpt from L. Frank Baum’s The Wizard of Oz

THE WONDERFUL WIZARD OF OZ

1. The Cyclone

Dorothy lived in the midst of the great Kansas prairies, with Uncle
Henry, who was a farmer, and Aunt Em, who was the farmer’s wife.
Their house was small, for the lumber to build it had to be carried by
wagon many miles. There were four walls, a floor and a roof, which made
one room; and this room contained a rusty looking cookstove, a cupboard
for the dishes, a table, three or four chairs, and the beds. Uncle Henry
and Aunt Em had a big bed in one corner, and Dorothy a little bed in
another corner. There was no garret at all, and no cellar—except a small
hole dug in the ground, called a cyclone cellar, where the family could
go in case one of those great whirlwinds arose, mighty enough to crush
any building in its path. It was reached by a trap door in the middle of
the floor, from which a ladder led down into the small, dark hole. ...

Using a very large dictionary with 189,991 words put into 56,429 categories,
the system automatically generated several different contextual templates. This
paper does not describe the contextual template generation process.

The Nicetext process uses these advanced dictionaries and templates to con-
vert ciphertext into new stories which, to varying degrees, share similar charac-
teristics with the original document. Rather than showing the contextual tem-
plates, this paper emphasizes the results of transformations of the following
ciphertext, shown in hexadecimal notation:

145727 030276 120333 134506 163625 001617 050723 126027

The first example shows the results of transforming the above ciphertext
using a series of contextual templates based on the structure of the sentences in
the original story:

So the soldier was summoned and entered the Throne Room doggedly,
for wherewithal Oz was alive he never was allowed to come farther than
the door. When the Guardian of the Gate saw them again he wrapped
greatly that they should leave the beautiful City to get into new trouble.

whitespace, etc. to provide maximum flexibility and robustness against countermea-
sures designed to thwart other programs which exclusively use whitespace to store
information.
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I am never hungry, he said, and it is a lucky thing I am not, before my
mouth is only commented, and if I could cut a hole in it so I could eat,
the straw I am stuffed neath would come out, and that would spoil the
shape of my head. The sky was blackened, and a low rumbling sound
was overheard in the air. Surely no wild beast should wish a babylonier
home. ...

The primary benefit of sentence-level contextual templates is the wide variety
of text that the system can generate from the same input ciphertext. The second
example transforms the same ciphertext using the same sentence-level contextual
template library to create a very different story:

The wild crows flew in one great flock toward Dorothy and her compan-
ions. You have plenty of courage, I am sure, answered Oz. No; there were
some, but the monster has eaten them all. I was afraid I could have to
stay in the river forever, he said, but the kind Stork saved me, and if I
ever beget any brains I shall find the Stork again and do her some kind-
ness in return. She wiggled at the rapid flight of the Monkeys, but was
glad the journey was over. There! All you need is confidence in yourself.

The reason for the variation is that contextual templates are chosen inde-
pendently from the input ciphertext. The above two examples used different
sequences of sentence-level templates. The Nicetext system can recover the in-
put ciphertext, in this case, 145727. .., from either generated text.

The main disadvantage of sentence-level contextual templates is that, al-
though each sentence appears to properly mimic the style of the original docu-
ment, the sequence of sentences appears to be random, as it should.

An alternative is to use contextual templates based on larger sections of a
document. The next example uses templates based on the structure and format
of the entire original document:

THE SUPEREXCELLENT WIZARD OF OZ

10. The Cyclone

Dorothy lived in the midst of the great Kansas prairies, versus Uncle
Henry, whosoever was a farmer, and Aunt Em, whoso was the farmer’s
wife. Their house was small, before the lumber to build it had to be
carried by cockle many miles. There were four walls, a floor and a roof,
whichsoever made one room; and this room contained a rusty looking
cookstove, a cupboard for the dishes, a table, three or four chairs, and
the beds. Uncle Henry and Aunt Em had a big bed in one corner, and
Dorothy a little bed in another corner. There was no garret at all, and
no cellar— except a small hole dug in the ground, called a cyclone cellar,
where the subfamily should go in case one above those great whirlwinds
arose, mighty enough to crush any building in its path. It was reached by
a trap door in the middle of the floor, from whosesoever a ladder misled
down into the small, dark hole. ...
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The most important benefit of a document-level contextual template is that
the generated text more closely represents the structure and style of the original
document. One obvious concern from this example is that the dictionary con-
tains words that were not used in the original document; thus, resulting in The
SUPEREXCELLENT Wizard of OZ! The final example uses the same story-
level contextual template with a dictionary which only contains words from the
original story:

THE WONDERFUL WIZARD OF OZ

10. The Cyclone

Dorothy lived in the midst of the great Kansas prairies, with Uncle
Henry, who was a farmer, and Aunt Em, whoever was the farmer’s wife.
Their house was small, for the lumber to build it had to be carried by
wagon many miles. There were four walls, a floor and a roof, which made
one room; and this room contained a rusty looking cookstove, a cupboard
before the dishes, a table, three or four chairs, and the beds. Uncle Henry
and Aunt Em had a big bed in one corner, and Dorothy a little bed in
another corner. There was no garret at all, and no cellar— except a small
hole dug in the ground, called a cyclone cellar, when the family could go
in case one of those great whirlwinds arose, mighty enough to crush any
building in its path. It was reached by a trap door in the middle of the
floor, from what a ladder led down into the small, dark hole. ...

For the purposes of this paper, it is important to emphasize that the exist-
ing Nicetext software can automatically create a variety contextual templates
from many natural-language texts. The Nicetext system uses these contextual
templates to transform ciphertext into harmless-looking text that shares some
of the characteristics of the original document used as the template source. The
Reverse-Nicetext process can always recover the input ciphertext from the gen-
erated text.

3 Recursive Nicetext

It is trivial to apply feedback or chaining concepts to use the output of one
transformation as the input for the next. Nicetext, with the help of external
compression and encryption routines, may transform some ciphertext into a
children’s story, compress and encrypt the story, convert that into a romance
novel, compress and encrypt the novel, etc.

Let p; represent a plaintext message and the encryption function, E; rep-
resent an external encryption scheme, such as DES, and a key such that
E1(p1) — c¢1. The reverse-transformation, InvE;, can recover the plaintext
from the ciphertext: InvFEi(c1) — p1.

The Nicetext protocol defines a family of functions, N7, such that given a
particular dictionary, d, and contextual template source, s, the ciphertext, c¢;
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can be transformed into one of many nice-texts . One way to represent this
transformation is: NTg s(c1) — t;.

Recursive applications of Nicetext require a set of dictionaries, contextual
templates, and encryption functions: d,,, s,, and E,,. One representation of re-
cursive Nicetext is: NTy, s (En(Pn)) — Pnt1-

To recover the alleged ciphertext, ¢, which may be E,(p,), the InuNT

function uses just the dictionary, d,,, as follows:
InuNTy, (pnt1) — ¢n = En(pn). The recovery of p,,, of course, simply requires
the appropriate decryption function and key for InvE,,. One source of deniability
is the ability for the sender and receiver to claim that ¢, is not ciphertext, but
gibberish! The strength of this claim depends on the strength of the external
encryption routine and the decryption key.

Nicetext does not provide any compression, encryption or decryption func-
tions beyond the actual substitution cipher used for steganography purposes
. In fact, the original intent of the Nicetext system was to cover up the use of
such functions and to allow a certain amount of deniability as to whether or not
a valid decryption function exists to expose a suspected plaintext. The “plausi-
ble” alternative is that someone interested in the “entertainment value” of the
generated nice-text simply used a pseudo-random number source as input.

To simplify the discussion as it pertains to this paper, the authors assume
that all encryption functions, F,, are the same, meaning the same algorithm
and the same key, unless otherwise specified. Additionally, each level of recursion
uses the same dictionary and contextual template source. In practice, it may be
interesting to convert a message into a story, then a novel, then a business plan!
It also may be interesting to use a complicated sequence of encryption keys to
further thwart efforts to prove meaning. By adding such complexity the concept
of key-exchange becomes more difficult between sender and receiver. Somehow
they must secretly agree on the sequence of algorithms, keys and dictionaries.
For brevity, it is not a focus of this paper to explore and exploit such complexity.

That said, the recursive application of Nicetext should be straightforward.
Take some ciphertext, turn it into nice-text, encrypt the nice-text, repeat.

4 Deniable Nicetext

The purpose of the original Nicetext protocol is to conceal ciphertext, ¢ using a
particular code dictionary and a particular contextual template. The contextual
template describes the types of words, such as nouns, verbs, etc., to be picked
in some “interesting” order and formatted in some “interesting” way.

2 Again, the reason why Nicetext transforms the same ciphertext into one of many
nice-texts using the same dictionary and the same contextual template source is due
to the variation in the sequence of contextual templates. See Table [ for a simple
example. See the first two examples from Section [ for a practical view.

3 Due to the inevitable expansion of the size of the generated nice-text compared
to the size of the input ciphertext, it is desirable to compress all plaintext before
encryption.
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Analysis of the simplified algorithm shown in the very beginning of Section
reveals that it is unlikely that the number of bits in ¢; will exactly match the
number of bits required to terminate the generated text at the end of a template,
or for that matter, the end of a word. One symptom of this problem would be
that a generated story, for example, would end in the middle of a sentence. One
way to solve the problem, as implemented in the current software package, is
to append enough random bits, 71, to the end of the ciphertext, ¢;, to be able
to finish the current contextual template. The modified algorithm prepends the
length of ¢;, designated as |ci|, so that the reverse process knows when it has
fully recovered c;.

Nicetext now uses the function, I(¢;) = |e1| + ¢1 + r1, as the input in place
of ¢1. The slightly modified algorithm is:

1. Independent of the ciphertext choose a contextual template, if current one
is exhausted.

2. Read the next word type from the template.

3. Read enough bits from input, I(c;), to select a particular word of the proper
type from the dictionary.

4. Output the word.

5. Repeat until end of input, ¢; AND end-of-contextual template.

In the original protocol the length of r; depends on the size of the contextual
template stream and the complexity of the dictionary used during a transforma-
tion. The number of bits used to encode different words in the dictionary may
be different. In this context, it is not because the number of bits to represent the
letters of word. It is due to the length of the code used to differentiate between
words within a type category A

The initial hope was that the quality of the generated text was so good that
it would harmlessly pass through censors. If the text was identified as encoded
ciphertext, the censor would have to prove that ¢; was actually ciphertext. The
sender may choose to claim that c¢; was actually just a stream of pseudo-random
bits. The protocol specifies that it may need to append ry — which always actually
was a stream of pseudo-random bits! These observations lead the authors to the
conclusion that it would be trivial to hide additional ciphertext within ry.

To allow the hiding of additional ciphertext of arbitrary length, the first
extension to the Nicetext protocol is to add an additional parameter, [, which
defines the minimum length of r. The “Repeat until end-of-c; AND end-of-
contextual template” step now includes the additional “AND |r| > [”. The
sender now can add an arbitrary minimal number of bits to I with the plausible
intent of generating more text. Observe that |r| will most likely be longer than
I because Nicetext still does not want to stop in mid-sentence.

4 The number of letters in each word contributes to the expansion rate of ciphertext
to nice-text. There is a direct correlation to the ratio of the number of bits in the
ASCII representation of the letters of the word and the number of ciphertext bits
consumed by the code for the word in the dictionary. A more complete analysis
of the expansion rate requires an understanding of the impact of white-space and
punctuation.
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Now that Nicetext uses the function, I(c;) = |c1| + ¢1 + 7, as the input,
it is interesting to consider that the sender may want to encode an additional
ciphertext, ¢o in place of 7! As long as the length of ca, |z, is smaller than [,
the modified function becomes:

I(c1) = |e1] + c1 + |ca| + o + T |ca))-

Now the sender uses the Nicetext protocol to generate some harmless text,
t1 from ciphertext ¢; and c¢o and some additional random bits. The Nicetext
protocol requires a dictionary, d, and a contextual template, s, to generate one
of many t;’s from c;. The transformation is NT(4 4 (I(c1)) — ;.

Assume that anyone with the reverse protocol, InvNT, and the appro-
priate dictionary, d, can recover I(c;) from any one of the possible ;’s,
InuNTy(t;) — I(c1). The protocol specifies that I(c1) = |e1| + ¢1 + 745 thus,
it is trivial to recover ¢;. The original claim that it is unknown if ¢; is really
ciphertext still applies. Additionally, it is trivial to recover r; from I(c;). The
new question is whether or not r; contains additional pseudo-random bits or if
it is actually |co| + c2 + 77

One clue is to see if the first few bits after ¢; represent a plausible length
of ¢o. One solution is to use an encryption algorithm (and key), E5 to encrypt
the length of c¢p. That changes the definition of I to be I(c1) = |e1] + ¢1 +
Es(Jea|) 4+ ¢2 + r. Because Nicetext does not intend to be anything more than
a creative simple-substitution cipher, Fs is any externally-supplied algorithm,
such as DES, RSA, IDEA, etc [10].

Multiple ciphertexts could be hidden the same way, so that I(ci1) = |e1] +
1+ Ea(|ea])+ea+ Es(|es]) +cs+ ...+ Em(Jem|) + em +r. Additional trickery may
include creative uses of XOR’ing combinations of ¢;’s or using error correcting
codes to contain the real ciphertext. For clarity, the authors sometimes limit the
discussion to only one additional ciphertext message, cs.

The goal of the Nicetext research is not to develop strong cryptographic
algorithms. The purpose is to cover up the use of such algorithms. By extending
the protocol to allow a minimum number of pseudo-random bits to be added to
the input stream, there are more places to possibly hide information.

If a sender or receiver of a nice-text message is forced to “turn over the keys”,
it is now possible for them to say, “okay - you got me, the file ¢; is actually and
encrypted message - not just plain text.” This still leaves the question as to
whether or not the remaining part of I(c;) = Ea2(|ca|) + c2 + 7 or if I(c1) simply
contains random bits, 7.

In fact, this works so well, that it is possible that the receiver may not be
certain if there is a second message! If there is more than one message, the receive
may have a problem knowing which is the real thing. To solve this problem, the
system requires a secret hash function, H, which will generate a hash, h; of
ciphertext ¢; through: H(c;) — hy.

® The purpose of the (I —|cz|) is to show that the minimal length of  would be reduced
by the actual size of ¢z as well as the number of bits required to represent the length
of ¢z, |c2]. The rest of this discussion will simply specify r without the subscripts for
simplification.
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It is imperative that the hash function is a shared secret between the sender
and receiver of the nice-text. The Nicetext system itself does not provide a hash
function. MD5 or SHA1 or even the use of a block-cipher such as DES may work
well.

In any case, the I(c;) function must append a fixed-length secret hash of any
ciphertext that is meaningful and an incompatible hash of the same length for
any ciphertext which is not useful ; thus,

If ¢o contains valid ciphertext, then
I(c1) — e+ H'(c1) + 1 + |ea| + H(ca) +c2 + 1.

If ¢; contains valid ciphertext, then
I(c1) — |ei| + H(c1) +c1 + |co| + H'(c2) +c2 + 7.

In either case, with the proper hash functions and the proper adjustments
to the minimum lengths of r to allow for the fixed-length fields required to hide
ca, it still looks like
I(c1) — |c1| + (somerandombits) + ¢1 + r.

Assume that from a plaintext, po, it is trivial to recover I(c1). If you choose
the correct secret hash function, it is now possible to determine if ¢, exists as a
valid message by the following the protocol in Figure [l

1. Transform the nice-text, p2, into I(c1) through simple substitution (read each word
from p2, output the corresponding code from the dictionary, d, to recover the bits
from I(c1) ...).

Read the length of c1, |e1].

Read the hash of ¢1, H(c1).

Read ¢1 and compute the secret hash of ¢;.

If the hash of ¢; matches the secret hash, then c; is the real message.

If not, then read the next few bits of what may have been r - which really is |cz|.
Read the hash of ¢, H(c2).

Read c2 and compute the secret hash of c.

If the hash of c2 matches the secret hash, then cz is the real message.

etc.

© O XU N

—_

Fig. 1. Recovery of the appropriate ciphertext from the plaintext.

Communication is achieved by using the secret hash function to determine
the existence and selection of the correct ciphertext message. Deniability can
only be achieved if the sender and receiver do not disclose the existence of the
proper secret hash function.

5 Recursion with Deniability

It is interesting to combine the concepts of recursive applications of Nicetext
and the Deniable Nicetext protocol. The combination provides a framework for
deniability.
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At any level of recursion, the process begins with a plaintext, p;, which
encrypts to ciphertext c;. It is possible to to append one or more additional
ciphertexts, ca, - cp.

The secret hash function applies only to “real message”. For the other ci-
phertext, the system uses a random number in place of the hash &)

The results are that the sender and receiver can plausibly deny that a message
other than the first one at each level exists.

Suppose that Alice wants to send Bob a message, p;, 1 < i < n which says
“Sell all my stock.”. Alice must choose a bogus message, p1, such as “Do NOT
sell any stock”, or an irrelevant message such as “let’s do lunch” to act as the
cover message. This cover message is the one which might be surrendered with
artificial trepidation.

Alice and Bob have previously agreed to use a particular hash and encryption
function (and key), H and E. H will identify the true ciphertext among the
3, ....Cp. The key for the bogus message, ¢;, will be different than the encryption
key for the rest of the messages. Of course it is trivial to use more than one key
for the other ciphertext messages. The authors do not deal with such things as
key exchange and encryption here. These are well known.

When Alice sends the text to Bob, he will receive, for example, a love poem.
He will run the Reverse-Nicetext process to recover the I(c1). He will then apply
the algorithm in Figure [ to determine which ciphertext, contains the actual
message.

If Alice want to be more clever, she can simply use the generated nice-text
as a new plaintext message. In such a recursive scheme, it is also possible to hide
the real message in one of the many levels of recursion.

Further tricks Alice may try would be to use Nicetext to simulate past e-
mails to Bob. She first would generate a contextual template library from the
past e-mails. She then could choose to use that template library instead of the
love-poem. This may provide more opportunity for deniabilty.

6 Remarks

There are many methods to maintain secrecy. By applying the disciplines of
cryptography, information hiding and steganography the enhanced Nicetext sys-
tem attempts to maintain secrecy through plausible deniability. The secrecy of
the message itself ultimately depends on the strength of the encryption. The use
of certain levels of encryption is sometimes prohibited through corporate policy.
The enhanced Nicetext system may provide a way to deny the use of strong
encryption.

Outside of the research community one may wonder who should be interested
in such a scheme? One group may be information security professionals, system
administrators and managers who need to understand some of the limitations of

6 Another option is to choose to apply a different secret hash function - which could
be surrendered under duress.
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particular filtering, firewalling and intrusion detection techniques. For example,
it would be trivial to hide ciphertext within the headers and content exchanged
between a web server and a browser. With a little steganography work, it would
also be trivial to make the ciphertext look just like valid hypertext mark-up
language. Do the rules change when a rogue employee can easily create a deni-
able encrypted tunnel to the Internet from inside the corporate firewall (where
the traffic simply looks like normal browsing behavior)? It is highly likely that
there are readily available automated software techniques for tunneling TCP /TP
through hypertext transfer protocol, HIT'TP. Other protocols, such as ICMP,
mail, etc. also may be prone to such cleverness. At this point, deniability does
not appear to be the focus of these tools, but as they become more sophisticated,
the responsible people need to become aware of the possibilities.

Other groups who may be interested in applying this research include whistle-
blowers or other under-cover operatives, who may need to share information with
the confidence in deniability.

The basic Nicetext software may be made available for research purposes.
Please contact the authors for further information.
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Abstract. A public key infrastructure (PKI) plays an important role
in utilizing a digital certificate as user’s digital identifier in a reliable
manner. Due to the users’ demands for using their digital identifiers in
places, a need for PKI roaming is rapidly growing in such a promising
infrastructure. Cooperating with multiple servers must be a practical
way to secure PKI roaming in software-based environments. This paper
describes a new method of running RSA algorithms with a multitude
of servers, in a way that a human user keeps an ID and password pair
only. Our basic idea is to hide a real ID and split a password as well as
a private exponent over multiple servers, so as to generate signatures or
decrypt messages via the so-called virtual software tokens.

1 Introduction

A digital certificate is an authorized assertion about a public key. A trusted
entity called the Certificate Authority (CA) is responsible for the assertion that
binds the public key with its holder in an authentic manner. A public key in-
frastructure (PKI) plays an important role in distributing and controlling the
digital certificate in a distributed environment. A user can utilize the digital cer-
tificate as a digital identifier in that sense, so as to generate a digital signature
or decrypt an encrypted message over the communications network. Presently it
is common for a human user to move amongst multiple computing platforms or
for a single system to be shared by a multitude of users. So, the need for PKI
roaming is rapidly growing due to the users’ demands for asserting their digital
identity in places. The PKI roaming means that user’s digital certificate and its
corresponding private key are to be made portable. However, the private key
as well as the digital certificate is not favorable to human memory, so that an
external storage device is necessary for PKI roaming[6l15].

The external storage device must be tamper-resistant for storing the private
key securely but such a device is expensive and not ubiquitous at this time. In
today’s environment, rather it is common to store the private key in a password-
encrypted form in a user-controlled device in spite of low security. We call this a
software token. Lately some software-only methods have been studied to improve
the security of software tokens, but they are not intended for PKI roaming. They
include software smart cards and networked cryptographic devices[9]12]. Also we
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studied a similar approach previously[11]. In contrast, a large number of PKI
roaming schemes were developed in a similar way of the SPX LEAF system’s
roaming protocol[19], for example, a Perlman-Kaufman private key download
method[15], a virtual smart card[17], and so on. They deposit the user’s private
key to the trusted server and download it if need arise. Though such schemes
pervade commercial fields for PKI roaming, they may disclose the private key if
the single server is compromised.

For the reasons, multiple server approaches are of growing interest [2J6/10]. For
example, Ford and Kaliski improved the security of downloading a private key
in a way that multiple servers assist to generate a strong secret from a password
and further use it for recovering the private key as Jablon did a similar study
on password authentication[6]10]. Both they handled a discrete logarithm-based
method. The server-assisted signatures were originally studied for overcoming
the limited computing power of smart cards [I13] but now they are considered
for secure PKI roaming. As for RSA signature schemes, Boyd firstly introduced
a multi-party RSA signature in 1989[3], while Bellare and Sandhu studied formal
security of a two-party case, considering PKI roaming, in 2001[2]. The two-party
RSA is defined that a client and a server hold each share of an RSA private key
and collaborate to generate the corresponding RSA signature[2).

Inspired by those studies, we propose a new method to generate the RSA
signature or decrypt messages with a multitude of servers in a way that a human
user remembers an ID and password pair only. Our basic idea is to hide a real ID
and split a password as well as a private exponent over multiple servers, so as to
generate signatures or decrypt messages via the so-called virtual software tokens.
The basic notion of virtual software tokens is similar to that of virtual smart
cards[17)2] but the former may have much stronger security features compared
to the latter. Also it must be simple and practical to apply the proposed scheme
to the existing infrastructures.

This paper is organized as follows: In Section 2 we will summarize basic nota-
tion and examine multi-party RSA. Also we will provide practical definitions for
PKI roaming. In Section 3 we will describe the virtual software token methods.
In Section 4 we will add several extended protocols. Then we will analyze the
proposed methods in Section 5 and conclude this paper in Section 6.

2 Preliminaries

2.1 Basic Notation

We will use id and 7 as user’s name (ID) and password, respectively. Also we
define svr; as a name of a remote trusted server where 1 < ¢ < n for n servers.
The values pke,r, and sk, will denote server ¢’s authentic public key and private
key, respectively. Note that we won’t describe in detail for public key operations
of each server, rather we will use Epy,,, () and Dy, () for convenience. However,
we will describe user’s RSA public key pair in detail. So, < e, N > and < d, N >
will denote user’s RSA key pair where IV is a good RSA product of two distinct
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odd primes, satisfying 2 = < N < 2*, and e and d are, respectively, encryption
and decryption exponents, satisfying e,d € ZF ) and ed = 1(mod ¢(N))[16].
The Euler totient function is denoted by ¢(INV). Let ho() and h;;() mean strong
one-way hash functions. Also let k be the main cryptographic security parameter
such that k = 160 while A\ a secondary security parameter for public keys such
that A = 1024. Also we define a tiny parameter ¢ such that ¢ = 16. Finally
Cle, N] will denote user’s X.509 certificate. Additional notation that was not
described here, will be declared in each part of this paper.

2.2 Multi-party RSA

RSA is the most famous and widely used public-key cryptosystem, named af-
ter its inventors Rivest, Shamir, and Adleman[I6]. Its security is based on the
intractability of the integer factorization problem, meaning that N must be resis-
tant to factoring where IV is a product of two distinct odd primes, by satisfying
2A~1 < N < 2*. In general e and d denote an encryption exponent and a decryp-
tion exponent, respectively, satisfying e,d € Z7 ) and ed = 1(mod ¢(N))[16].
So, RSA can be used to encrypt a message under the encryption exponent e, as
well as to generate a digital signature under the decryption exponent d. Note
that different key pairs must be used for respective purposes.

Due to the algebraic properties of RSA, we can develop a collaborative
signature schemes easily[3]2]. They are called multi-party RSA schemes. As
a pioneering study, Boyd suggested splitting the decryption exponent multi-
plicatively, for example, d = dida(mod ¢(N))[3J2]. In this case, two parties
sharing each exponent can collaborate to sign a message m such that m? =
m®%(mod ¢(N)). A general case is defined that d = [[;_, di(mod ¢(N)).
There is another study splitting the decryption exponent additively, for example,
d = dy + d2(mod ¢(N))[12[2]. In this case, two parties sharing each exponent
can collaborate to sign a message m such that m? = m%m?(mod ¢(N)). A
general case is defined that d = "' | d;(mod ¢(N)).

A typical proposal of using multi-party RSA was the server-aided RSA sig-
natures for improving efficiency of low-performance devices[IlI3]. Also it was of
great interest to improve security of using tamper-resistant device[4]. The no-
tions of proactive security as well as threshold cryptography gave a birth to the
proactive RSA schemes[7]. Another interesting proposal was the two-party case
of using a password[8[I2]. For example, Ganesan and MacKenzie respectively
set one of split exponents, dy, as user’s password component while the other
exponent as server’s component. We extend these ideas to multi-party cases for
secure PKI roaming.

2.3 Secure PKI Roaming

A simple model can be devised for describing the exact form of PKI roaming.
The most fundamental assumption is that a PKI may be provided in this model.
A client system could acquire authentic public keys in that sense. We postulate
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Fig. 1. PKI Roaming Models

a multitude of remote servers, svr; where 1 < ¢ < m. A single server system
is modeled if n = 1. We denote by client, various kinds of user platforms. An
adversary adv is supposed to control any inputs to client and svr;, hear all of their
outputs, and attempt various attacks, except for capturing user inputs directly.

Definition 1. A PKI roaming model is a 4-tuple of < user, client, svr;, adv >.

< user >
— remembers a single pair, < id, 7 >.
— controls client.
— types id and 7 into client.
< client >
— verifies authentic public keys by accessing X.509 directories.
— communicates with each server over a public network.
< svr; >
— holds a split key.
— communicates with client over a public network.
< adv >
— holds a dictionary of likely passwords.
— controls the whole network.

This basic model can be depicted in three ways such as a single server system
(n = 1), a centered server system (n > 1, but key recovery servers may be
controlled by a single server.), and a multiple server system (n > 1). See Figure
1. The user may want to recover a private key, generate a digital signature, or
decrypt an encrypted message via PKI roaming in each system. So, an adversarial
goal may include the followings when we consider security of PKI roaming.

<Adversarial goals>
— Recovery of the private key
— Signature forgery
— Message decryption

For achieving the adversarial goals, the adversary must compromise a multitude
of remote servers. So, we can define the followings in terms of security.
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Fig. 2. Splitting a Password and its Verifier

Definition 2. A full server compromise (FSC) means a compromise of a com-
plete set of remote servers which share user’s split keys.

Definition 3. A partial server compromise (PSC) means a compromise of a set
of remote servers which share a part of user’s split keys.

Therefore, a single server compromise is a FSC in the single server system and
the centered server sys‘ce7 while it is a PSC in the multiple server system.
In that sense, the proposed scheme must prevent the following attacks before
the FSC (even after the PSC) for secure PKI roaming: (i) replay attacks, (ii)
masquerade attacks, and (iii) off-line analysis.

3 Virtual Software Tokens

3.1 Basic Idea

Our basic idea is to split a password as well as a private key, and distribute them
over a multitude of servers in a way of shadowing a real ID. See Figure 2. In
conventional password authentication (a), a client may provide password infor-
mation to a server which holds a corresponding verifier. If the given information
is valid, the server may download a private key to the client or collaborate to
generate a signature for PKI roaming users. In split password authentication (b),
a client may provide each split password information to a multitude of servers
which hold respectively corresponding verifiers. If the given information is valid,
each server may download a split private key to the client or collaborate to gen-
erate a signature for PKI roaming users. If the given information is invalid for
reasonable amount of time, the corresponding server may respond with random

1 'We consider a compromise of a main server in the centered server system. The main
server may authenticate a user and control a multitude of key recovery servers.
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data rather than refusing services. This idea can resist on-line guessing attacks
successfully in our case. As for a server compromise, an adversary cannot succeed
in achieving the adversarial goals with a PS, because the split verifiers as well
as the split private keys must be aggregated. Our split password authentication
model may be appropriate for multiple server-based PKI roaming in that sense.

3.2 Parameter Setup

Firstly we define parameter setup for describing virtual software tokens.

User ID. User’s unique name, id, is necessary for a server to identify users in
a protocol run. However, each server may not disclose the actual name easily in
the case of a PSC. We derive 9; from id in that sense, as follows:

1/}1‘ < hﬂ(svri, Id)

Here < denotes deriviation. Since svr; can be read from the server’s authentic
public key or set as a network address, a user can derive v); easily in a client
system. Then, each server, svr;, may identify the user with 1; in a protocol run.

Split Passwords. We split user’s password, m, in order to distribute the corre-
sponding password verifier, v, over a multitude of servers. For example, we could
obtain the split passwords, 7;, as follows:

™= ml[mall - - [|7n.

We denote a concatenation by ||. Other operations can be considered carefully.
Then we could derive the split verifiers, v;, as follows: (See Figure 2-(b).)

V; < hiQ(SVri, Id, 7'('7;)

Split Private Keys. We split user’s private exponent, d, so as to distribute the
private key over a multitude of servers. The value d must be roughly the same
size as N for resisting Wiener’s attack with a small public exponent e such that
e = 216 + 1[20/14]. We define the following for splitting the private exponent d:

d<—d0(d1+d2+~~-+dn)mod q[)(N)

In this derivation, we define dy as a user component such that dy < ho(id, 7),
while the other d; as respective servers’ components where 1 < ¢ < n. We
could obtain each d; having enough length from the existing RSA private key
(d, N), for example, satisfying ddy* = dy + dy + - - - + d,(mod ¢(N)). For the
purpose, the one-way function hg() must be designed specifically for yielding
dp such that dy € Z;( N We recommend the length of output as 2x bits. Also

2 A denial of service is unavoidable without considering space diffusion for the case
that t < n in a (¢,n) threshold scheme. Also proactive security will be necessary for
adding time diffusion. We defer the denial of service to the future study.
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each d; must be chosen carefullyﬁ at random from Zy ) where 1 < i < n.
Note that one of d; must be adjusted for satisfying the equivalence equation,
ddy' =31 d; mod ¢(N). As a result, a signature can be generated such that
M= H?Zl M@ (mod N) for an arbitrary message M. The split private keys
above can be used for collaboration. Another type of split private keys will be
discussed in Section 4.3.

3.3 Basic Protocol

A roaming user may generate a RSA signature by collaborating with a multitude
of trusted servers in the basic protocol. The virtual software token is such a
notion that passwords as well as private keys are split over a multitude of servers
for PKI roaming, in a way to hide a real ID. The user may type id and 7 into
client software in order to use the virtual software token.

Protocol Setup. The user must register to n numbers of trusted servers before
PKI roaming. For the purpose, the user may provide the values, < ¥;,v;,d; >,
to each server svr;. Then svr; will store (¢; : v; : d;), i.e., (ID: verifier: data)
on secure database. Also Cle, N| can be retained by a certain server. The client
software is presumed trustworthy in obtaining each trusted server’s authentic
public key as well as every algorithm utilized in the proposed scheme[6lI0]. The
roaming user remembers his (her) id and 7 pair only.

Protocol Run. The roaming user launches the client program and enters id and
7 in order to generate a RSA signature for an arbitrary message M. Then the
client computes 1; and v;, and generates random integers, p;, of length A, where
1 <4 < n. The client runs the following steps with each server. A =— B : M
implies that A sends M to B.

1. The client encrypts (v;,v;, M, p;) under pks,,, and sends it to a server svr;.

client = svr;: {¢;, v, M, p; }pic

svr;

Then svr; decrypts it and loads (¢; : v; : d;) to memory for evaluating v;.

2. If the verifiers match, svr; generates a partial signature such as M% mod N
and encrypts it under p; for the following transmissiond. & denotes an XOR
(exclusive OR) operator.

svr; = client: (M% mod N) @ p;

3 For efficiency as well as security, we recommend the length of d; be set 2x bits for N,
satisfying d; > N'/*. Similarly its inverse should not be less than N'/* for resisting
exhaustive search. Fortunately, it is unlikely that a small inverse will be generated
from d; when we choose d; at around N'/3 like above. [14].

4 Tt would be considerable for security to choose p; as an element of the multiplicative
group, Z3, and use product mod N instead of @, for example, M% - p; mod N.
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client servers
{¥1, @1, M, p1} pieaur, to svry M% mod N
{11127 w2, M7 pQ}Pkst % Md2 mod N
{1/}717 @, M, pn, }pkswn % M% mod N

((M% mod N) @ p1) @ p1 from svri (M mod N) @ p;
((M? mod N) @ p2) @ p2 from svra (M9 mod N) @ p2

((M? mod N) ® pn) ® pn_from svry (M* mod N) @ pn
(M4 M2 ... Mn)do mod N

Fig. 3. A Basic Protocol Run

If the verifiers do not match for reasonable amount of time, svr; may keep
responding with random data rather than refusing iffl. Then the client de-
crypts the message with p; and obtains the partial signature, M% mod N.

After cooperating with all n servers, the client could have aggregated all partial
signatures, so that it can compute the followings. Set each partial signature
M; = M9 mod N.

M~ MMy - M, mod N
S «— M mod N

The finally obtained value S corresponds to the user’s RSA signature since
(IT, Mdi)do =TT, M%do = M?(mod N). The client should verify M =
S° mod N before reaching completion. We assume Cle, N] was provided in the
protocol run. This is required to detect the existence of a denial-of-service. A
complete run of the basic protocol is depicted in Figure 3.

3.4 Small Discussions

The following parameters must be concerns for practical implementation of the
proposed scheme, when we regard efficiency as well as security.

Parameter d;. As we mentioned already, the length of d; was set 2« bits for
security and efficiency where 0 < ¢ < 1. In order to assert its security, we have to
examine various attacks including a common modulus attack, a Wiener’s attack,

5 When a certain svr; responds with random data, a client cannot notice which server
is refusing the client. This is for defeating on-line attacks in a way to conceal svr;
and corresponding 7; against an adversary.
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and an exhaustive search attack, related to the length of d;[18/20)14]. Though a
multitude of servers share each common modulus N for a user, it is safe because
an inverse of d; is unobtainable without factoring N[18]. If a certain d; derives
its inverse easily, the corresponding server svr; can factor N efficiently[14]. So,
care must be taken when choosing d; at random. Similarly, the Wiener’s attack
can also be avoided because it is unlikely to obtain a small inverse from d; having
length of 2« bits[20]. The exhaustive search can be avoided as well because the
length of d; was set 2k bits and its inverse may be larger than it[14]. As for the
exhaustive search, an adversary could attempt on-line guessing attacks with a
dictionary of likely passwords. The adversary may enter each split password to
corresponding servers for the attacks. However, our servers may respond with
random data rather than refusing it, so that the adversary cannot verify his (her)
attempts on line.

Parameter p;. The client chose random numbers, p;, of length A in order
to use @ operations. Those numbers must be statistically independent of each
other because their subset can be discovered in the case of a PSC. If their random
source and corresponding algorithm are weak, every p; can be discovered and
then off-line guessing attacks on dy can be successful. So, care must be taken to
choose good random numbers. For example, we could apply the following simple
method for the purpose. We assume a specific hash function, f(), such that
f() = {0,1}*. The client might be capable of running the following algorithm.

1. Choose r; at random in {0,1}*, with an efficient algorithm.
2. Choose 7, from a different random source, in {0, 1}*.
3. Compute p; = f(i,7v,7;), where 1 <14 < n.

It must be difficult to analyze a set of p; without knowing ~ even if r; is pre-
dictable from a set of r; where j < i.

4 Extended Protocols

A few extended protocols can be derived simply from the basic protocol for
various usages of the virtual software tokens.

4.1 Blind Generation of Signatures

A blind signature scheme, first introduced by Chaum, allows a user to get a
message signed by another party without revealing any information about the
message[5]. We can apply this technique to the basic protocol so that each server
may not read an original message for collaborating the signature generation. For
the purpose, a client must obtain Cle, N] for a roaming user ahead. Then the
client runs the following steps with each server.

1. The client selects a random number w at length k, satisfying ged(w, N) = 1.
Then w is raised to e and multiplied by M in Zy. We assume the length of
M is not larger than that of NV for convenience.
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w4— w¢M mod N

2. The client encrypts (¢, v;, t, p;) under pke,, and sends the result to the
server svr;. The client computes w™! mod N.

client = svr: {9, Vi, 1, pi}pha,

Then svr; decrypts it and loads (¢; : v; : d;) for evaluating v;. At this time,
svr; cannot understand p since it is blinded.

3. If the verifiers match, svr; generates a partial signature such as u% mod N
and encrypts it under p; for the following transmission. If the verifiers do
not match for reasonable amount of times, svr; may respond with random
data rather than refusing it.

svr; = client: (u% mod N) @ p;

Then the client decrypts the message with p; and obtains a partial blind
signature p%.

After cooperating with all n servers, the client could have aggregated all par-
tial blind signatures, so that it computes the followings. Set each partial blind
signature M; = u% mod N.

M%MlMQ"'MandN
B+ M mod N
S+~ w 'Bmod N

The finally obtained value S corresponds to the user’s RSA signature since
(IT, (weM)dyde = T, (weM)%de = wMmod N) and wlwM? =
M9(mod N). The client should verify M = S®mod N before reaching com-
pletion.

4.2 Decryption of Messages

We can use the basic protocol directly for message decryption. However, in this
case, a FSC may allow an adversary to decrypt a message after succeeding in
dictionary attacks. So, we have to apply the blind signature generation protocol
to message decryption for guaranteeing forward secrecy even for the case of a
FSC. The protocol is summarized as follows. Note that different key pairs must
be used respectively for signature generation and message decryption.

1. The client selects a random number w at length k, satisfying ged(w, N) = 1.
Then w is raised to e and multiplied by M€ in Zy. Also we assume the
length of M is not larger than that of N for convenience.

W wM°®mod N

2. The client encrypts (¢, v;, , p;) under pke,, and sends the result to the
server svr;. The client computes w™! mod N.
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client = svr;: {13, Vi, s pi}pha,
Then svr; decrypts it and loads (¢; : v; : d;) for evaluating v;.

3. If the verifiers match, svr; decrypts v; partially such as u% mod N and en-
crypts it under p; for the following transmission. If the verifiers do not match
for reasonable amount of times, svr; may respond with random data rather
than refusing it.

svr; = client: (u% mod N) @ p;

Then the client decrypts the message with p; and obtains partial decryption
d

P
After cooperating with all n servers, the client could have aggregated all partial
decryption, so that it computes the followings. Set each partial decryption D; =
p% mod N.

D« DyDy---D, mod N
B« D% mod N
M — w ' Bmod N

The finally obtained value M corresponds to a decrypted message of M¢
since ([[i_, (weMe)d)do = T, (weMe)%d = wM(mod N) and w™lwM =
M (mod N).

4.3 Private Key Download

The above protocols, including the basic protocol, the blind signature protocol,
and the message decryption protocol, did not allow participants to recover user’s
private key. That is, a client and servers collaborated to achieve only two goals
of roaming users in the respective protocols, such as signature generation and
message decryption. The remaining goal of roaming users is to recover the private
key as like a famous Perlman-Kaufman method[I5]. Our methods can be applied
for the remaining goal as well. Note that the strong assumption on a PKI is
preserved in this final protocol.

Split Private Keys Again. For the purpose, we define the hash function ho()
more concretely again so as to output in length A rather than k.

ho() — {0, 1}*
We split user’s private exponent, d, in a different way:
d < do @ (dul|da - - - [|dn)

In this simple derivation, dy is a user component such that dg < ho(id, 7), while
the others are respective servers’ components. We could obtain each d; having
enough length (> k) from the existing RSA private key (d, N) easily such that
d® dy = di||da]| - - - ||dn- For the purpose, we defined the hash function hg()
specifically above. If n is unreasonably large such that the length of d; is less
than k, we can replace the concatenation || with @ for guaranteeing reasonable
length of d;. Finally servers share each d; where 1 < i < n. So, the split private
keys above may be used for download only.
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Protocol Run. A protocol run may be similar to the above protocols. Note
that the length of p; can be adjusted to the maximum length of d;. A client runs
the following steps with each server in order to download user’s private key.

1. The client encrypts (15, V4, p;) under pks,,, and sends the result to the server
SVr;.

client = svr;: {’l/)i, Vi’Pi}pk

svry

Then svr; decrypts it and loads (¢; : v; : d;) for evaluating v;.

2. If the verifiers match, svr; encrypts d; under p; for the following transmission.
If the verifiers do not match for reasonable amount of times, svr; may respond
with random data rather than refusing it.

svr; = client: d; ® p;

Then the client decrypts the message with p; and obtains the split private
key.

After cooperating with all n servers, the client could have aggregated all split
private keys, so that it computes the followings.

d < do @ (dulldz| - - - [|dn)

Finally, the client obtained the user’s private key.

5 Analysis

We proposed the virtual software token that is a software token existing virtu-
ally over a multitude of servers. The virtual software token can be invoked by
software methods, in order to achieve the respective goals for PKI roaming such
as signature generation, message decryption, and key recovery. So, we designed
various concrete protocols such as a basic protocol, a blind signature protocol, a
message decryption protocol, and a private key download protocol in that sense.
We analyze the proposed scheme in this section.

5.1 Security
In this paper we postulated the followings for security assertion.

— An adversary cannot capture user’s inputs such as id and .
— A PKI is provided, so that a client can access a X.509 directory in order to
acquiring certificates.

Already we examined security related to the spilt private exponent d; and the
random key p; in Section 3.4. A basic notion of security in split password au-
thentication is that any adversarial on-line attempts can be frustrated by server’s
resistant response, i.e., random data. An adversary cannot distinguish which one
is random data as well as which server sent random data in Figure 4-(b), so that
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(s)he cannot analyze the guess correctly. This is because each server verifies par-
tial information of a password and generates partial data with a split private key.
It is computationally infeasible to verify whether the partial data is random.

With a PSC, the information is given such as ¢, v;,d;, Cle, N| and sk, for
the corresponding partial servers only. sker, can decrypt p;. Each p; must be
chosen carefully in that sense. The followings can be examined for the case of a
PSC.

(i) Replaying all or partial messages may not produce more than the uncovered
information in a PSC. That is, the correct signature for a new message M’
is unobtainable.

(ii) Masquerading the client may need v; and v; for all servers. With a PSC
and dictionary attacks, only given is the compromised portion of 7. The
uncompromised portion is also necessary but cannot be obtained without
succeeding in on-line attacks that are well defeated in our protocol. Mas-
querading the compromised server does not disclose more information.

(iii) Off-line analysis on eavesdropped messages and the PSC information, does
not disclose any unknown portion to whom not having sk, of the remain-
ing servers.

With a FSC, the information is given such as v;,v;,d;, Cle, N| and ske,,, for all
servers. However, a dictionary attack is still necessary for achieving the adver-
sarial goals. As for the dictionary attack, an adversary must verify id as well as
7 because we hid id as well. This may add more computations to the dictionary
attack. In order to add more computations to the dictionary attack, we can set
T =m +m+ -+ my where n < m. Then (m — n) information may require
signature operations for attempting the dictionary attack.

Even with a FSC and dictionary attacks, the private key d cannot be obtained
in the proposed protocols except for the private key download protocol. This is
an interesting property though a set of partial private keys, {do,dy,---,d,}, are
finally given and can be used for generating a signature or decrypting a message
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in the protocols such as the basic protocol, the signature generation protocol,
and the message decryption protocol.

5.2 Efficiency

Note that parameters was set such that ¢ = 16, x = 160 and A = 1024. If the
RSA exponent is chosen at random, RSA encryption using the repeated square-
and-multiply algorithm will take A modular squarings and expected % modular
multiplications[T4]. From this point of view, we can evaluate the computational
performance of virtual software token methods though balancing security against
efficiency must be difficult. Assume e = pke,r = 216 4+ 1 and the repeated square-
and-multiply algorithm is used. Then the client needs 2n(o + 1) modular multi-
plications in step 1 and (n—1)+ 3k in step 2, due to the length of dy. Each server
requires 3\ in step 1 and 3k in step 2, due to the length of d; where 1 < i < n.
Finally the client needs (¢ + 1) modular multiplications for verifying S. Both
client and server can have high computing power in our PKI roaming model, so
that the efficiency is less important than it was in the previous server-assisted
model. Finally we recommend n = 2,3 or 4 for practical use.

6 Conclusion

This paper proposed the virtual software token methods for running a RSA
algorithm with multiple servers. The virtual software token means a software
token that exists virtually over a multitude of servers. It can be invoked by
software methods for achieving the goals such as signature generation, message
decryption, and key recovery. Our basic idea was to hide a real ID and split a
password as well as a private exponent over multiple servers in a way that a
human user keeps an ID and password pair only. Due to the users’ demands
for using their digital identifiers in places, a need for PKI roaming is rapidly
growing. So, we designed various concrete protocols such as a basic protocol,
a blind signature protocol, a message decryption protocol, and a private key
download protocol for practical use. Our methods are simple and practical so
as to be applied easily to real world application for PKI roaming. In the future
study, space diffusion must be extended to the case t < n for improving tolerance
against a denial of service attack, and time diffusion must also be considered.
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Abstract. This paper presents bit-serial arithmetic architectures for GF(2")
based on an irreducible al one polynomial. First, modular multiplier and squarer
are designed. Then, two arithmetic architectures are proposed based on the
modular multiplier and squarer. Proposed architectures hybrid the advantages of
hardware and time complexity from previous architectures. They can be used as
kernel architecture for modular exponentiations, which is very important opera-
tion in the most of public key cryptosystem. Since the multipliers have low
hardware requirements and regular structures, they are suitable for VLS| im-
plementation.

1 Introduction

Finite field GF(2") arithmetic is fundamental to the implementation of a number of
modern cryptographic systems and schemes of certain cryptographic systemg1][2].
Most arithmetic operations, such as exponentiation, inversion, and division operations,
can be carried out using just a modular multiplier or using modular multiplier and
squarer. Therefore, to reduce the complexity of these arithmetic architectures, an effi-
cient architecture for multiplication over GF(2") is necessary.

An AOP is used for irreducible polynomials to reduce the complexity of modular
multiplication. Severa architectures have aready been developed to construct low
complexity bit-serial and bit-parallel multiplications using AOP [5][6][7][11]. How-
ever, all such previoudy designed systems still have certain shortcomings of hardware
complexity or software complexity.

Accordingly, the purpose of this paper is to propose hit-serial arithmetic architec-
tures with an irreducible AOP over GF(2") using a standard basis representation. The
proposed architectures hybrid the advantages from previous architectures. They reduce
hardware and time complexity, significantly, compared to the previous architectures.
The proposed architectures can be used as a kernel circuit for exponentiation, inver-

1 This work was partially supported by the research fund with grant No. 2000-2-51200-001-2
from Korea Science & Engineering Science and by the research fund of Kyungil University.

G. Davida, Y. Frankel and O. Rees (Eds.): InfraSec 2002, LNCS 2437, pp. 303-313, 2002.
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sion, and division architectures. These architectures are very important part for the
public key cryptosystems. If we use the proposed architectures to implement crypto-
system, we can get a great cryptosystem with low hardware complexity. It is easy to
implement VLS| hardware and use in IC cards as the proposed structures have a par-
ticularly simple architecture.

2 Background

A finite field GF(2") contains 2" elements that are generated by an irreducible poly-
nomial of degree mover GF(2). A polynomial f(x) of degree mis said to be irreducible
if the smallest positive integer n for which f(x) divides X' + 1 isn =21 [3]. It has
been shown that an all one polynomial (AOP) is irreducible if and only if m+1 isa
prime and 2 is a generator of the field GF(m+1) [7]. The values of m for which an
AOP of degree misirreducible are 2, 4, 10, 12, 18, 28, 36, 52, 58, 60, 66, 82, and 100
for me100. Let f(x) = X"+ X" +...+ x + 1 be an irreducible AOP over GF(2) and a be
the root of f(x). Then any field element aJGF(2") can be represented by a standard
basssuchasa=a_,d"'+a_,d" + ... +aa + a, whereaOGF(2) for 0<i < m-L {
1 a d, d,... d"} isthe polynomial basis of GF(2". If it isassumed that { 1, a, o’
a’,..., d"} is an extended polynomial basis, the field element A can also be repre-
sented as

A=Ad"+A_ d™"+A _ d"+.. +A (@)

where A_= 0 and AOGF(2) for 0 <i < m. Here, a = A (mod (X)), where f(x) is an
AOP of degree m, then the coefficients of aare givenby a = A + A (mod 2),0<i <
m-1.

Multiplication can efficiently simplify field multiplication based on using the AOP
property of @™'= 1 asfollows:

AB= (A d™A_d"'+...+A)(B a™B_a™+...+B)
=P d"+P_ad"+..+Pa+P,

Definition 1[7] Let A=A @"+ A_ ™ +...+ A a+ A be an element in GF(2") that is
represented with the extended basis. Then,

A= (A A Ava AL AL A,)

and
AV = (A AL AL AALA).

Denote the elements obtained by shifting A cyclically one position to the left and
one position to the right, respectively. Analogously, A” and A”, where 0 < i < m,
denote the elements obtained by shifting A cyclically i positions to the left and i posi-
tionsto theright, respectively.



Bit-Serial AOP Arithmetic Architectures over GF(2™) 305
Multiplying A=A a"+ A _,a™ +...+ Aa+ A by a, Aa (mod (o™ + 1)), we obtain
Aa=Ad" +A a"+..+Ad+Aa(mod(a™+ 1))
Applying modular reduction, the equation becomes
Aa=A_ad"+A_ o™+ . +Aa+A,

From Definition 1, we know that the multiplication of A by a can be performed by
shifting A cyclically onceto the left. That is

Aa=A"

Thus, the multiplication A by ' can then be performed A by shifting cyclically
onceto theright. That is

Ag'=A"
These two operations can be generalized as

AV g = A0
and

A gt = AD

From the above equations, the inner product can be defined as following definition.

Definition 2 [7] Let A=A 0"+ A ,a™ +..+ Aa+ A andB=B d"+B_,a™ +..+
B,a + B, be two elements of GF(2"), where a is aroot of the irreducible AOP of de-
gree m. Then, the inner product of A and B is defined as

A*B= [2?10 Ajaj] * [Zrin=0 Bjaj] =5 ABa”
By Definition 2, the inner product of A” and B is given
A(i) ¢ B(_i) = [2?10 Akj—i>aj] ° [zrjn=0 B<j+i>a!j] = 2?10 kj—i>B<j+i>a2j

where <x> denotes the least nonnegative residues of x modulo m+1. That is

Ae B:A(O) B(0)+A(1) B('1)+A(2) B('Z)_i_ . +A(m) B('m)
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Notably A” = A® = A, For i = 0, the inner product A and B® equals the inner

product of A and B, that is

a a a ad o
A°%B°  AB, AB, AB, AB, ApB,
A%B®  AB AB, AB, AB, AB,
A®B?  AB AB, AB, AB, ApB,
A%B®  AB, AB, AB, AB, AB,
A%B“  AB, AB, AB, AB, AB,
Py Py ) F) Py

P P P P P

3

1

4

2

0

where o@® and o are to be o’ and a, respectively, after applying modular reduction.
Notably, the result in Fig. 1 is the same as that obtained from ordinary modular multi-

plication.

Fig. 1. Inner product over GF(2").

3 Bit-Serial AOP Multiplier and Squarer over GF(2")

This section proposes a bit-serial multiplier and a bit-serial squarer based on an irre-
ducible AOP over GF(2"). An algorithm for a new multiplier based on inner product,

denoted by IM, can be derived as follows:

[Algorithm 1] Al gorithmfor

| nput A B

Qut put P=AB nod a™+1

Step 1 for i= mto O

Step 2 Left_Shift( y, B )

Step 3 Ri ght _Shift( z,

Step 4 P, =0

Step 5 for j=mto O

Step 6 for k=0 to m

Step 7

Step 8 el se

Step 9

Step 10 Circular_Left_Shift( y )

I'M

A)

it (k== m P=P+yxz,

P =P +YiXZm 1.k
Circular_Right_Shift( z )
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The symbols &, b, and p; are the i-th vectors of A, B, and P, respectively.
Left Shift(y, B;) and Right_Shift( z, A;) denote shifting register y once to the left with
input data B; and shifting register z once to the right with input data A;, respectively.
And shifting register z cyclically once to the right and left are denoted by Circu-
lar_Right_Shift(2) and Circular_Left Shift (2), respectively.

The input values A and B are stored in the z and y; register, respectively, at the first
loop in step 1. Then, the agorithm performs multiplication operation from step 5 to
step 10. The loop with index k in step 6 is processed in parallel. Total m+1 time steps
are needed for the data initialization and computation, respectively, but there exists a
common time step between the last initia time step, i=0, and the first computation
time step, j=m. The total results are outputted after 2m+1 time steps over GF(2™). A
control signal is needed to distinguish the status of input from process. The sequence
of the control signal is composed of m+1 ones and m zeroes because there is a com-
mon time step between the last initial time step and the first computation time step.
Fig. 2 shows the proposed IM over GF(2%). The multiplier can be easily expanded for
the arbitrary size of m.

BDBI Bg BgBd |

=
Dllﬁ‘ iDl‘Dﬁ l‘DiDLD* PoPV PP
H ]

z
(E="4] [=28]

AoAdAdy |

Fig. 2. Modular Multiplier over GF(2°).

Over the extended polynomial basis, the square operation B can be carried out just
by reordering process of the basis coefficients as follows:

B°=(B,d"+B,,d" +..+Ba+B) @)
=B d"+B_,ad" +...+B,d'+Bd+B,
=B, ,d"+Bd"+..+Bd+B,, a+B,

m2+1

Example 1: The square operation of an element B = B,a" + B,a’+ B,o’+ B,a + B, over
GF(2") obtains following results based on the relations of o™= 1 for m= 4:
a=1ad=ad=0d =2
B’ = B,a"+ B,a° + B1&" + By + By

An agorithm for squaring circuit, denoted by SM, can be derived as follows:

[Algorithm 2] Algorithmfor SM
| nput B

Qut put S=B? nmod a™+1
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Step 1 for i=mto O

Step 2 Left_Shift( x, B )

Step 3 Xo=Yo0, X1=¥m2+1, X2=Y1, - - -y Xm2=Ym2- 15 Xm1=Ym XnmYm 2
Step 4 for j=mto O

Step 5 S = Left_Shift( y, 0)

The algorithm is composed of three parts, which are data initialization part, reor-
dering part, and output part. Total n+1 time steps are needed for the data initialization.
At the last input time step, i.e. i = 0, the reordering is processed at step 3 and the first
result is outputted at step 5. The total results are outputted after 2n+1 time steps over
GF(2"). A control signal is needed to distinguish the status of input from process. The
sequence of the control signal is same with the modular multipliers. Actually, the
sguaring is processed within a time step but SM requires 2m+1 time steps to synchro-
nize with the modular multiplier for later use. Fig. 3 shows the squaring circuit over
GF(2").

Next section gives two architectures based on this modular multiplier and squarer.

Fig. 3. Modular squarer over GF(2).

4 Two Combined Architectures

The public-key schemes and other applications are based on modular exponentiation.
Let C and M be elements of GF(2"), the exponentiation of M is then defined as C =
MF, 0< E < n, where n = 2™-1. For a special case, M = a, the exponent E, which is an
integer can be expressed by E=e_2™'+e 2™ + ... + 2" + e,. The exponent also can
be represented with vector representation[ e, €., ... €, €,]. A popular algorithm for
computing exponentiation is the binary method by Knuth [4].

4.1 Architecturefor LSB-First Exponentiation

There are two ways exponentiation can be done. Starting from the least significant bit
(LSB) of the exponent, the exponentiation of M can be expressed as

ME=M®(MZ)2 (M) (M2 ) ©)
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Based on equation 3, an algorithm for computing exponentiations is presented as
follows:

[Algorithm 3] LSB-first Exponentiation Al gorithm
I nput A E f(x)

Qut put C=AF nod f(x)

Step 1 T=A

Step 2 if ep==1 C=T else C=o°

Step 3 for i=1 to m1

Step 4 T=TT mod f(x)

Step 5 if eg==1 C=CT nmod f(x)

This shows that the exponentiation can be performed with squaring and multiplica-
tion operations. To implement the exponentiation in algorithm 3, either outputs are
used as inputs for the same multiplier or separate units for multiplication and squaring
are joined. However, these methods have certain shortcomings when computing an
exponentiation operation. In this section, new bit-serial architecture for a combined
squarer and multiplier are presented for the L SB-first exponentiation.

A circuit, denoted by ISM, can be implemented for the results of a multiplication
and a squaring, simultaneously, based on IM and SM. An agorithm for ISM can be
derived asfollows:

[Algorithm 4] Al gorithmfor |ISM
| nput A B
Qut put P=AB nod a™+1, S=B’ nod a™+1

Step 1 for i=mto O

Step 2 Left_Shift( y, B ), Right_Shift( z, A)
Step 3 P, =0

Step 4 Xo=Yo0, X1=¥m2+1, X2=Y1, - - -y Xm2=Ym2- 15 Xm1=Ym XnmYm 2
Step 5 for j=mto O

Step 6 for k=0 to m

Step? |f(k::n') Pj:Pj+ykak

Step 8 el se PP =P + Yy X Zm1k

Step 9 S = Left_Shift( x, 0)

Step 10 Circular_Left_Shift(y)

Step 11 Circul ar_Right_Shift(z)

Algorithm is composed of two parts, which are data initialization part and compu-
tation part. The initialization part is the same with the IM. At the last time step for
data input, algorithm performs a sgquaring operation and it outputs the first bits of
result for squaring at step 9 and multiplication operation from step 6 to step 8. The
ISM produces a bit of squaring result and multiplication result, respectively, in every
computation time step. Steps 7 and 8 show the main operation for 1SM, which is
somewhat different with the FSM. Additionaly, it needs shifting register z and y cy-
clically once to the right and once to the left, respectively, for the next operation.
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Fig. 4. ISM architecture for GF(2").
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Fig. 4 shows ISM architecture by combining IM and SM. The upper part is actually
the same with the SM but it looks different because of the register reordering. ISM
also required the latency of 2m+1 time steps.

4.2 Architecturefor M SB-First Exponentiation

Starting from the most significant bit (MSB) of the exponent, the exponentiation of M
can be expressed as

ME=M®(M.. (M2 (M m1)2)2 )2 4

Based on equation 4, an algorithm for computing exponentiation is presented as
follows:

[Algorithm5] MSB-first Exponentiation Al gorithm
I nput A E f(x)
Qut put C=AF nod f(x)
Step 1 if ep;==1 C=A else C=°
Step 2 for i=m2 to O
Step 3 if e==1 C=AC’* nod f(x)
el se C=0°C’ nod f(x)

The exponentiation can be computed using power-sum operations or AB* multipli-
cations. This section presents a new bit-serial architecture for AB® multiplication for
the M SB-first exponentiation.

New circuit for AB” multiplication is derived from the inner product of A and B as
described in the previous section. The algorithm is the same with the inner product
except the changing of the multiplier from B to B’. For the better understanding, let B?
be C. New algorithm for AB* multiplication based on inner product is as follows
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A%C®  AB, AB, AB, AB, AB,
A%C®  AB, AB, AB, AB, AB,
A%C®  AB, AB, AB, AB, AB,
A%C”  AB, AB, AB, AB, AB,
A%C®  AB, AB,  AB, AB, AB,
F) Py P Py P
P, P, P, P, P,
Fig. 5. AB® multiplication based on inner product.
From Fig. 5, an algorithm for IOM can be derived asfollows:
[Algorithm 6] Algorithmfor IOM
I nput A B
Qut put P=AB?> nod a™+1
Step 1 for i=z=mto O
Step 2 Right_shift( x, B ), Rght_sShift( z, A)
Step 3 P, =0
Step 4 Yo=Xo0, Y1=Xn12+15 Y2=X1, « -« + s Ym2=Xm12-15, Ym 1=Xm Y= Xn1 2
Step 5 for j=mto O
Step 6 for k=0 to m
Step 7 if (k==m P =P +yx z
Step 8 el se PP =P + Yy X Zmix
Step 9 Circular_Left _Shift(y)
Step 10 Circular_Right _Shift(z)
3031323334
PP PP P

fiof%‘ly“-afh = |

Fig. 6. IOM architecture over GF(2").
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Table 1. Comparison of arithmetic architectures.

Item Function Irreducible Number | Latency Hardware
Circuit Polynomial of cels Complexity

Wang in [8] AB Generad m 3m 3mAND
3mXOR
3mMUX
15m Latch
Fennin[5] AB AOP m+1 2m+1 | (m+1) AND
mXOR
(m+2) MUX
2(m+1) REG
IM AB AOP m+1 2m+1 | (m+1) AND
mXOR
2MUX
2(m+1) REG
Kimin[9] AB and A? Genera m 3m 3mAND
3mXOR
3mMUX
15m Latch
ISM AB and A’ AOP m+1 2m+1 | (m+1) AND
mXOR
(m+2) MUX
3(m+1) REG
Kimin[10] AB? General m 3m 4mAND
4m XOR
3mMUX
15m Latch
IOM AB’ AOP m+1 2m+1 | (m+1) AND
mXOR
(m+2) MUX
3(m+2) REG

Based on register y, the upper and lower parts represent SM and IM, respectively.
The lower part produces a bit of multiplication result in every time step. For a squar-
ing operation, the reordering is processed in the upper part. Finaly, the total results are
outputted after 2m+1 time steps. Fig. 6 shows a new AB’ multiplier, denoted by |OM,
over GF(2").

4.3 Simulation Resultsand Analysis

Proposed architectures were smulated by Altera's MAX+PLUSII. Comparisons are
given between systolic arrays and LFSR architectures. Table 1 shows a comparison of
bit serial arithmetic architectures. All proposed architectures are compared with previ-
ous similar systalic architectures because there are no similar architectures for it. First
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three architectures, Wang's, Fenn's, and IM, are for the modular multiplication. IM
has significant small humber of multiplexer than Fenn’s.

ISM which results a modular multiplication and a squaring, simultaneously, can re-
duce hardware complexity about 1/3 than previous architecture. Also, IOM results
significant hardware reduction compared with Kim’sin [10].

As aresult, the proposed LFSR arithmetic architectures have very good hardware
complexity than the previous architectures. Therefore, if these proposed architectures
are used for some cryptographic applications, we can get great a system with great
hardware complexity.

5 Conclusion

This paper presented bit-serial AOP arithmetic architectures over GF(2"). Compari-
sons showed that the proposed architectures have certain advantages related to circuit
complexity over previous architectures. Accordingly, the proposed architectures can
be used as a kernel circuit for exponentiation, inversion, and division architectures.
They are easy to implement VLS| hardware and use in IC cards as the proposed
structures have a particularly simple architecture.
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Abstract. Although Quality of Service functionality has become a com-
mon feature of network hardware, configuration of QoS parameters is
done by hand. There is a critical need for an automated network reser-
vation system to provide reliable last mile networking for video, audio,
and large data transfers. Security of all communications in the process of
automating the network configuration is vital. What makes this security
problem difficult is the allocation of end-to-end network resources across
security realms and administrative domains.

This paper introduces a practical system that shows a design and im-
plementation of Globus General-purpose Architecture for Reservation
and Allocation (GARA) services that offer automated network reserva-
tion services to users. The contributions of this paper are twofold. First,
we provide a fine-grained cross-domain authorization for GARA that
leverages existing institutional security and group services, with univer-
sal access for users. We identify and discuss issues involved. Second, we
eliminate the need for long term public key credentials and associated
overheads that are required by other systems. We describe the implemen-
tation of an easy and convenient Web interface for making reservation
requests.

1 Introduction

Reliable high speed end-to-end network services are increasingly important for
scientific collaborators, whether separated by large distances or located just
across town or campus. Our experience shows that long haul networks demon-
strate good performance (thanks to over provisioning), but the last mile — from
the edge of the campus network to the desktop — is often a network bottleneck.

Quality of Service functionality is a common feature of network hardware.
Recent studies show the viability and utility of these features to control network
resources. Currently, QoS configuration of network hardware is done by hand.
While several standardization efforts are attempting to produce protocols that
enable automated network configuration across administrative domains [12J19],
it is not yet clear which protocol(s) will be embraced.

Our work addresses the need for an automated network reservation system
to provide reliable last mile networking for video, audio, and large data transfers

G. Davida, Y. Frankel and O. Rees (Eds.): InfraSec 2002, LNCS 2437, pp. 314-[324] 2002.
© Springer-Verlag Berlin Heidelberg 2002
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for the partner institutions. Reliable end-to-end network service between part-
ner institutions is achieved by reserving network resources within the end-point
institution networks, coupled with the demonstrated adequate performance of
the over provisioned interconnecting long haul networks, wherein no network
resource reservation is needed.

In automating network configuration, security of all communications is vital.
Network hardware is a prime target for malicious hackers, because controlling the
routing and resource allocation of a network enables myriad other attacks. What
makes this security problem difficult is the cross-domain nature of end-to-end
network resource allocation. Requesting end-to-end network resource allocation
between the local domain and a remote domain, a user needs to be authenticated
and authorized in both domains before the request can be granted.

Our work is based on the Globus General-purpose Architecture for Reser-
vation and Allocation (GARA) [6IBI[7JT0]. This is a natural choice because the
project partner institutions all run Globus software in either production or pre-
production mode. The goal of the GARA architecture is to create a flexible
solution that satisfies requirements of different types of resources (networks,
CPUs, disks, etc.), while providing a convenient interface for users to create
both advance and immediate reservations. GARA uses the Globus Grid Secu-
rity Infrastructure (GSI) [5] for authentication and authorization. An attractive
feature of GSI is that it performs cross-domain authentication by relying on a
Public Key Infrastructure (PKI) and requiring users to have long term public
key (PK) credentials.

GSI provides coarse-grained access control. A flat file, called the gridmap
file, stores mappings from PK credentials (Distinguished Names, (DN)) to local
user names. A user is allowed access to Globus services if there is an entry
corresponding to this user in the gridmap file. This all-or-nothing access control
policy is extremely limiting. Authorization decisions in QoS are based on many
parameters such as the amount of available bandwidth, time of day, system
load, and others. We propose to control resource usage with a policy engine and
expressive security policies.

In this paper, we describe the design and implementation of a GARA sys-
tem that automates network reservations. The contributions of this paper are
twofold. First, we provide a fine-grained cross-domain authorization for GARA
that leverages existing security and group services, with universal access for
users. Second, we eliminate the need for long term PK credentials, currently re-
quired by the system. We also introduce a secure and convenient Web interface
for making reservation requests based on Kerberos credentials.

The remainder of this paper is organized as follows. Section Pl describes the
Kerberized Credential Authority (KCA) and Kerberized Credential Translation
(KCT) services and shows how they allow universal access to GARA by enabling a
reservation to be made via the Web, obviating the need to install Globus software
on workstations. Section [3] presents an architecture for distributed authorization
that employs a shared namespace, delegated authorization through secure and
trusted channels and a signed authorization payload, and the policy engine used
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Fig.1. KX509 GARA Web Interface. This figure shows how local network re-
sources are reserved with the GARA Web interface. KX509 junk keys replace long
term PK credentials. Communications with the KDC, KCA, and KCT are Kerberos
protected.

to make the authorization decision. Section Hlbriefly describes implementation of
the system. Related work is presented in Section[H. Finally, Section [ concludes.

2 GARA Web Interface

Many sites, such as the University of Michigan, lack a PKI, but they do have an
installed Kerberos [14] base. The University of Michigan has developed a service
that allows users to access Grid resources based on their Kerberos credentials.
The KX509 [9[13] system translates Kerberos credentials into short-lived PK
credentials, or junk keys, which in turn can be used by browsers for mutual SSL
authentication or by GSI for Globus authentication.

Junk keys have several advantages over traditional long-lived PK credentials.
They have short lifetimes, so the revocation problem [I] is largely obviated.
While, in a traditional PKI, long term credentials put the ease of user mobility
in question, KX509 users can obtain new junk keys at each workstation.

KX.509 creates a new public/private keypair and sends the public key to a
Kerberized Certificate Authority (KCA) over a Kerberos secured channel. Using
the presented public key, the KCA creates and signs a short term X.509 identity
certificate.

In order to make network resource reservations convenient for users, we built
a GARA Web Interface. A user makes a reservation by filling out a GARA net-
work reservation Web form. All requests are SSL protected and require mutual
authentication. As opposed to a traditional password-based user authentication,
we use short-lived user certificates, priorly acquired with KX.509. After the Web
server authenticates the user, it contacts a Kerberized Credential Translation
(KCT) [13] server, presents appropriate credentials, and requests Kerberos cre-
dentials on the user’s behalf. Next, the Web server runs KX509 on the user’s
behalf, which creates a new junk key for the user on the Web server. This junk
key is then used to create Globus proxy credentials. GARA client code resides on
the Web server and uses Globus proxy credentials. Figure[l gives an overview of
the GARA Web Interface.
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3 Distributed Authorization Design

In a cross domain distributed authorization scheme, authorization decisions are
made even if the requestor and resources reside in separate domains. Often au-
thorization decisions are made by a policy engine that applies policy rules to a
set of input attributes. These attributes might include user attributes such as
group membership or environmental attributes such as time of day. Attribute
information can come from a variety of sources: local services, environment, con-
figurations, or attached to the resource request. We separate the authorization
process into two phases: gathering of attributes and running of the policy engine.

In designing the distributed authorization system, we must address the lo-
cation where the authorization decision takes place. We discuss how the use of
shared namespace and delegated credentials are the key to creating a practical
authorization scheme. We also believe in utilizing existing local authorization
services to require as little replication of information as possible.

Location of authorization decision: The question that needs to be answered
is: where is the best place in GARA to make the authorization decision? Three
possible locations exist: Web server, gatekeeper, and resource manager.

Prior to initiating any contact with the desired resource, the Web server
can contact an authorization service and provide user’s identity and resource
request information. Having such an authorization service would perforce need
to have a policy for each resource and information about each user. However,
this choice presents extra communications when the resource is not available, or
when fine-grained authorization is not required.

The gatekeeper is expected to handle numerous requests, so performing the
authorization decision at the gatekeeper could have an impact on the gate-
keeper’s performance. At the gatekeeper, it is still unknown if the resource is
available, so as above, the extra communication and work to make an authoriza-
tion decision could be wasted effort. We conclude that adding authorization at
the gatekeeper would be counter productive.

The best place to enforce authorization in the GARA architecture is at the re-

source manager where each service is capable of stating, enforcing, and modifying
its policies without depending on the administration of the Globus architecture
at large.
Shared namespace. Central to any authorization service design is the forma-
tion of an attribute namespace that is understood by policy engines. Frequently,
the primary concern in the authorization decision is related to a group mem-
bership question: does this user belong to appropriate groups? Consequently,
a security policy would enforce the restricted membership for specific actions.
Within a domain, the statement of group membership is well defined. Both user
identity information and a group namespace are available locally.

A shared group namespace, presented to policy engines in multiple domains
and used to control access to resources in multiple domains, is defined by a num-
ber of groups with common names across domains. In its existing group service,
each domain creates groups with these names and manages user membership
as any local group. Other attributes presented to the distributed policy engines
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such as the amount of requested bandwidth or start-time of the request are al-
ready encapsulated in a shared namespace in that they are coded as name,value
pairs in the request.

Signed authorization payload. At the remote service, we do not add a call-
back to the local group service to determine group membership, instead, autho-
rization information is added to the existing resource request.

The local GARA resource manager queries the local group membership ser-
vice for the subset of shared namespace groups in which the requestor is a mem-
ber, and passes the group list along with the request parameters to its policy en-
gine to make an authorization decision. If the request succeeds, the local GARA
resource manager creates an authorization payload consisting of the requestor’s
distinguished name and the group list. To secure the authorization payload, we
require the local GARA resource manager to sign the authorization payload be-
fore adding it to the reservation reply returned to the GARA client running on
the Web server. The reservation request is forwarded to the remote GARA who
validates the signature on the received authorization information before pass-
ing the group list as input to its policy engine. Thus we piggy-back the group
membership information on the existing reservation request communication.
Policy Engine. After all the requestor’s attributes such as group membership
and request parameters have been established, the fine-grained authorization
decision can be made. In general, policy engines accept attribute-value pairs
as input, compare the input attributes to a set of policy rules, and return a
pass/fail response. The granularity of the authorization decision is embodied in
the complexity of the policy rules that must be satisfied by the input attribute-
value pairs. To allow different policy engines, the authorization callout has a
generic API that passes information about the requestor and the action to the
policy engine. We chose KeyNote [2[3ll4] for our policy engine because of its
flexibility and easy availability.

4 Implementation

4.1 KeyNote Policy Engine

Applications such as GARA describe policies to KeyNote with a set of attribute-
value pairs (called an action condition) creating a policy namespace. In Figure
the policy namespace consists of the following attributes and their correspond-
ing values: app_-domain, operation, type, location, amount, time, and grid_bw.
To express a security policy, each Globus site is free to choose any descriptive
attribute name. However, if any of the attributes are to be included in the au-
thorization data that is passed to or received from a remote domain, then the
attributes need to be included in the shared namespace we described previously.

We now describe the basic pseudocode for the KeyNote policy engine call
with a group membership action condition.

— requester: the requesting principal’s identifier.
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SN_groups = retrieve_group_membership(requestor);

result = authorization_decision(requestor, action_description,
policy, credentials);

if (result == "allowed") do the requested action

else report action is not allowed

Fig. 2. Pseudo-code for the authorization mechanism in diffserv_manager.

session_id = kn_init();

kn_add_assertion(session_id,policy[i]l);

kn_add_assertion(session_id,credentials[i]);

for all actions in action_description
kn_add_action(session_id, action_description.attr,
action_description.value);

result = kn_do_query(session_id);

Fig. 3. Pseudo-code for the call to the KeyNote policy engine.

keynote-version: 2

local-constants: ADMIN_UM = "x509-base64:MIICrzCC"
authorizer: "POLICY"

licensees: ADMIN_UM

conditions: app_domain == "gara" &&
operation == "reservation" &&
type == "bandwidth" &&
((location == "local" && @amount <= 100) ||
(location == "remote" && Qamount <= 10) ||
time == "night") && grid_bw == "yes");

Fig. 4. Trusted assertion stating KeyNote top level security policy. Note that the value

of the key has been truncated.

— action_description: the data structure describing an action contains attribute

value pairs which are included in the request. For example, “system_load <
70” specifies an environment condition stating that the current system load
must not exceed 70%.

— SN_groups: the shared namespace groups in the action_description, also
added as attribute value pairs describing the action. For example, “grid_bw
= yes” states the request is a member of the grid_bw group.

— policy: the data structure describing local policy, typically read from a local
file.

— credentials: the data structure with any relevant credentials, typically sent
along with the request by the requesting principal. Before making use of
these credentials, their validity must be confirmed by verifying a signature
included in the credential data structure.
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Figure [2 shows the main actions of diffserv_manager.

Figure [3 provides details of the authorization_decision function.

Figure Hlshows an example of a KeyNote top level security policy that allows
the action if the following conditions hold: an application domain is called gara
and the requested operation is reservation for the resource of type bandwidth.
Furthermore, if this is a local request, then bandwidth for more than 100Mb
is not allowed. If the request is from a remote user, then amount greater than
10Mb is not allowed. If the current time is after hours, then no restriction on
bandwidth is enforced. The requestor must be a member of grid_bw group.

If the KeyNote policy engine states that the action is not allowed, no reser-
vation is made by the local diffserv_manager and an authorization failure is
returned to the Web server. As the result, the reservation protocol returns an
authorization error back to the client. A success value is returned to the client
only if both local and remote authorization have succeeded.

4.2 Reservation Flow

We successfully demonstrated our modifications to GARA by reserving band-
width for a video application running between the University of Michigan and
CERNI. Bandwidth is reserved by filling in a Web form served by a modified
Apache Web server that runs the GARA client. The GARA client communicates
with separate GARA services at each end-point domain, as shown in Figure
The GARA services use KeyNote authorization policies configured to require
bounded request parameters for bandwidth, time and duration. Group member-
ship is also required. We demonstrated that if any of the policy parameters are
not satisfied, e.g. too much requested bandwidth or incorrect AFS PTS group
membership, the reservation fails.

A successful reservation results in configuration of the end domain Cisco
ingress routers, that marks the packets and polices the flow, with the appro-
priate Committed Access Rate (CAR) rate_limit. The participating routers are
statically configured with WRED, Cisco’s implementation of the Random Early
Detection (RED) class of congestion avoidance algorithms.

What follows is a step by step description of an end-to-end network reserva-
tion using the enhanced GARA, also illustrated in Figure

1. User (locally) executes kinit and acquires Kerberos credentials.

2. User (locally) executes kz509 and acquires junk keys.

3. Using a browser, a user makes an https request for the network resource
reservation page. The junk key, obtained in Step 2, is used for mutual SSL
authentication. Network reservation parameters such as source and destina-
tion IP address, desired bandwidth, start time are entered into a form and
sent to the Web server.

4. The Web server kct_module makes a Kerberos authenticated request to the
KCT and acquires a service ticket for the KCA service on the user’s behalf.

! European Organization for Nuclear Research
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Fig.5. Network Resource Reservation Data Flow. KDC is a Kerberos Key
Distribution Center. KCA is a Kerberized Key Signer. KCT is a Kerberized Credential
Translator. KDC and KCT must share hardware because both require access to the
Kerberos database. PTS is AFS Protection Server.

5. The Web server kz509-module acquires and caches junk keys on behalf of the
user as in Step 2. Then, the Web server globus_prozy_init module uses the
newly created keys to create user’s Globus proxy certificate.

6. The Web server gara_module constructs a reservation request to the local
gatekeeper using the Globus GSSAPI_SSLEAY protocol and the proxy cer-
tificate. The local GARA gatekeeper looks for an entry in the gridmap file
that matches the corresponding distinguished name — a field in the Globus
proxy certificate (from Step 5). The DN and local id are attached to the RSL
(Resource Specification Language) string.

7. Using the Nexus API for interprocess communication, the local gatekeeper
forwards the RSL to the resource manager (diffserv_manager).

8. The local id is passed to the group_membership function, which performs one
of several actions, depending on configuration and on whether the request is
from a local or remote user. If the authorization data in this RSL is null, the
request is from a user in the local realm. In our settings, group membership
function queries a Protection Server (PTS) — a part of AFS. The call can
be easily replaced by a query to any local group service such as an LDAP
service or a flat file. The call is performed over an authenticated channel
using the diffserv_manager’s identity. Prior to accepting any connections,
diffserv_manager acquires AFS tokens needed to authenticate with the PTS
server.

9. The group membership information acquired in the previous step, the reser-

vation parameters, and a policy file are passed to the KeyNote policy engine
that makes an authorization decision. If the request does not satisfy the cur-
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rent security policy, an error is returned back to the client and the rest of
the steps are not executed.

10. The setup_flow Expect script uses SSH to communicate with the appropriate
network hardware and configures the network reservation.

11. This step is the same as Step 6 except this time the RSL carries the au-
thorization payload. We use auth-data as the attribute name. The value is
variable length. In our current implementation, the RSL is limited to 4KB,
at least enough to encode information 64 groups (assuming 64 byte names).

12. Same as Step 7.

13. Same as Step 9.

14. Same as Step 10.

This design lets us express many policies, including who can request which
network resources and when such requests are valid. In the example we presented,
the authorization payload is signed by one certificate, the remote GARA diffserv
manager. More broadly, a site may require the authorization payload to contain
assertions from other services. For example, a site might require that users be
U.S. citizens, verified by some specific Certificate Authority. Signed assertions
can be added to the authorization payload to accommodate such requirements.

5 Related Work

The Globus MyProxy [16] initiative provides a trusted server to store user’s
delegated credentials, indexed by a tag and a password. Later, a service can
contact a MyProxy server, present a tag and a password and receive correspond-
ing credentials (e.g., certificate or Kerberos ticket) on a client’s behalf. Each
service requires a different tag and password, forcing users to manage many
passwords. This approach requires users to type in their passwords into HTML
forms. HTML forms are easily reproduced by a malicious hacker who collects
passwords. He can obtain a certificate, signed by one of the default Certificate
Authorities supported by browsers, and run a Web server, providing a spoofed
login HTML form. However, by examining the credential, an activity most users
do not bother doing, the user can tell the login form is spoofed.

The Grid Portal Architecture [II] is a Web interface to Grid Computing
resources that uses MyProxy Services for client authentication. The GARA Web
interface differs from the Grid Portal in several important ways. Access in our
scheme is via done an https stream and requires mutual SSL authentication,
which in turn requires a user certificate, thus obviating the need for users to
type passwords in HTML forms, as it is done in the Grid Portal.

The Community Access Service (CAS) [15] is a proposed Grid authorization
service that the user calls prior to making a request for Grid resources. CAS
returns a signed capability to indicate a successful authorization request. The
capability is then added to the Grid resource request.

The GARA client is designed to contact each end domain GARA service. In
the future, GARA client will contact the first GARA service, which in turn will
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contact other bandwidth brokers (BB), needed for the end-to-end reservation.
Sander et al. discusses the bandwidth broker to bandwidth broker protocol in
[18]. The Simple Inter-Domain Bandwidth Broker Specification (SIBBS) [19] is a
simple request-response bandwidth broker to bandwidth broker broker protocol
being developed by the Internet2 QBone Signaling Design Team. It is anticipated
that GARA will be an early development code base for SIBBS.

Our choice of policy engines was influenced by the availability of working
code. The modular design allows for use of other policy engines. Akenti [20],
and GAA API [I7] were also considered. We acknowledge Akenti’s strength over
KeyNote in terms of credential management. On the other hand, Akenti imposes
a lot of overhead, not required by KeyNote, such as creation of certificates for
each of the clients.

6 Conclusions

We have demonstrated a scalable distributed authorization service that joins
local domain group services via a shared namespace, and asserts group member-
ship by adding a signed authorization payload to existing communications.

We showed that authorization succeeds only when the user is a member of
the correct groups and the reservation parameters are within bounds as dictated
by the policies present at each end-point.

We have focused our distributed authorization service design on the ability
to use existing local domain group services, firm in the belief that coalescing
and maintaining replicas of user and group information does not scale and is an
unnecessary administrative burden.
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Abstract. The main aims of Virtual Private Network (VPN) are to iso-
late a distributed network from outsiders, as well as to protect the confi-
dentiality and integrity of sensitive information traversing a non-trusted
network such as the Internet. However, some problems arise when secu-
rity is considered as the unique problem because VPN users suffer from
restrictions in their access to the network. They are not free to use tradi-
tional Internet services such as electronic mail exchange with non-VPN
users, and to access Web and FTP servers external to the organization.
This paper presents a new solution that allows the open use of traditional
network services running over TCP and UDP layers, while maintaining
strong security features. The new scheme works at the TCP/IP trans-
port layer and does not require the addition of new hardware because it
is a totally software solution. As a consequence, the application is totally
portable. Moreover, and because of its implementation at the transport
layer, there is no need to modify any traditional communication appli-
cations previously installed in the network system.

1 Introduction

The needs of digital communications for most of organizations have grown very
much during last years because of different reasons. For instance, globalization of
economy increases the demand of telecommunication among branch offices, and
inter-companies agreements impose that resources are shared. Thus, decreasing
the cost of telecommunication infrastructures is imperative.

Traditionally, companies have used leased lines with that purpose. The most
representative example is Frame-Relay service [2],[5], which is based on the trans-
fer of information frames between intermediate switching offices. The service,
that uses permanent virtual circuits (PVCs) through telephone network routers,
presents some drawbacks:

— It becomes expensive because connections remain open permanently.
— The architecture creates large latency periods because of the poor connec-
tivity between intermediate routers.

G. Davida, Y. Frankel and O. Rees (Eds.): InfraSec 2002, LNCS 2437, pp. 325-337] 2002.
© Springer-Verlag Berlin Heidelberg 2002
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— Full connectivity requires the increment of PVCs and, hence, of intermediate
network routers; but the cost of avoiding routing problems in this way is high.

— The number of companies that offer Frame-Relay services is small compared
to the number of Internet Service Providers (ISPs), so competitiveness is
more limited.

On the other hand, open networks offer a more profitable solution than leased
lines. Thus, for example, Virtual Private Networks(VPNs) use relatively low-
cost, widely available access to public networks to connect remote sites together
safely. Network architectures defined by VPNs are inherently more scalable and
flexible than classical WANSs, and they allow organizations to add and remove
branch offices into their systems in an easy way.

However, and as shown later, the study of the different TCP/IP stack layers
reveals that the different solutions that enable establishing a VPN essentially
focus on security aspects. Their main aims are to isolate a distributed network
from outsiders and to protect the privacy and integrity of sensitive information
traversing the non-trusted open networks, as the Internet. These approaches fail
to be complete.

The main drawback in conceiving the security problem as the unique target
is that VPN users suffer from restrictions in accessing the Internet. That is,
they cannot freely use traditional services such as electronic mail exchange with
non-VPN users, and cannot freely access Web and FTP servers external to the
organization. Actually, within the same application, it is a difficult task to enable
generic Internet access to VPN users and, at the same time, to provide a strong
enough security model for the organization.

This work presents an approach to this problem, that is an extension to a
previous constrained approach [3]. We have developed a new security integrated
solution for VPNs that, while maintaining strong security features, allows the
open use of traditional Internet services that run not only over TCP (the case
of our previous solution), but also over UDP. The solution does not require the
addition of new hardware because it is an exclusively software solution. As a
consequence, the application is totally portable. Moreover, the implementation
is located at the transport layer; thus, it allows using those services running over
TCP (like FTP, Telnet, WWW, etc.) and also those running over UDP (that is,
real-time applications like audio and video-conferences), which are increasingly
being used in the Internet. Additionally, and as we will show, there is no need
to modify any software previously installed.

The paper is organized in the following way: Section 2 introduces the differ-
ent cryptographic solutions used in the TCP/IP stack layers to establish private
network communications over the Internet, focusing on their advantages and
disadvantages. Section 3 explains the two-module architecture of the new sys-
tem. Section 4 describes the operation of the first module, called Secsockets, an
extension of the traditional socket interface to which security features have been
added. Section 5 outlines the operation of VPN-Insel, the second module. This
is the part of the system that really establishes the VPN, and resides on the
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interface of the previous module. Section 6 shows a real example of how the new
solution works, and section 7 presents concluding remarks.

2 Security Solutions in the TCP/IP Architecture

There are different security solutions in the TCP/IP stack layers that can be
used to establish confidential and authenticated communications over Internet.
In this section we briefly review the most relevant solutions in those layers,
pointing out their advantages and disadvantages.

It is necessary to point out that all the solutions that have been developed to
work above the network layer are oriented to TCP services. To the best of our
knowledge there is no widely used standard mechanism that provides security
to UDP services.

2.1 Data Link Layer

The method used in the lowest layer of the stack is point-to-point encryption.
The architecture of link level encryption defines a completely isolated connection
between two systems. On the one hand, physical access is restricted because every
connected host belongs to the organization; on the other hand, logical access is
restricted too because information is encrypted throughout the transmission.
This solution does not necessarily require the use of the TCP /IP stack protocols
because these ones work at higher levels.

Point-to-point encryption is a simple concept that makes it, from a security
standpoint, a good VPN solution. However, it has certain properties that make it
hard to use in every application. Firstly, system users have no choice regarding
encryption. They can either link to a host using encryption or they cannot
communicate at all. Therefore, it does not provide generic Internet access because
it protects from hostile outsiders, but also blocks access to beneficial outsiders.
Secondly, point-to-point encryption scales very poorly. It becomes complex and
expensive to establish links to new hosts that are installed in the network system.

2.2 Network Layer

The solution used at the network layer is the encryption of the data fields in the
IP packets. The set of IPSEC protocols (IP security protocols) [, is a part of
IPv6, the IP’s future version and it is designed to provide privacy and/or data
forgery detection.

For this purpose, IPSEC defines two optional packet headers: Authentication
Header (AH), and Encapsulating Security Payload (ESP). Both headers contain
a numeric value called the Security Parameter Index (SPI), which is used by a
host to identify the cryptographic keys and the security procedures to be used.

In order to communicate, each pair of hosts using IPSEC must negotiate a
security association. The security association establishes what types of protection
to apply, how to encrypt or authenticate, and which keys are needed. The packet
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IP address and the packet SPI in the packet header determine the security
association applied to an IPSEC header.

The combination of IPSEC protocols with routers or firewalls constitutes a
VPN solution, and it enables the use of traditional Internet services. Neverthe-
less, and because of its location, it is difficult to establish a security relationship
between two applications, which makes difficult to provide the same granularity
and control over authentication and encryption. Subsequently, and important
disadvantage of this solution is that the system automatically applies protection
according to the security associations between the host; users cannot decide when
to apply security mechanisms, which is inefficient for most cases. An additional
disadvantage is that architecture blocks communications to other non-trusted
computer systems and networks, so it does not enable generic Internet access.

2.3 Transport Layer

There are some standardized solutions at the transport layer for TCP, but as
stated, not for UDP. The implementation of Netscape’s Secure Socket Layer
(SSL) [12] protocol stands out from other solutions. It is widely used in con-
junction with World Wide Web service and includes capabilities for authenti-
cation., encryption and key exchange. Some similar alternatives to this solution
are Transport Layer Security (TLS) [M], proposed by the IETF TLS working
group, and the Microsoft compatible protocol Private Communication Technol-
ogy (PCT) [9].

The SSL protocol is integrated in both Web client and server software, and
protects data transfer between them. Client and server negotiate the type of
protection by setting up a group of cryptographic parameters that includes a
strong encryption algorithm and a shared secret key. A public key cryptosystem
is used to facilitate authentication and distribution of the secret key.

Applying security at the transport level in this way provides good control
over the mechanisms to be used, because a web browser can choose whether a
particular connection will be secure or not.

However, a serious disadvantage of this scheme is that it requires the integra-
tion of SSL protocol software into the application itself; that is, it is necessary to
modify every network application that needs to use these security mechanisms.
Therefore, this is not a general solution for a VPN because it only solves specific
network services.

2.4 Application Layer

There are specific solutions at the application layer, but again, only for TCP-
based services, not for UDP-based ones. These solutions are, for instance, elec-
tronic mail (PGP, PEM, S-MIME) [18] [8] [13], the file transfer protocol (Secure-
FTP) [6], the hypertext transfer protocol (S-HTTP) [16], etc. Regarding UDP,
each application based on this protocol must provide its own security solution.

The lack of a homogeneous solution becomes a serious problem because each
application provides its particular encryption and key management mechanisms.
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Moreover, even if only solution existed, providing a VPN solution at this level
would make necessary to control that every single user updates his/her non-
secure applications with the selected security mechanisms. There is no doubt
that this management would be hard, not only for the establishment of the
VPN but also for any little change in the configuration of the VPN.

3 Architecture of the New Scheme

The scheme we introduce is an entirely software solution that works at the
transport level. The solution adopts the advantages of IPSEC (it facilitates the
use of traditional Internet services) and, at the same time, solves some of its
drawbacks. For instance, in IPSEC, security associations are only negotiated
among hosts but not among services. Also communications with hosts outside
the VPN is not allowed. These problems are solved in our new scheme where,
additionally, VPN users decide when to apply security mechanisms. Thus, in
our solution any VPN user can connect to other VPN and non-VPN users.
Moreover, it does not require the modification of the software of traditionally
insecure applications such as FTP, HTTP, Telnet, electronic mail, etc. As a
result, the scheme is a simple and cheap solution for those organizations that
want to install a VPN.

A generic organization scenario that has been used for the development of the
new solution is depicted in figureldl. There is a main entity that centralizes control
of the organization and represents the Headquarters. There are other entities
that represent the branch offices of the organization, the secondary entities.
Every secondary entity is located in a different LAN.

:??F? :I\/ai n entity

Rout e

Fig. 1. Scenario of a VPN
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The new design is divided into two sublevels, Secsockets y RPV-Insel. The
module Secsockets is the lower sublevel. It is an interface that works on top of
the traditional socket interface that provides access to TCP. The service offered
by Secsockets is the transmission of data from an origin process to a target one
through a secure and authenticated channel.

The module VPN-Insel is the upper sublevel. It uses the services provided by
Secsockets and, at the same time, it supports the applications with the VPN ser-
vices that these ones require. Next sections shows the operation of both modules
in detail.

4 SecSockets

Secsockets is an extension of the traditional socket interface, and enables au-
thenticated and confidential communications. That is, Secsockets provides the
same functions as the socket interface and, in addition, provides authentication,
confidentiality, and integrity.

The goal of this interface is to provide a secure delivery service for both TCP
and UDP, while facilitating its use. This interface is based on a client/server
architecture, in such a way that the process that starts the communication plays
the role of the client, and the process that attends to the connection at the other
end plays the role of the server. The operation of Secsockets is divided into two
phases: firstly a connection phase, and secondly, the communication phase itself.

4.1 Connection Phase

Firstly, during the connection phase, mutual authentic ation is carried out. Sec-
ondly, there is a negotiation of the parameters (hash function, encryption algo-
rithm, and optional compression algorithm) that will be used during the com-
munication phase.

In this phase the two interacting parts have no secret key to share as yet. So,
the use of public key certificates provides mutual authentication and confidential-
ity during parameter negotiation. This enables communicating the secret key, so
avoiding the risk of a third party interception, and facilitating the identification
of VPN users because it provides a method to implement digital signatures.

We must point out that during this phase the TCP protocol is used regardless
the type of service that needs the creation of a secure channel. The reason of
using TCP is that we need a reliable protocol for parameters interchange, and
is widely known that UDP is not reliable at all.

The following are the steps that are done:

1. The client and the server interchange the digital certificates.

2. The client sends, encrypted with the server’s public key, a connection request.
This message contains the security parameters (hash function, symmetric
key algorithm, a random value and, optionally, data compression). The hash
functions that can be used are MD5 [I4] and SHA [II]. The symmetric key
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encryption algorithms that can be used are DES [10], IDEA [7], Blowfish
[17] and RC4 [15]. In case data compression is selected, the GZIP algorithm
is used.

3. Once the request is processed, the server sends a message to the client in-
dicating acceptance or rejection, encrypted with the client’s public key. In
case negotiation is accepted, it includes a random number that will be used
for the calculation of the key. If the channel to be opened is and UDP one,
then the message will include the port number where the server will listen
messages from the client.

4. Both client and server calculate the secret key that will be used during the
next phase: the communication phase. Random values exchanged in step 2
and 3 and the hash function negotiated in these steps are used to calculate
a bit string. The string is obtained from the following expression:

H(H(Client_random) XOR H(Server_Random))

Additionally, and in the case the channel to be opened is UDP, the server
closes the TCP connection with the client, and opens a UDP connection to
wait messages from this one.

4.2 Communication Phase

The operations performed during the communication phase (or transmission
phase) are, for each message: a) fragmentation of the message into frames; b) data
field compression, if this was decided during the initial negotiation; c) calculation
of hash value for each frame; and, d) frame encryption and MAC calculation.

Figure 2 shows the composition of each frame. Maximum size of the message
depends on the length of packets accepted by the network; thus it is a value that
can be configured. Obviously, after the reception of each packet, the receiver has
to undo all previous operations.

|sessi dl:sessi d*f nunl Si zle datlash‘l'

sessidC. client’s session identifidat
sessi dS: server’s session identifidat
fnrum nessage fragnent nunber (resefwv:
size: size of data

shv: frane hash val ue

Fig. 2. Format of communication frame
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4.3 Functions of SecSockets

The service offered by Secsockets is to send data from a source process to a target
one through a secure and authenticated channel. Secsockets works as a connec-
tion oriented communication protocol based on the client/server paradigm.

Secksockets provides a group of functions. From the programming interface
point of view these functions work in a client/server mode. As we will see later,
the reason is that levels above Secksockets need an interface that helps in the
creation of parallel client/server systems. Also, working on this way, it is pos-
sible to use either TCP or UDP for the communication by changing only one
parameter.

The functions are the following ones:

— sec_init( ): This function creates a connection point at the server’s end.
The point is initialized and the function assigns it to a local communication
port. Then the server remains in an idle state waiting for a client connection-
request through that port.

— sec_accept( ): This function is invoked by the server to positively acknowledge
an incoming connection and immediately provides it with a new socket. After
accepting the connection the negotiation phase, under TCP, starts at server’s
end. A socket address, either TCP or UDP, according to the mentioned
parameter, is returned. Security parameters are returned too.

— sec_connect( ): The client invokes this function in order to create a final
connection point. After a negotiation phase under TCP starts at the client’s
end, authenticating the other end and agreeing on the security parameters.
A TCP or UDP socket address and security parameters are returned.

From this point on, and following the parameters settled on during the nego-
tiation phase, it will be possible to perform securely the communication phase.
The functions of this phase are described next:

— sec_recv( ): This function enables data reception through a secure socket
connection, decrypts them, checks their authenticity, and decompresses them
if necessary

— sec_send( ): This function is symmetrical to the previous one. It compresses
data if this was negotiated, calculates the hash value, encrypts data, and
finally, sends them through the socket. These operations are performed ac-
cording to the negotiations of the client and server.

— sec_close( ): This function erases the socket.

5 RPV-Insel

The module VPN-Insel uses the services provided by the interface Secsockets.
At the same time it supports the communication applications that run at the
upper level and provides them with the characteristic services of a VPN. So,
by making use of Secsockets security mechanisms, VPN-Insel offers users the
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possibility of registration into the VPN, participating in on-line connections,
like HTTP, Telnet, or FTP, and off-line connections, such as ele ctronic mail.
Moreover, this module manages the VPN. That is, VPN-Insel initializes the
private network, setting the configuration parameters. Once the private network
is working, VPN-Insel controls which users belong to it and can use its services,
and which new users and secondary entities can register. It also allows system
supervisors to install servers for HT'TP, Telnet, FTP, SMTP and videoconference
which are of exclusive use for users belonging to the VPN.

Basically, the VPN-Insel processes and their interrelations are those shown
in figure [3] Now we detail the operation of these processes:

— — —p Creation

Conmruni cat i on

Fig. 3. RPV-Insel scheme

1. Clients (C1): represents the client software for those users who communicate
from a LAN.

2. Main server (S1). It runs in the main entity’s computer system (main LAN
in the organization). This type of process centralizes the VPN management,
controls other types of server processes, maintains a database with the in-
formation related to these servers (IP addresses), and provides information
about the VPN. There is only one of these processes in each VPN.

3. Secondary Server (S2): This server controls the local users (the users inside
its LAN) and decides which of them can log in to the VPN. It also attends
to their requests in the same way as the main server does. One secondary
server exists in each entity, i.e., in each LAN of the organization.

4. Auziliary Servers (SAux): Auxiliary servers are created by the secondary
server to attend to users during a particular connection. They are interme-
diate processes within secure communications and make use of the functions
that the SecSockets interface provides, in such a way that security mecha-
nisms are transparent to client processes.
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5.1 Detailed Operation of VPN-Insel

RPV-Insel starts working when the VPN administrator starts-up the main server
(S1). After this, the following sequence of events takes place:

1. S1 initializes the secondary servers database.

2. S1 starts a secondary server (S2) for its own LAN (main entity’s LAN).

3. S1 remains open waiting for requests. The requests come from other LAN’s
secondary servers or remote users.

4. Each secondary server, started by the corresponding LAN administrator, is
registered in the main server, in order to integrate the LAN into the VPN.

5. Each secondary server stays open for: a) requests from users in its own LAN;
or b) requests from remote auxiliary servers that want to use its LAN’s
resources.

Then clients can start using the VPN to communicate securely with other
members of the private network. The communication among VPN members fol-
lows these steps:

1. The user decides, by using the application interface of VPN-Insel, which
network application to use (e.g. FTP) and the name of the computer (or IP
address) where the real server (e.g. FTP server) is running.

2. The application interface of VPN-Insel sends a communication request to
its secondary server. This one creates an auxiliary server that exclusively
manages that secure connection. Afterwards, the secondary server remains
open for new requests

3. The auxiliary server connects with the secondary server in the other end,
and a secure channel is established.

4. At this moment, VPN-Insel runs the client program, but it does not provide
it with the computer address where the real server is running. VPN-Insel
provides the client with the address where the auxiliary server is running
inside itis own client LAN.

5. From this point on, the communication between the client and the server
processes takes place in a secure way through the channel that connects
both auxiliary servers.

6 Examples

In this section we show two scenarios that clarify how our solution works for TCP
and UDP services. In the first scenario we show how an FTP session is secured
inside the VPN. The second scenario describes an audio-conference between two
users.

The example scenario for FTP service is shown in figure[d. A client C1 wants
to connect to one FTP server in the VPN. The sequence of events is the following
one:

1. Cl1, started by the user, request a connection to S2, its secondary server.
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Fig. 4. Scheme of processes for a FTP service

2. If the user is a legitimate VPN user, S2 creates an auxiliary server, SAux-C,
to manage the connection.

. At the same time, process C1 runs the FTP client software.

. FTP client software connects to SAux-C.

. SAux-C request S1 for the number of the port and the host where process
S2’ is running.

. SAux-C request S2’ to create SAux-S, the remote auxiliary server.

. S2' creates SAux-S.

. SAux-C connects to SAux-S, and they set up the secure channel.

. SAux-S connects to the FTP server.

Uk W

© 00 D

Regarding the audio-conference service, the example scenario is shown in
figure Two clients, C1 and C2 want to establish a secure communication.
The steps performed are the following ones (we suppose that C1 is the one that
starts the communication):

Steps 1 and 2 are the same one as in the previous scenario.

3. SAux-S request Sl for the number of the port and the host where process
S2’ is running.

4. SAux-S notifies S2’, y S2’ notifies user C2. SAux-S adopts the role of server,
and waits for the request to start the communication.

5. C2, started by the user, request a connection to S2, its secondary server.

6. If the user belongs to the VPN, S2’ creates an auxiliary server SAux-C, that
will communicate with to SAux-S.

7. SAux-C connects to SAux-S, and they set up the secure channel.

8. The audioconference program runs in both ends.

In both cases, the secure communication is established between the auxiliary
servers (thick line). They work as gateways, receiving the frames, decrypting the
information and sending them to the specific receiver.
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Fig. 5. Scheme for a videoconference service

7 Conclusions

The study of the different TCP /TP stack layers reveals that the different solutions
that enable establishing a VPN pay most of their attention to security aspects.
These solutions focus on the isolation of a distributed network from outsiders
and on the protection of sensitive information traversing Internet. But the users
of these systems cannot freely use traditional services such as electronic mail
exchange with non-VPN users, and cannot freely access Web and FTP servers
external to the organization.

In this paper we have presented a new solution for the implementation of
VPNs at the transport layer that, while maintaining strong security features,
allows the open use of traditional Internet services that run over TCP and UDP
layers. As a consequence, it enables access to any remote node in the VPN and
outside the VPN. The solution is exclusively software, so its deployment does
not require the addition of new hardware or the modification of any existing one.

The solution allows an homogeneous control of all network services, which is
necessary to gain higher user confidence regarding the entire system. Moreover,
it does not require the modification of the software of traditionally insecure
applications such as FTP, HTTP, Telnet, electronic mail, etc. As a result, the
scheme is a simple and cheap solution for those organizations that want to install
a VPN.
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